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ACRONYMS

ADMS AdvancedDistribution Management SystelfSCADA / DMS/ OMS)
AMI Automatic Metering Infrastructure

CAIDI Customer Average Interruption Duration Index

CAIFI Customer Average Interruption Frequency Index

CIM Common Information Model

CIS Customer Informatiosystem

CNC Communication network components

CPE Customer Premises Equipment

DER Distributed Energy Resources

DG Distributed Generation

DMS Distribution Management System

DNP Distributed Network Protocol

ERP Enterprise Resource Planning

FPI FaultPassage Indicator

FPE FrontendProcessing Environment

FRTU Feeder RTU (small one box solution RTU , including FPI)
GID Generic Interface Definition

GIS Geographic Information System

HDB Historical Database

ICCP Inter Control Centre CommunicatioRsotocol

IEC International Electrd@gechnical Commission

IT Information Technology

LBS Load Break Switch

LV Low Voltage

MCC Metering Control Center

MDM Meter Data Management

MRS Management Reading System

MV Medium Voltage

ODB OperationaDatabase

OLTC On Load Tap Changer

OMS Outage Management System

RTDB Real Time Database

RTU Remote Terminal Unit

SAIDI System Average Interruption Duration Index

SAIFI System Average Interruption Frequency Index

SAP Systems, Applications arRRroducts for data processing (developed by SAP AG)
SCADA Supervisory Control And Data Acquisition

SOA Service Oriented Architecture

STSPDU | Static transfer switch witintegrated power distribution unit
XML Extensible Markup Language
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1 SCOPE OF WORKS
1.1GENERAL

The Bidder shall examine the scope of works in this section in close connection with the other
documents and particulars forming these Bidding Documents.

Special attention shall be paid to General Specifications and Particular Te@pecéications,
in which the general technical requirements are specified. The drawings enclosed in are for bidding
purposes only.

If the Specifications and/or Drawings do not contain particulars of materials or goods, which are
necessary for the propendh safe completion, operation, and maintenance of the equipment in
guestion, all such materials shall be deemed to be included in the supply.

In the event of any conflict between the Drawings and the Specifications, the latter shall prevail.

Should the Bider find discrepancies in or omissions from these Specifications or from the other
Documents, or should he be in doubt as to their meaning, he should immediately contact the Project
Manager for interpretation, clarification or correction thereof befatemstting his Bid. Such

action shall, however, in no case be considered as a cause for altering the closing date of the Bid.

The scope of work for equipment shall cover engineering design, manufacture, testing before
shipment and packing s&arthy or otlerwise as required, delivery CIP site, of all equipment as
specified in the preceding chapters.

The contractor shall be responsible for design, material supply, transport, erection, installation and
commissioning as well as design and construction-pbld structures for Load Break Switches
(LBS) and adaptation worlker theRMU rooms.

Equipmentto be dismantleghall berecovered by the Contractor and deposaeédites to be
advised by the Project Enginedre equipmentinclude Oil insulatedRing Man Units and
associated accessorid$e recovered equipment is to be taken over by the Employer at these sites.
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1.2BRIEF SCOPE OF SUPPLY AND WORKS

The works shall involv&upply, installationintegration, traininggcommissioning antlandover
of a completéddvancedDistribution ManagemenBystem(ADMS).

The scope of workis summarized as follows

#

Works

Details

a.

Central system

Shall include:

al. Application servers and associated softwésADA /DMS
/OMS and Development 8eers as detailed in the tender docume
They shall be mounted on 42U standard cabinets with dual pow
supplies by use #TSs andPDUs.

a2. Communications serve(€FE, FPEetc.)

a3. Necessaryurniture to allow long working hours

Pole mounted
switchgear

b1l. New Pole mounted load break switchaavolving erection of
H-structures on concrete polesessingnecessary metal works,
necessary civil works, earthinggrminations to the HT lines,
erection ofLoad break switchewstallation ofRTUs, radios,
antennae and any other fittings and accessories necessary to n
the LBS fully functionain the newADMS system.

b2. New Polemounted autaeclosers involving erection of H
structures on concrete poles, necessary metal works, necessar
works, earthing, terminations to the HT lines, erection of-auto
reclosersinstallation ofRTUSs, radios, antennae and any other
fittings and accessories necessary to mageatitereclosers fully
functionalin the newADMS system.

Ground mounted
switchgear

c1. New ground munted RMUs involving supply of newRing Main
Units RMUSs), dismantling theld RMUs, installing the new RMU g
terminatng HT, installing the RTUs radio and any othe
fittings/accessories necessary to make the RMUs fully function
the newADMS system.

c2.New ground mounted RMUis involving installations of RMUS
supplied by the employeThe contractor shaflick the RMUsfrom

a KPLCNairobi stares transport them to site, dismanthe existing
RMUs, installnew RMUs, terminatélT, install the RTUsradio and
any other accessoriitings necessary to make the RMUs fu
functionalin the newADMS system.

c3. Existing ground mounted RMUis involving automating of thg
manually operate®ing Main Unitsinstalledbut operated manually
The contractor shalbnly install the RTUs, radio and any oth
accessories and fittings necessary to make the RMUs fully funcf
in the new ADMS system.

Telecommunications
systems

d1. This shall involvedesigns of an N telecommunication syster
installation of the system, transmission of data from an exce
2000No. RTU sites to the Control Centre.
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This shall be achieved by optimum location of repeaites,
backhauling of the data from the repeater sites to the control (¢
via an existing fibre network,setting up redundant/backu
communication link and integrating the existing 200 sites on VH
the new platform.

Training

el This shall be conducted to the project team both locally
abroad on all facets of the system including operations, repair
maintenance, upgrades, modifications etc.

The proposed syllabus in the tender document is for guid
purposes only. Theupplier is expected to modify the propos
syllabus which shall form part of the contract.

Integration to the
new  advanced
distribution
management
system

Integration of the following systems shall be as follows:

f1. Integrating the existinlylotorola ACE3600 RTUs to the ADMS
So as to work seamlessly.

f2. Integratingthe existing substatio®sBB Network Manageto the
ADMS system for exchange ofal timedatato aid in the
managenent of the distribution system. This shall be daaea
standard ICCP1tik. The proposed ADMS shall be able to monitor,
extract data and control all the Mknd 33kV breakers in the
primarysubstationslt shall be quoted separately.

f3. Laying a foundation for a future link to the other six major tow
in the country wich shall work as client® the NACC.

The towns shall only run the real time applications ®EADA but
shall have capability to exchange offline data with the NACC for
DMS and OMS applications.

f4. Integration with the existing1S system, smart meteriagd call
manager.

f5. Integration ofexisting Pole mounted load break switches

f6. Integration ofexisting Pole mountedautcreclosersi ensure
existingautorecloserare fully integrated into the proposed ADM
F7. Integration of the existing groundomnted RMUS ensure the
automated RMUs are integrated into the proposed ADMS syste

Necessary
adaptation works

gl. This shall involve all necessary works for secure and
installation of RMUsThis is as detailed in appendix 16.

The projecshall be delivered on a tukey basis with the vendor taking responsibility for
endto-end delivery of the entire project scope outlined above.
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1.3PROJECT OVERVIEW
1.3.1 PROJECT DESCRIPTION

Electrical distribution networkshalltransition to next generation technology in order to
face the challenges of modern grid applications, such as growing energy demand and tight
constraints on operational expenditure. Deployment of network catiatbddresshese
challenges in order tmoost efficiency an@mprovecustomesatisfaction Efficient control

and monitoring solutionshallimprove power availability, voltage management and asset
management.

The proposed ADM$roject shall be a grid modernization projedended to enhance
system practices he project will cover the design, manufacture, supply, installation and
commissioning of hardware/software equipment and training on a turnkey basis.

Through a combination SCADA, OMS and DMSechniques, KPLC hopéds achieve
improved performance and reliability of its existing underground and overhead networks
measured quantitativdy by industryaccepted Key Performance Indicators (KPI)
automatically derived from the system.

The system shall interface with theigting SCADA (Transmission Grid), via aexisting
ICCP linkto enable the new system to acquire data from the primary substations.

To ensure timely project execution, evidence of local delivery capacity and organisation
shall be adduced in addition toetiproposed solution. Expected coverage region shall be
the Nairobi metropolitan area to start with and later extendsit (&) othermajortowns.

1.3.1.1Improved energy efficiency

This shall include

(a) Reducing impacbf network outages (incidentsjiinimise the number of customers
affected & accelerate supply restoration of the ones that cardmergized

(b) Reducing technical & commercial losses in the grid

(c) Maintain quality of energy for all consumers (voltage & frequency level)

(d) Balance locallyhe supply & demand

1.3.2 OVERVIEW OF EXISTING SYSTEM

The system uses DNP3pbotocol in all its communications while it usk®torola Data
Link Communications (MDLCrotocolto communicate between the central system and
the frontends.

The system components in tBEADA are as below:

Load break switches There exists 150No. Load break switches whose manufadsurer
Delta systemswvhich are remotely controlled from the NairoRegion control centre
(NRCCQC).

Ring Main Units: There exists 17NoLucy ElectricRMUs which are controlledrom the
NRCC.

Central system The central systens a PC based Motorola central system running on
ControlMaestro
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Radio system There exists #otorola VHF radio systeroperating on Tx 172MHRXx

176MHz with a 25 kHz bandwidth. The system has a single repeater site in Electricity
House at the heart of the city.
Field RTUs: There exists Motorola ACE 360RTUs per node in the circuit

The layout of the existin§CADA system isas below:

é LBS site

([}

CENTRAL SYSTEM

LBS site
LBS site

))

-

Nairobi area control centre

L
(/1ID)

LBS site

I_\Q{‘ RMU site
I:g{‘ RMU site

Repeater at Electricity House

Fig: 1. schematic representation of the existing distribution automation system in Nairobi
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1.3.3 PROPOSEDADMS SYSTEM

TheproposedADMS system shall have thtechitectureas in fig 2 below. 8me functions will be
doneimmediately while others will be done in futudepending on the neethd availability of
funds The system shall be a combination of 8ADA, DMS and the OMS systems with a lot
of dependence on the data from GIS, CIS, distribuBGADA, transmissiolsCADA andAMI .

. Field
Field devices
devices
@ DISTRIBUTION @ Network
SCADA Planners
Network
Operators ) =~ dL 7 _ o ___ 1
g I I
. 1 AMI I
I : SCADA/DMS/OMS Energy Aggregators |
I : I Others I
| GIS (FDB) #—_| L - 1
I CIS (ICS) I
|
|
[ I Field
[ I = === devices
| I TRANSMISSION I
| | scaDA
_____ 1 I I
—————— -l
————————— Existing system
Field
Proposed systen devices

Fig: 2: block diagram showing the expected ADMS system
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The hardware arrangement of the central system ar83A®A system shall be as in fig 3 below:

DISPLAY
NMS SERVERS APPLICATION SERVERS ICCP SERVERS DTS SERVER
= 0= 0= 0= 0= 0= 0=
== == o= == == = —] =
— ——» . -
LAN1 | | | .
T4
LANS ,
T4
[=[—] [=—] o [=[—]
—e> —e> —es —e> OOOIJ Ll OOOIJ

COMMUNICATIONS SERVERS /vy L ASER PRINTERCOLOUR PRINTER

FEP SERVERS g

é RMU site

LBS site Repeater site

Fig: 3: schematic representation of the Proposed distribution management system in Nairobi
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2 PROJECT ASPECTS

2.1Main components

2.1.1 SCADA/ADMS building
The control building is existing and ia good condition. Therehall be minimal
adaptation works. Howevehis shallinvolve all the necessary works for secure and safe
installation of RMUsas stipulated in appendix 14

2.1.2 SCADA/DMS System
The System shall include functions ranging from conventi®&@ADA to elaborated
DMS functions allowing an efficient management of the distribution grid.

The SCADA will monitor & control:

(a) MV feeders

(b) Pole mounted Load Break switcls=ctionalizers

(c) Ground nounted Ring Main Units

(d) Auto - reclosers

The proposed ADMSsystem servers shall be fullgdundant, partially decentralised
and rackmounted om2U cabnet (s). he proposed package shall be a well proven
software for industrial and electricity utility applications. The offleall allow for:-

() Real time data collection, database management, real time dynamic data display
(i) Secure operator supervisory control

(i) Alarm, event sequence of event management

(iv) Historic collection with real time and historic trending graphs

(v) User based security

(vi) Online configuration

(vii) Single operator station (master) in a secure cubicle
(viii) Configuration of screens and databases
(ix) Software licensebr all pre-installed software and a bootable copy of the same in
DVDs
X)System integration in the supplierds co
(x)Factory acceptance test in the supplier
(i) Commissioning of all the RTUs and all other field devices
(xiii) Documentation

2.1.3 Telecommunicationssystem
There exists a VHF telecommunications system where the repeater cgtetrially
located Electricity House, NairoBi The proposais to have the system run dhe
lower UHF frequeng bandto be advised and especially in the band-B0GVIHz.
howe\er bidders are not bound Hye existing telecommunications infrastructure.

There also existsotorola Astro system (APCO 28)hich is currently being used for
radio trunking (voice) which hascapaltity of carryingdata Its utilization shall be
possble sinceit has a countride footprint. However biddes shallnotbe bound to
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this, and in that caseeparate purposte si gned 190 rack mount ed
equipment shall be offered for base/repeater station applications.

All the proposed repeateitess shall be fully redundant ¢).

For the success of this project and due to its intended coverage, tenderers are informed
thatthereexists at least eight radio towers in the larger Nairobi metropolitan. These
are:Ngong Hills,Nairobi westKilome, Ruaraka complx, Mua Hills, Ol Donyo

Sabuk, Roysambu and Balwayo.The masts are between 30m and 50m high.

The communication systeshallerhancedistributed data acquisition, monitoring and
control system functions. The approach here is to have a corewacation controller

in theNairobi AreaControl Centre that can support diverse choices of communication
media e.g. wireless and cable (UTP or fibre optic). This open approach shall facilitate
cost effective implementation.

The Comnuinication controlleshall:
i) Have acrossplatform portability
i) Support functions for communicatismetwork management
iii) Permit LAN, Internet, and Intranet connectivity through Ethernet.

All command communication functions shall be invoked through GUI of automation
software. Data transfer between the Control Centre and the RTUs shall support
Distributed Network Protocol (DNB.O), and IEC 60878-101/104 which are the
industry standard open protocofsny bidder who proposes a protocol which is not
open shall be automaticalirsqualified.

UHF/VHF Radio shall be used for communication betweeRifdS and the repeater
sites. he data shallhenbe transferred to the control centre through the same media
or, whereapplicable, backhauled through fibre opti€ke units shall fature excellent
electrical performance providing large signal coverage areas and fast remote unit

polling.
The specifications are as given in the detailed technical specifications.

The typical system shall be based on a Master Station located at the control centre and
at theremote sites whickhall beinstalled inside the RTU enclosures.

2.1.4 Automation Equipment
There existapproximatey200No. ACE 3600 RTUs whiclshallbe part ofntegration
in the ADMSprojed. The bidder shall beequired to supply additional RTUs for the
pole mounted and Ground mounted switchgspecified in thecope of supply
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2.1.5 Overhead Load Break Switch/ Sectionalizers

The bidder shall be required to supply ablb 000 Load break switches suitable for use
as points of isolation on the naivk. These shall be mounted ongdle structuredf
required, O/H conductorojning shall be done byse of compression sleeves
(specifications given in appendix) so as to idvimtroduction of hot spots in the
network. No other forms of joining shall be actzdpe

2.1.6 Integration works

Integration of theexistingmotorised LBSs and RMUBom phase Ielevant ¢ the
proposed control system and alstegration with theexistingsystems (GIS system,
smart metering, call manager and transmisSIGADA) shall be part ofhe scope.

2.2The concept ofADMS
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KPLC is modernizing its energy delivery networks and is looking for a solution that
will serve as the "brain" and "nerve centre" gowmeg all aspects of the distribution
network management.

This solution shall be named Advanced Distribution management System (ADMS).
KPLC has progressively started deploying smart metedsADMSshdl fully capture

the benefits of those investments. MB shallthen offer a wide range of capabilities
thatshallsupport critical business processes during normal and disturbed conditions.

To sum up, the target of this ADMS project is, by using latest digital/information
technologies, to make the grid smart enotggimeethe following key goals:

(a) Optimize assets and operate efficiently, reducing the losses and improving the
Key Performancéndicators (SAIDI, SAIFI, ENSCAIDI etc)

(b) Anticipate and respond to system disturbances in an efficient manner

(c) Provide the power quality for the range of needs in a more digital economy

(d) Accommodate all future generation options

(e) Enable active customer gi@ipation in the future

() Operate resiliently against physical and cyagack and natural disasters

(9) Enable new products, services and markets



3 ADMS REQUIREMENT

The proposedADMS shall include the real time network monitoring and control of the MV
electrical network portion that is motorized and/or monitored.

All SCADA functionalities shall be available from ADMS user interface. This environment shall
control all aspects of data collection and monitoring, including field device polling, remote
controls and alarm processing.

The SCADA shall contain a full description dfelecommunication paths, protocols and
individual device characteristics to enable retrieval, alarm processing and commanding of the
various field devices.

DMS & OMS bricks will be tightly integrated with tHf®CADA system.

3.1SCADA
3.1.1 SCADA FUNCTIONAL DESCRIPTION

3.1.1.1General requirements

This section describes the functions to be performed b @#DA applications for distribution

system for the project area. Bidders are encouraged to supply standard godtested products

that meet or exceed the Specification requirements. This chapter describes the requirements of
Information Storage and RetrievdBR) functions also. Unless specified as optional functions/
features all functions/ featurasemandatory ér the project area.

3.1.1.2Design requirements

The software shall be modular in nature. The software shall be ablekgolatform based on
minimum 64bit architecture. All the variable parametersSEADA/DMS applications, which

require adjustment from timi®-time, shall be defined in the database and shall be adjustable by
system personnel. All periodicities and time intervals contained in the Specification that define
these parameters shall be considered as initial values to be used for performanaes plihmos
adjustments made to parameters by the user or programmer shall become effective without having
to reassemble or recompile programs or regenerate all or portions of the database. The specific
requirements for output results are described alongthétlother requirements of each function.
However, all results that the user deems to be important shall be stored in a form accessible for
display and printing, whether or not explicitly specified in the particular subsection.
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3.1.1.3SCADA/DMS Function Access

Various application functions shall be designated as single userfuseiti For a singte

user function, the user with access to the fundtailrelinquish access to it before access
can be granted to another user. For a rugé function any number of users, up to the
maximum designated for the function, may have access to the function simultaneously. All
such actions shall be recorded as events in the event log

3.1.1.4Critical and non critical functions

The functions defined in th specification shall be classified as Critical or as-Notical.
Every critical functiorshallbe supported by sufficient hardwanedsoftware redundancy
to ensure that no single hardware andgoftware failure will interrupt the availability of
thefunctions for a period exceeding thietomatic transfer time defined in the specification.

Non-critical functiors may not be supported by hardwarelsoftware redundancy and can
be suspended in case of ravailability of corresponding hardware.

Generally the followinghall beclassified aLritical functions

(a) All SCADA applications

(b) Information Storage and Retrieval (ISR)

(c) All DMS applications

(d) Data exchange among the contractor supBi€ADA/DMS system
(e) Web server applications , Security apations

() Network Management system (NMS)

(g) Data recovery function (DR)

The followingshall beNon-Critical functions
(a) Dispatcher Training Simulator (DTS)

(b) Database modification and generation

(c) Display modification and generation

(d) Report modification and creation

(e) Data exchange with Remote VDUs ,if any

3.1.1.5SCADA Functions

The followingSCADA functions are envisaged under this specification.
(a) Data Acquisition from RTUs at S/S , FRTUs at RMUsdd break switcheandFPIs
(b) Time synchonization of RTUs FRTUsandFPIs(if time synch is supported in FPI)
(c) Data Exchange among the contractor sup€ADA/DMS system
(d) Data Processing
(e) Continuous reatime data storage and playback
(f) Sequence of event processing
(9) Supervisory Control
(h) Failsdt capability
() Remote database downloading ,diagnostitdconfiguration
() Information StoragandRetrieval (ISR)
(k) Data recovery (DR)
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3.1.1.6The System Design Parameters @CADA functions

The power system sizing, Performance requirements for comp@tDA/DMS system are
specified in DESIGN PARAMETERS ANPERFORMANCE givernn appendix 10.

The SCADA system shall have capability to accept data from the following sources:
(a) Telemetered data received from RTUs, FREdAdFPIs
(b) Data received from the existing®C IT system
(c) Data exchange
(d) Calculated data
(e) Pseudedata (Manually entered data)

All input data and parameters, whether collected automatically or entered by a user, shall be
checked for reasonability and rejected if they are unreasonable. All ettizxte and final shall be
checked to prevent unreasonable data from being propagated or displayed to the user.

When unreasonable input data or results are detected, diagnostic messages, clearly describing the
problem, shall be generated. All programs atidcomputer systems shall continue to operate in
the pesence of unreasonable data.

Each of thesCADA functions is described below.

3.1.1.7Communication protocol.
The SCADA system shall use the followgrprotocols to communicate:

(a) For RTU- IEC 8705-104 potocol also 101 to communicate when acting as data
concentrator with slave devices

(b) For FRTU IEC 870G5-101 /104 protocol

(c) For FPIs- IEC 8705-101 /104 protocol

(d) For MFTsi MODBUS

(e) For DR and Other any oth8ICADA system ICCP/TASE.2 in specified format (OPC /
CIM-XML / ICCP / ODBC Format) Model

() For KPLC IT Systems (in specified format (OPC / CINKML / ODBC Format)

(9) TheexistingMotorolasystem uses DNP3.0 protocol, the same shall be used for
integration of exgting RTUs.

The protocol considerations shall be made in accordance to the system/ device to be interfaced.

However, system shall have capability to interface using all necessary protocols as specified above
for the devices that may be interfaced in fatu
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3.1.1.8Data Acquisition

SCADA system shall acquire data from Remote Terminal Units (RTUs), FRMUSPIs

a) RTU and FRTU

b)

The type of data to be acquired through RTUs, FRTUs shall include analog values, digital
status data (Double point and single point indications) and SOE data from the substation,
RMUs etc. Analog values like P, Q, F, each phase V, each phase |, eachfphadesnergy
values (Export/Import KWh and KVARh) shall be collected by the RTU, FRTUs fhem
MFTs. Analog values such as RTU battery voltage, #tall also be acquired through RTU
using analog input modulesmdsuitable transducer

FPls

Digital status in the fornof Fault protection indicationamely:Overcurrent and Earth fault
andin case also analog data swashFault settings are remotelhe actual point counts and
type of data acquired are given in the RTU, FRTU specification.

3.1.1.9 Polling method

Digital status data from RTU shall be reported by exception and shall be updated and
displayed within 4 seconds. Digital status data from FRNJFPI shall also be reported

by exception and shall be updated and displayed within 6 seconds.

Digital status data shall have higher priority than the Analog data. The system shall have
dead band for data by exception. All analog values except energy values shall be reported
by exception from the RTU, FRT&hdFPI. The analog value, when reportgtelaception,

shall be updatedand displayed within 5sec from ubstation and 10sec from
RMUY/Sectionalizer locations at the control centre. An integrity scan of all statds
Analog values shall also be made every 10 minutes (configurable). The provadicaissh

be made to report analog valuaesd status data periodically at every 10sec (user
configurable), if required by the user.

The time skew aBCADA/DMS control centre, substations, RMERI shall not be more
than 0.1sec at each locatiandlatencyshall not be more than 0.5sec for status. For analog
data the time skew shall not be more than aseltatency shall not be more than 1sec for
analog as per IEEE C37.1.

Energy values of 15 minute blocks shall be collected periodically from the RTUW) BRT

scan rate of 15 minute/1 hour (configurable up to 24 hours). Alternatively, the energy
values shall be calculated for each 15 minute/1 hour blocECADA level from the
acquired energy values of MFTs through RanlFRTU. The contractashallassesand

take the network delay into consideration while designing the system so that the update
time in normalandpeak level of activities are met.

The SCADA/DMS computer system shall also be able to collect any and all aaaébg
digital data from its RTS/FRTU/FPI on demand. Apart from the periodic integrity scan,
the integrity scan shall also be initiated automatically for an RTU/ FRTU/ FPI whenever
the following situations arise:
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() Uponstartup of the system

(i) RTU/ FRTU/ FPI status change is detected such as RTU/ FRTU/ FPI restart,
Communication Link restoratiogtc.

(iif) On demand bysCADA/DMS functions

(iv) On request by the user

The TCP/IP Communication for RTBRTUandFPI on public network shall be encrypted
over SSL Security / VPMNNndthe equipment sil take controcommand from designated
Master IP address only and no other IP. The RTU, FRTUaR#4ll TCP/IP devices that
are on Public Network shall form a privat®N network with theSCADA Front End,
through which encrypted data gets exchanged.

3.1.1.10 Telemetry Failure

If data is not received from an RTU/FRTU/ FPI after a 1ahustable number of retries,

each affected point in thECADA system shall be marked withéat el emet ry f ai
gual it sndancathrenGhall be generated. Telemetry failure of data can be due to
failure of communicatiorink, failure of complete RTUFRTU/FPI or RTU/ FRTU

module or MFT etc. Only a single alarm shall be generated if an eftiwé RRTU or its
communication channel fails. In the event of telemetry failure, the last good value/status
shall be retained in the database for each affected point.

When telemetry returns to normal, the associ&@E&RDA system shall automatically
resumeupdating the database with the scanned data. The user shall be able to substitute a
value in the database for any point that is experiencing telemetry failure which shall be
marked withd ma n u a | r epl ac éendaddition woathed t ¢ | ecroedter y f ai
quality code. The user shall also be able to delete any point (or entire RTU/FRTU/FPI)

from scan processing. All deleted points shall be marked witd & {framt-sec and qual it
code.

Acquisition Modes
The following modes of data acquisition shall beported:

a) Enable
When RTU/FRTU/FPI is enabled, the data is scanned in normal fashion and control
command execution is allowed.

b) Disable
When RTU/FRTU/FPI is disabled, the data scanaimgcontrol execution is disabled.
This is equivalent too delete from scan 0

c) Test/Maintenance
Placing an RTU/ FRTU in test mode shall generate an appropriate event message.
When an RTU/FRTU is in the test mode, the #teak database shall retain the last
value from all points collected via the RTU/FRTU before it was placed in the test mode.
The ponts shall be marked in the database with a quality code indicating that their
source RTU/FRTU is in the test mode.
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All system displays, programs, data links, and other devices shall use this value.
Supervisory control of points that are in the test bl not be permitted. When

an RTU/FRTU is removed from the test mode, a message shall be generated, the
test mode quality code shall be removed from all points assigned to the RTU/FRTU,
the database values shall resume updating on each scan, and aolg tonthe
RTU/FRTU shall be enabled.

3.1.1.11 Time synchronization of RTUs

The SCADA/DMS system will be synchronized from the GPS based Time and frequency
system. TheSCADA system shall synchronize the time of all conned®&tUs/FRTUSs/

FPI every 15 minutes (ser cafigurable from 5 minutes to BPds ) using time
synchronization message in the IEC &£004/101 protocol INTP/SNTP.

The servers /Workstations SICADA/DMS control centre shall be synchronized using
NTP/SNTP. The time of DR centre shall also bechyanized from the GPS based system
which shall banstalled in theSsCADA/DMS control centre in thduja road

3.1.1.12 Data Exchange

3.1.1.12.1 SCADA/DMS system with IT system

The SCADA/DMS System shall exchange data with ISR System and ISR System
shall be the nodahterface with all IT System. The Data Center and other facilities
under the KPLC IT System, shall exchange data with the ISR System, using Open
Standards.

Direct SQL/ODBC interfaces sl continue to be supported for report generation
and adhoc queriesSince KPLC has1S/ billing/customer system, then interfaces
may be selected accordingigmelyODBC/DDE etc using ASCII files.

However, they shall provide system in compliance of the data exchange
requirement specified in this para. Data to be exgbdnvith IT system is defined
in ISR section.

3.1.1.12.2Data Processing

The SCADA/DMS system shall prepare all data that they acquire for use by the power
system operations and other applications. The data processing requirements shall apply to
data collected from all specified sources.

Data acquired from RTUs/FRTUs/FPI/IT systemwedl as data received from the DMS

and the existing control centefand future) shall be processed and placed in the Real
Time Database as soon as it is received. Data processing involves a value which has been
converted to internal form and analyzedvaations of limits. The data processing shall

set various data attributes depending on the results of the checks and shall trigger any
additional processing or calculation.
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TheSCADA /DMS system shall prepare all the acquired data for use by the pgstem
applications. Th&CADA system shall have capability to accept data from the following

sources.:

(a) Reattime (also referred as telemetered) data received thencontrol Centres /IT

system (data centre, customer c&r®, centreg(future)and RTUs/FRU/FPI etc)

(b) Calculated data

(c) Manually entered data
(d) Sequence of events data
(e) Alternate data sources

3.1.1.12.3Analog Data Processing
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Analog data processing shall be performed according to the requirements listed
below:
(i) Conversion to Engineering Units

Analog points that are transmitted S€ADA system in raw data format shall

be converted to engineering units before being stored in the database. This
conversion function shall include, as a minimum, the capability to perform the
following conversion algathm:

Value = (A * scanned valued) + B,

Where:A and B are programmedjustable constants assignable as database
attributes on a per point basis.

(i) Zero dead band processing

The SCADA system at control centre shall process each analog input for dead
band zone processing. The acquired value, if falls between the dead band range
around zero then it shall be considered as clamped zero value else the actual
value shall be considered.

(iif) Reasonability Limit Check

The reasonability limits shall represent the extremes of valid measurements for
the point's value. All analog values shall be compared against defined high and
low reasonability limits. The comparisons shall be performed at thmerates

of the analog values. An alarm shall be generated the first time a reasonability
limit violation is detected. The last valid value of the variable shall be
maintained in the database and marked with a quality code indicating the
6reasonabi Vi o.\Whdnidatanréturns to a reasonable value, the
new value shall be accepted and a retarnormal message shall be generated.

(iv) Limit Monitoring

For bidirectional quantities (positive or negative) there shall be a set of three
limits for eachdirection. For unidirectional quantities there shall be a set of

three limits in one direction. These limits will represent increasing levels of
concern and shall be named"@perational”, "Alarm" and "Emergency”

limits. These three limits shall be seitmin the boundaries of reasonability



limit. Generally, any alarm can be assigned as audible alarm but emergency
limit shall necessarily be assigned as audible alarm.

All telemetered and calculated analog point shall be compared against above
sets of hip and low limits each time the value is scanned or calculated.
Whenever a monitored point crosses a limit in the undesirable direction a limit
violation alarm message shall be generated.

Whenever a monitored point crosses a limit in the desirable dineetn exit

alarm message shall be generated. If multiple limits have been crossed since the
last check, each limit crossed shall be reported. All limit monitoring shall
preclude annunciation of multiple alarms when a value oscillates about an alarm
limit by utilizing a programmeadjustable alarm dedshnd for each point. The

user shall be able to temporarily override any of the above limits (which are in
use) by entering a new value.

When the user overrides a limit, it shall be marked with lai miride ov er
gual it gnalcdsmlagsd The override value shall be recognized, and any
display, report, or log containing the value of the overridden limit shall include

it as such. An override value shall be used instead of the permanent value until
the useremoves the override condition or system imigalized. Any change

in alarm states resulting from a change in limit value shall be reported.
Contractor shall finalize and take approval from utility for limit values.

(v) Rate of change /Gradient
All telemetered and calculated analog points shall be also processed for rate of
change of / gradient processing, if defined that point for such processing in the
database. An Alarm for over shoot and event message for return to normal shall
be generated.

The rate of change shall be calculated periodically for each assigned point, by
dividing the pointés values at the be;q
length of the period. Filtering shall be applied so that single scan excursions do

not cause amlarm. The result shall be saved as a-tedemetered database

point. All the requirements that apply to calculated points, such as limit
checking, alarming and availability for display and processing shall apply to the

ROC points. There shall be a posttiVimit and a negative limit to catch

excessive rises in the analog value.

(vi) Sign Conventions
The sign conventions for the display, data entry and reporting of active and
reactive power flow shall be used universally byStIADA/DMS functions.
All imports to bus bars shall be represented wita sign and all exports from
bus bars shall be wifhve sign.
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(vi)  Accumulator Processing
The system shall be able to store accumulator history. Storing accumulator
history shall be provided with a method in whibhattstores data only once per
hour and in other method that stores data each time new data enters the system.
It shall be possible to use the two methods concurrently for any pulse
accumulator, making it possible to maintain two records for data thag¢ade r
more than once an hour.

3.1.1.12.4Digital Input Data processing

Each state of a digital input point shall be associated with the state of an actual device. The
number of bits that will be used to define the state of a device is defined in the RTU/FRTU
Specification. A status point shall be defined as being eitherdegdkgal, and normal or
abnormal.

lllegal state: The first check on a new input to a digital status point is the legality check.
If the new state is illegal, then the old value shall banete database and marked old
with relevant quality code such as telemetry failure etc.

Abnormal state: If the new state is legal, it shall beedked to see if it is among the
normal states defined for the point. If not, the status point shall be marked as abnormal.
While abnormalit shall appear in the summary display of abnormal conditions/ off
normal summary.

Alarm checking: Each new value shall be checked to séifsitions into that state are

to be alarmed. If so, and if no control action is pending on the statusthemt@an alarm
action shall be triggered.

The following digital input data types shall be accommodated as a minimum:

(a) Two-state points
The following pairs of state names shall be provided as minimum:
(i) Open/Closed
(ii) Tripped/Closed
(iif) Alarm/Normal
(iv) On/Off
(v) Auto/Manual
(vi) Remote/Local
(vii) On Control/Off Control

(b) Three-state points
Any of the state combinations listed in (a) above shall be supported with a third,
typically, in-transit state which is the case for slow operating devices such as isolator.
If a device remains in this state for a period more than a threshold value, the same shall
be alarmed.

(c) Momentary change Detection (MCD)
The input to capture the states of fast acting devices such as auto recloser. Commanded
changes initiated by supervrgaontrol shall not be alarmed but shall generate an event
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message. All other status changes in the state of telemetered, calculated digital input
points and urcommanded changes shall be alarmed. EactuiC Breaker (®),

isolator switching device etshall have normal amaff-normal positions states defined.

In the event of ofhormal positions, the samnshall be reflected in the efiormal
summary list

3.1.1.12.5Calculated Data processing

SCADA system shall be capable of performing calculations and sttrengesult in the
database as calculated data available for display. The database variables to be used for
arguments and the mathematical/statistical/logical functions to be used as operations shall
be definable interactively at a console as well as bgribgrammer using database creation

and maintenance procedures. Calculated analog values shall use database points as the
arguments and mathematical and statistical functions as the operations. Functions such as
addition, subtraction, multiplication, div®), maximum value, minimum value and
average value, count, integration, square root extraction, exponentiation, trigonometric
functions, logarithms and logicahdcomparative operators etc. shall be provided. It shall

be possible to calculate running nram value, minimum value and average value over

a time interval (time interval configurable from 5 minutes to 60 minutes). The value shall

be reset after the elapse of defined time interval. These values shall be stored with time of
occurrence for maximand minima and the time for averaging.

Calculated status values shall use database points as arguments and combinational logic
functions that include the logical, comparative operators such as AND, inclusive OR,
exclusive OR, NOT, Less Than, Greater Thaess Than or Equal To, Greater Than or
Equal To, and Equal To ,If , else if etc. Suitable rules or operators (such agerellti
parentheses) shall be provided to indicate the sequence of operations in the calculation.

3.1.1.12.6 Substation Topology Processing

The SCADA /DMS system shall be provided with a Substation topology processor
function. This function shall be capable of analyzing the open/closed status of switching
devices, such as breakers and disconnectors, in order to define the configuration of the
substation for display. The energization of lines, transformers, bus sections and generating
units shall be determined so that the associated displays may correctly show the status of
these power system elements. The configuration shall {svaleated andupdated
whenever a switching device status chaageganalog value change beyond ddwhd is
detected.

3.1.1.12.7Alternate source for data:

The system shall have capability to accept multiple data sources by defining andhain
secondary. Normally, data fronommal source will be considered. In the event of non
availability of primary source, data from secondary source shall be consaietedce
primary source is healthy, it shall switch back to primary source. There shall be an
indication for primary /secoradly source in displays, reports etc. Suitable alarm shall be
generated in the event to change from primary to secoratatyice versa. Alternate
source of data can be defined for certain critical points in the database.
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3.1.1.12.8Quality Codes

Quality codes indtate the presence of one or more factors that affect the validity of a data
value. All quality codes that apply to a data value shall be maintained in the database for
that data value. The quality of the calculated value shall be the quality of its ™'worst
component of its arguments. The presence of a quality code on any of the component data
values shall not disrupt the calculation using that value. Results of calculations that are
manually overridden by the user shall be denoted with a quality codecahabe
differentiated from the propagation of a manual replaced quality code from one of its
component values. At least the following data quality codes preferably as the following
single letter code shall be provided. However, distinct symbols /shapeagtoval from
employer may also be used.

Quiality code Code | Reason
Telemetry Failure (RTU Link] T Telemetry has failed

Manual Replaced M Manual updat
Delete from Scan (RTU/poin{ D User disabled the scan of ttata/point

Questionable data Q Analog values of the denergized element

Calculated C Calculated data
Primary /secondary source | P/S | Primary or secondary source

Alarm Inhibit A Alarm processing is inhibited

Test ormaintenancenode X Point is in testmaintenance mode

3.1.1.1ontinuous Realtime data storage and playback

All real-time data (Analog and status) shall be continuously stored in auxiliary memory for
atleast two weeks as and when it is received irSfBADA database from the RTUs.

It shall bepossible to playback above stored data on single line diagram and network
diagram for a time window of at least 10 minutes (configurable in seconds /minutes) by
defining Start and End date and time. It shall be possible to have tabular and graphical
trends of the stored data. It shall be possible to set a different sampling rate for playback
than the sampling rate for data storage. The users shall be able to select the time window
of interest for archival of data in the ISR system for future retrieval pdagback in
SCADA system. This archived data shall be transferable in RDBMS database tables of ISR
system for generation of tabular displays and reports.
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3.1.1.145equenceof-Events data

Sequencef-events (SOE) data shall be chronological listing$i tditus clange events

with time stampacquired from RTUs /FRTUs/FPIs. The SOE data shall be collected from
all RTUs/FRTU/FPI either in normal polling or periodically/on demand. SOE data
collection shall have lower priority than supervisory control actions and hatata
acquisition. The SOE data collected from different RTUs/FRTU/FPI shall be merged for
chronological listings and stored for subsequent revieweast latest 1000 SOE data shall

be available for display.

The SOE resolution of RTU/FRTU is defined in respective sections for RTU/FRTU.
SCADA/DMS system at control centre shall have 1ms SOE resolution. However, as SOE
time stamping is done at RTU/FRTU/FPI level, the same shall be in line with resolution
definedfor RTU/FRTU/FPI. All SOE data collected from all RTU/ FRTU/FPIs shall be
stored in daily RDBMS database of ISR system

3.1.1.155CADA language

The SCADA system shall have capability to write various prograsiag IEC 611313
SCADA language or C/C++ or any namprietary language. Iwill facilitate user
(programmer) to write various programs/ logics using points defined in the database.

3.1.1.165upervisory Control

The operator shall be able to request digital status contrgdoggtcontrol and raise/lower
control on selected points and analogs using Select check before operate (SCBO)
Sequence. Supervisory control shall allow tREADA system to remotely control
switching devices.

A control action shall require a confirmatioffi-selectionprior-to-execution respuse.
Initiation of the control execute step shall occur after the dispatcher confirms that the
correct point and control action have been selected. After the dispatcher/DMS function
initiates control execution, the RTU/FRTU shall be addressed for veofic#tat the
correct point has been selected at the RTU/FRTU and then the control action shall be
executed. It shall also be possible to reset the flag in FPI through a command.

It shall be possible to issue control commands as a group controlS@ADA where
switching devices pertaining to different RTUs/FRTU or a RTU/FRTU may be controlled
as a group. Th&CADA system shall send the control commands sequentially (without
dispatcher intervention), if the commands pertain to switching devices in the same
RTU/FRTU, using the Selection Check before operate (SCBO) of fiiexecution. The
control commands pertaining to different RTUs /FRTUs may be executed in parallel. If,
after selecting a point, the user does not execute the control action within anpreegr
adjustable timaut period, or if the user performs any action other than completing the
control action, the selection shall be cancelled and the user be informed.

If the communication to the RTU /FRTU is not available, the control command shall be
rejected and shall not remain in queue.

The user shall not be prevented from requesting other displays, performing a different
supervisory control action, or performing any other user interface operation while the
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SCADA/DMS system waits for a repeotackon previously executed control actions. The
system shall process supervisory control commands with a higher priority than requests for
data from the RTU /FRTU /FPI data acquisition function.

Functional requirements for the various types of supervisamyraoare given below. A
supervisory control request shall be sent from control centre only after the controlled point
was checked for proper conditions.

The request shall be rejected by the System if:

(i) The requested control operation is inhibited bggplaced on the device;

(i) The device or S/S in local manual control mode

(iif) An Uninitialized, Telemetry failure, deiefrom scan, manual replaced ,
Test/maintenance, or Manually Entered data quality indicator is shown foevioe d

(iv) The Operating Mode/ user permission of the workstation/console attempting control
does not permit supervisory control

(v) The device is already selected for control request or control execution is from another
workstation / user/window /console or controluest is progressing

(vi) Time out after selection

(vi)  The device is not subject to supervisory control of the type being attempted

Rejection of a control request from control centre shall occur before any transmission is
made for control purposes. A control @efion message shall be displayed for the
Dispatcher

3.1.1.1Digital Status Control

A digital control output results in the activation of an output relay in a RTU. Different
commands shall be possible for these digital status corffwteessful completion diie

control request shall be recorded as an event. Failures to complete shall be handled as
specified in Ul section. Control requests shall be canceled and the selection of the point
shall be terminated when the user cancels a request, does not pedoraxitistep of the

control procedure within the selection tiwnet period from the previous step of the
procedure, or the request is rejected.

a) Breakers
The user shall be able to select and operate the two state controllable switching
device i.e. Circuibreakes/ isolators (in case of RMUS).

b) Capacitor Banks
The user shall be able to control capacitor devices. The procedure for controlling
these devices shall be the same as that of a switching device except that any
supervisory control actioshall be nhibited for a programmeadjustable time
period after the capacitor/ reactor device has been operated. A message shall appear
if an attempt is made to operate the device prior to expiration of that time period
and dispatcher is required to give commandeafexpiration of inhibited time
period.
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c) Tap Changing Transformers
SCADA system shall have the capability to raise and lower the on load tap position
of the transformers froCADA control centre through supervisory commands.
Depending on system conditions, the user may raise or lower the tap positions of
On Load Tap Changing (OLTC) transformers. OLTC's tap position need to be
monitored if supervisory control action is to be exe@iOLTC tap position input
shall be acquired as an analog value. Tap excursions beyonspeaséied high
and low limits shall cause the master station to generate an alarm. Supervisory
control of OLTCs shall only be permitted when the transformer'saomide is
Supervisory. All attempted invalid control actions shall be rejected. For supervisory
operations, the initial selection and control of the transformer for a raise/lower
operation shall follow the (SCBO) Sequence. Upon receipt of the raise/lower
command, the RTU will immediately execute the control action. It shall not be
necessary for the user to-select the transformer for additional raise/lower
operations; the user shall only have to repeat the desired number of raise/lower
commands, whichtall be executed immediately. Normal scanning functions shall
not be suspended between the times that repeated raise/lower commands are issued.
The user shall be able to cancel the operation or have it automatically cancelled by
the master station afterpmogrammeradjustable time period elapses after the last
raise/lower command.
This multistep procedure as described below

() The RAISE and LOWER pushbuttons shall be displayed.

(i) The command shall be launched as soon as RAISE or LOWER is selected.
The Rase and Lower buttons shall not be replaced by a single Execute button.
The RAISE/LOWER pushbuttons shall continue to be displayed, and it shall
be possible to initiate these controls repeatedly without reselection of the
controlled point, provided that tlexecution of the previous control command
has successfully been completed.

(iif) The RAISE/LOWER pushbuttons shall remain available until either (a) the
dispatcher clicks the CANCEL button or (b) the control times out due to
inaction by the dispatcher.

(iv) A sepaate timeout period, adjustable in the range of upto 120 seconds, shall
be provided for incremental control. The timer shall be reset and start
counting again whenever a RAISE or LOWER command is issued.

Successful completion of incremental control shadl recorded as an event.
However failure of incremental control, including failure to achieve the intended
result, shall be alarmed.

d) Set point Control
The SCADA/DMS shall provide the capability to issue set point control using
SCBO procedure to field equipment TREADA/DMS shall transmit a numerical
value to the device being controlled, to indicate the desired operational setting of
the device.
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e) Auto executionsequence /Group control
The Auto execution sequence function shall permit multiple supervisory control
commands to be programmed for automatic execution in a predefined sequence.
The dispatcher shall be able to execute this sequence. Commands to beduppor
shall include:

(i) Time delayed

(i) Pause and until a user commanded restart or step execution

(iif) Jump to other sequence on certain conditional logic

(iv)Manual Entry.

After executing a supervisory control action, ®ADA/DMS shall pause to obtain an
indication of a successful control completion check. If the control completion check is not
received, or does not have the expected value S®ADA/DMS shall terminate the
execution of the sequence and shall declare an akgypart from waiting for control
compl etion checks, and unless there is an
or ASt opo CcSCADADNS shall tndt entroduce any other delays in the
execution of an sequence. No limit shall be placed omtimber of Auto execution
sequences, which may execute in parallel. At any time during the execution of a list, the
user shall be able to stop further executlmough aCANCEL feature.

f) Control Inhibit Tag
A user shall be able to inhibit or enable sus®ory control on any device. A tag symbol
indicating the control inhibit conditions shall be displayed next to the device on all displays
where the device is presented. The programmer shall be able to define up to 4 tag types with
the following attribute for each
() Type of controls that shall be inhibited by the tag (e.g., open only (Green tag) close only
(Yellow tag), open and close (Red tag), or information emly control inhibit (White
tag). Tags shall be preferably identified by colours. Howedistinct symbols /shapes
after approval from employer may also be used.
(i) Tag priority Further the user shall be able to pladeadt 4 tags per device. Only the
highest priority tag shall be displayed. Any combination of tags shall be supported,
including multiple tags of the same type. The combined effect of multiple tags shall be to
inhibit a type of control if it is inhibited by any of the tags. When a tag is placed on a
device, the user shall be prompted to enter tag number and comment. An evegémessa
shall be generated each time a control inhibit tag is placed or removed with information
on user ID, type of tag, time of placement or removal of tags.

g) Control Permissive interlocks
It shall be possible to define the interlock S&¥ADA level as necssary for control
actions. It shall also be possible for operator to bypass the interlock which shall be
recorded as an event message with user ID information.

h) Control Action Monitor
The response to all control actions shall be verified by monitore@ipropriate
feedback variable. A repeback timer (the duration dependent on the type of
device) shall be initiated when the command is issued. At least ten timer periods of

30|Page



1 to 60 seconds (adjustable in steps of one second) shall be supportedylaicia of
may be assigned to any device. The user shall be provided with an indication that a
control action is in progress and, subsequently, a report of the result. If the control
was unsuccessful, an alarm shall be generated that states:
(i) The control messagexchange was not completed successfully,
(i) The device failed to operate, or
(iif) The device operated but failed to achieve the desired result (e.g., following
a close control action, a thretate device operates from the open state,
but remains in the trari®n state).

If the control was successful, an event message shall be genEBmtedmmands
issued as part of a group control, DMS applications etc., the successful completion
of all device control actions shall be reported via a single messageoffearegion

is unsuccessful, the user shall be informed of those devicesgnoine that failed

to operate.

3.1.1.18ail-soft capability

The SCADA system shall be able to managed prevent system from total shutdown /
crash etc. in the event of system crossesk of peak loading requirements thgbu
graceful degradation of noicritical functionsandalso relaxing periodicity / update rate
of display refreskandcritical functions by 50%.

3.1.1.19 Remote database downloadingjiagnosticsand configuration:

The SCADA/DMS system shall be able to download database run diagnastits
create/modify /delete configuration/ parameterization from centralized control centre
locations to RTU/FRTU/FPI etc. using ASDU/ messages of respective protocols or file
transfer.

3.1.1.20 IEC61850, SMART GRID interface, requirements

SCADA/DMS Vendors shall providéEC, ICCP, OPC or ODBGtandard interfacef®r
their SCADA System for data and model exchange with IT Systems.

Further, system shall be able to interface with IEC61850 (GOMEESSE Modelsand
provide an Independent®arty modeling tool that can support multiple vendor IEC 61850
IED's and create IEC 61850 SCD files.

To enable to Migrate to Smart Grid, tf®CADA/DMS Systems shall support the
following:

(i) Securityi The SCADA/RTU/FRTU Network has to be secure over SSL secure
layer and should be implemented as a VPN. Secure adapters between end nodes
on public networks should be considered with IPSec or VPN.

(i) Interface to AMI/AMR System wherey DSM can be implemented over
CIM/XML Interfaces
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(iif) The SCADA CFE should be able to integrate with Smart Grid gateway that
support ICCP / IEC 61850 / IEC 608%0101/104/ DNP3, DLMS and ANSI
C12.18/21 and IEEE C37.118.

3.1.2 Information Storage and Retrieval (ISR)

Information Storage and Retrieval (ISR) function shall allow collection of data from real
time SCADA/DMS system and storing it periodically in a Relational database
management system (RDBMS) database as historical information (HI) data.

This includes stiong of data such as SOE, status data, Analog values, calculated values,
Energy values etc. Programmer shall also be able to set storage mode as by exception in
place of periodic storage. Subsequently, the data shall be retrieved for analysis, display,
trending and report generation.

All stored data shall be accessible from any time period regardless of changes made to
the databasdtar storage of that data (eigshall be possible to retrieve stored data for a
variable that no longer exists in tB€ ADA/DMS computer system through backups on
storage mediasamely tapegtc and initialize studymode DMS functions with stored

data on the corresponding power system model).

The addition, deletion, or modification of data to be collected and procesdletosha

result in loss of any previously stored data during the transition of data collection and
processing to the revised database. It should be able to compress data, and should have
100% retrieval accuracy. However, the retrieval of compressed histireams should

be of the same performance levels as no®@ADA retrieval.

The ISR shll be able to interface over OPC, ODBC and CIM/XMlLetdernal systems

for analytics.The ISR system shall act as the real interface betB€&DA and IT

System, wherdy the reatime operational system is not affected with a transaction
processing system like IT, and the IT Integration effortswatlin any way effect the

reattime operationally oS CADA/DMS System.

ISR shall also support dibcqueries and define display and report formats for selected

data through interactive procedures from operator workstations. Formatted reports and
responses to user queries shall be presented in alphanumeric or graphical format on either
operator workstatios or printers at the option of the user. Procedure definition facilities

shall be provided for activities that will be frequently performed.

SQL-based language shall be used for selecting, retrieving, editing, sorting, analyzing, and
reporting ISR datatored. The selection and sorting criteria shall include time tags and
ranges, station names, point names, equipment types, status values, text string matches on
selected data fields etc. and combinations of these criteria. It shall be possible tomgload a
ISR archival media that has been removed from ISR and access the archived data without
disturbing the collection, storage, and retrieval of ISR data irtireal
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The ISR system shall also be used for mass storage of data/files such as DMS application
savecases, Output results of DMS applications, Continuoustireal data of selected
time window etc.

3.1.3

3.14
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Circuit breaker status Table

The ISR function shall maintain a table in RDBMS database wherémesastatus

of all Circuit breakers, in case of RMidolators also along with the associated
quality codes shall be stored. The change of status of any breaker shall be updated
in this table as soon as the change is detected ISGA®A system.

This table shall contain additional information such as datitime of tripping,

cause of trippingexpected duration of outage etc. Some of the causes of tripping
could be Supervisory control by user, Protection tripping, Tripping / closing by
DMS applcations. Information on expected duration of outage shall be taken from
schedules for DMS application such as Load shed application etc. For expected
duration of outages due to protection tripping, the same shall be user enterable field.
Such daily tablegor two months duration shall be stored on auxiliary memory.
Tables for the previous day shall be backed up to Magnetic tape by the user at
1000hrsdaily.

The ISR function shall transfer the information available in the "Circuit breaker
status table" adefined above, to th€ontactCentre over CIM/XML Models or
ODBC Adapters / Interfaces.

The complete Circuit Breaker Information shall be transferré&btttact centren
demandandby exception along with the associated quality codes and additional
information associated with the CB.

Realtime Database Snapshot Tables

At the end of eachrBinutes, the following real time snapshot data shall be stored
in RDBMS in Real-time Database Snapshot tables:

a) All telemetered analog values and Calculated vdinesll telemetered
analog points (deast maxima and minima with associated time and average
values). Energy values are not envisagedttmage in Data snapshot tables.

b) All status values with time stamp

All the above values as specified above ingiadl (b) shall be stored alongith

their associated quality code. The periodicity of the snapshall be user
adjustable to includ®, 15, 30, and 6@ninutes.Data Snapshot tablesshall be
created on daily basis. Such daily tablesyar thonths duratio shall be stored on
auxiliary memory. Tables for the previous day shalbacked up to Magnetic tape

by the user at 10AM of every day. The ISR function shall prompt the user through
a popup window to inform the user for taking the backup. The-pomvindow

shall persist till user acknowledges the same. In addition to that data can be stored



3.1.5

3.1.6

3.1.7

34|Page

on offline storage device. The user shall also be able to initialize the rsinmiy
power system analysis functions from stored snapshot data.

Hourly Data tables

At the end of each hour information as defined below shall be included in the hourly

data tables, in RDBMS database form:

a) Selected analog values alongh their associated quality codes

b) Selected status values alongh their associated quality codes

c) Results of hourly calculations for selected analog pointkeést maximand
minima with associated time and average) alitl their associated quality
codes.

d) In addition to above a separate hourly energy data table exclusively for energy
values (Exporand Import Active and reactive Energy values for each feeder)
shall be created in ISR along with their associated quality codes.

Hourly data tablesshall be created on daily basis. Sdelly tables for two months
duration shall be stored on auxiliary memory. Hourly data table for the previous
month shall be backed up to Magnetic tape by the user on ‘thef #0ery month.

The ISR function shall prompt the user through a-pppvindow © remind the

user for taking the backup. The pop window shall persist till user acknowledges
the same.

Missed Hourly Data Storage

The programmer shall be able to independently assign any one of the

following processing for each hourly value to be exed when the value

is missed and cannot be acquired prior to the storage of hourly values.

a) Store zero and a telemetry failure quality code for each missed hour.

b) Store the last good data value, with a questionable data quality code,
for each missed hour.

c) Temporarily store zero with a telemetry failure code for each missed
hour. When the next good hourly value is obtained, divide that value
by the number of hours since the last good value was obtained and
insert this value, with a questionable data gualidde, for all hours
with missed data and the first hour that good data was obtained as is
the case for energy values.

Hourly Data Calculations

The programmer shall be able to define calculated values using stored
hourly data and constants as operards calculations shall allow the
carry-forward of data from one day, week, or month to the next. The results
of all calculations shall include quality codes derived from the quality codes
of the operands.

The following calculations shall be provided:

(a) Addition, subtraction, multiplication, and division

(b) Summation of an hourly value by day, week, and month: The running
total of the summation for the current day, week, and month shall be updated
each hour and made available for display.



(c) Maximumand minimum of a value over a programrdefinable time
period, and the time the maximum or minimum occurred
(d) Average of a value over a programragfinable time period

3.1.8 Daily Energy Data table

3.1.9

The daily energy data table shall be generated forgagabdaily energy values for

15 minute blocks / one hour blocks of a dangdshall be stored for each feeder on
daily basis alongvith quality codes. This daily energy data shall be exchanged with
the Billing system irthe KPLCData centreandDR on dailybasis and on demand.
This table shall be created on daily basis.

Such daily tables for two months duration shall be stored on auxiliary memory.
Daily Energy data table for the previous month shall be backed up to Magnetic tape
by the user on the 1®f every month.

Load priority table

ISR system shall maintain a Load priofiéple.The table information shall be used
by various DMS applications

3.1.10 SOE data table

ISR system shall maintain SOE data table which shall store the SOE data for
completedistribution system. It shall be possible to sort the table by Time, Date,
Substation naniefeeder/line name, device name etc. using SQL commands. This
table shall be made on daily basis. Such daily tables for two months duration shall
be stored on auxdry memory. For the purpose of sizing of table, déolyr (4)
changes per SOE point may be considered. All CBs, protection and alarm contacts
shall be considered as SOE. Tables for the previous day shall be backed up to
Magnetic tapdy the user at XiDhis of every day.

3.1.11 Data Exchange withContact centre System

The ISR function shall transfer the information available in the "Circuit breaker
status table" as defined in this chapter, to the Contact centre oVEKIGL
Models, or CIM/XML/ODBC Adapters / Iterfaces. The complete Circuit Breaker
Information shall be transferred to the Contact centre on demand or Changed

Information shall be sent along with the quality codes and additional information
associated with the CB.

3.1.12 Data Exchange with GIS system
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SCADA/DMS will have model aware adapters to read from GIS network model
repository, and update its own models. The system shall UBl@estandard oan
IEC 61970 and IEC 61968 compliant interface. Data exchange shall be over
model neutral messaging se®s and CIM/XML data exchange for reathe or
RDBMS will be used.

The following standards as applicaBleallbe used to achieve the above
requirements:



() The Graphic data import from a GIS systems shall support native formats of
GIS systems which sHdle potentially used for data import. All
Technological addresses (TAs) shall be automatically assigned within the
system to the tags linking the graphic data to the attribute data in the GIS, the
attribute data shall be loaded into ®€ADA data base ahthe disphy
diagrams shall be generated.

Suitable GIS interface adaptor to enable the compatibility with GIS software/
dataformat /model shall be provide@he Graphic data import from a GIS
systems shall support native formats of GIS systems which shall be potentially
used for data import. The data shall be transferred on giobahcremental

basis on manual requesmtdautomatically, once in a day

The DMS shall automatically move elements that overlap one another in
congested areas so that the operator can clearly see each segment of the
network in thegeographic view. In addition, the system shall automatically
move and scale annotation text that cdroen GIS so that it is visible in the
user's current displdyCADA/DMS in the geographic view.

The system shall include tools to edit annotations &egsymbology
placements in géoeferenced displays, substation and distribution network. It
shall bepossible to impi related reference layers such as streets, buildings,
poles etc. and other background information.

All Technological addresses (TAs) shall be automatically assigned within the
system to the tags linking the graphic data to the attritbati in the GIS, the
attribute data shall be loaded into 8 € ADA /DMS datdase and the data /text
shall be displayed o8CADA/DMS diagrams if viewed in GIS mode shall
disgday GIS in background with zognpan, scalingand Ul navigation
techniques in syrcwith SCADA/DMS system displays.

The GIS Network Model shall be exported to the IT 8QGADA/DMS Systems
over CIM/XML Models using open GIS standard (shape file foynigtis
model repository will be the single model authority for the entire Utility
network to be used by both Bhd SCADA/DMS Systems. This repository is
maintained by the GIS System, and will be use@6ADA/DMS andother IT
Systems for getting network mfmation, customer and interconnection
information.

3.1.13 Historical Information (HI) Data Retrieval
The data stored in the ISR system shall support the following retrieval
capabilities:
(a) The user shall be able to view and edit HI data on displays/Forms and
reports. The user shall be able to edit HI data, request recalculation of all
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derived values, and regenerate and print any daily, weekly or monthly Hl
report for the current and previous month.

(b) The user shall be able to view tabular trend and graphical trend of multiple
data points simultaneously by specifying the start date and time, the end
date and time, and the time period between displayed samples. The
duration of viewable tabular trend agrhphical trend could be upto 24
hours. The features of Tabular/graphic trend is mentioned in the
specification for User interface.

(c) The Hl retrieval shall expose the ISR Dateer ODBC Interfaces /
Adapters.

(d) The retrieval shall provide 100% accuracy &ddlity of data

3.1.14 System Message Log Storage and Retrieval

System message log, which shall consist of the chronological listing of the
SCADA/DMS computer system alarm messages, event messages and user
messages shall be stored for archival and analysis.

Each entry shall consist of time tag and a text containing user and device
identification as displayed on the Alarm Summary or Event Summary displays. The
System message log dattorage shall be sized for 1gp20,000 entries per month.
System messagedadata shall be stored in daily tabbesdshall be available for
minimum two months on auxiliary memory. System message log data for previous
months shall be backed up on Magnetic tapethe user for which ISR function
shall prompt the user every houithvsuitable message to remind user for taking
the backup on the ¥0of every month. This message shall be disabled once the
backup is taken.

Facilities to sort and selectively display and print the contents of the system
message log shall be providddhe user shall be able to select the display of system
message log entries based upon Alarm type, Events, User generated messages,
Device, and Time period.

3.1.15 Mass storage of data/files

The ISR system shall be sized for mass storage of data/files feasit the
following:

a) 10 savecases for each DMS application

b) 10 Output results of each DMS applications

3.1.16 Data recovery function (DR)

The DR functiorshall bea repository of system buildup tife SCADA/DMS software to

be installed.Six monthsonline backup shall be available widil the datai.e. system
buildups shall be available so that the same can be utilized upon setting up newer system
after disaster. The data related to network mod8@ADA/DMS control centre shall be
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sent tothe DR serversperiodically once a dagndupon user request. The data shall be
configured to be sent globalindincremental.

All logs, data model et@andnecessary interfaces that are essential for complete system
build up shall be stored at D&rvers All requisite data which i® be used tbuild the
system from scratch shall be transferredn®DR servers An alarm shall be generated
andsert to SCADA/DMS control centre upon attaining user defined threshold e.g. 80%
for storage athe DR servers.

38|Page



3.2DISTRIBUTION MANAGEMENT SYSTEM (DMS)

3.2.1 DMS Core Functions

All DMS applications shall be developed on the basis of algorithms specialized for
distribution networks that will enable performing both analysis and optimizatmpesétion

and development of the KPLC distribution network.

The system shall be based oNetwork Model, and shall consist of a number of mutually
compatible applications, organized as modular libraries. Such organization shall provide
simple individualupgrading, extension with new applications and adjustment to any future
requirement.

TheDMS systenshallhave a minimum set of functions that is the base for all other ADMS
functions, including the following modules:
(i) Network Model

(i) Topology Analyzer
(iif) State Estimation
(iv) Load Flow

3.2.1.1Network Model

Network Model shall contain all data about network topology, connectivity and electrical
definitions of all network elements.

It shall provide orline mode for execution of functions in rgahe in connection with
SCADA system, and offine mode for execution of functions in simulation mode for
testing and analysis. Network Model shall be based on CIM (Common Information Model).
The Network Model shall have at least the following features:

(i) Singlephase and threghase presentation of distribution network
(i) Balanced and unbalanced distribution network support
(iif) Analysis of all voltage levels of the distribution network

(iv) Analysis of topology and generation of the graph of the distribution network on
the basis of switchesattises.

(v) Temporary elements support, such as a cut on a feeder section, adding a jumper,
removing a jumper, adding grounding, adding mobile generators and/or
transformers.

(vi) Simulation of addition of new substations, capacitors, lines, etc. for study case
andysis
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3.2.1.2Topology Analyzer

Topology Analyser, based on network connectivity and switchgear statuses, shall
provide actual topology of the network (normal or disturbed) to be used in other
applications.

The main features of topology analysis to be provetell be:

(a) Locating and marking supply paths of network elements (all sources and flow
directions that supply a point)
(b) Locating and marking all network elements downstream from a selected element
(c) Determining and marking the status of network elements (rgakstinction
among energized and-@@ergized network elements, switchgear statuses, etc.)
(d) Locating and marking networks loops
(e) Colouring by voltage level
() Colouring grounded parts of the network
(g9) Colouring by active phases (energized status of phases)
(h) Colouring according to the rated current of elements

The functionshallbe available in both eline and simulation mode.

3.2.1.3State Estimation

State Estimation shall estimate the overall network state considering remotely
monitored data and historical dathout loads.
State Estimation shall give accurate results for all nodes of the network, including

the ones that are not remotely monitored, i.e. not covered ISGADA.

As a Distribution State Estimation, it shall consist of the following steps:

(i) Measurement processing, including detection of measurement and
network topology conflicts.

(i) Preestimationi Load Flow calculation is performed for initial root
voltage, loads, generator injection, motor consumption, capacitor status
and set point of voltagregulator

(iif) Load calibratiori Calibration of the estimated total load value of an area
to all customers included in it (in accordance with historical customer load
data),Voltage measurements verification and correction.

(iv) Load Flow calculatiori Load Flowcalculation for initial or estimated
root voltage, loads and generator injection.

State Estimation (SEBhallbe available in regtime and simulation mode. In réal
time mode, SE calculatishallbe executed periodically with usekefined period

oftme(e. g., every 15minutes) or upon wuser



3.2.1.4Load Flow

Load Flow application sl be used for calculating steady states of MV power grids
(networks), as well as state of secondary LV power grids. Load Flow calculation
shall support LV meshed networp that voltage limit violation and overloaded
elements can be detected in feal me an di fion sitwhdaite s . Load
determine the network state variables wbalanced and balanced netwooksthe

basis of known root voltage and data regardiogsamption (load) of all nodes.

Load Flow is the last step in State Estimation process.

Load flow sfall be triggered:

(i) after topology change

(upon usero6s request
(iii) periodically

(iv)on set point value change

In order to provide accurate results, |dkv shall support:
() PQ generators,

(i) PV generators,

(ifLoc al automation and capacitors and
(ivyviConsumersé6 | oads that are voltage de
MTransformersd connections including

connection, as well as transformaavorking in parallel
(vi) Transformers with automatic regulation

Load Flow results shall be possible to display next to each network element. Load
Flow report shll also show the quality of the results.
Main outputs of Load Flow application shall be:

(a) Voltagemagnitudes and phase angles for all nodes (state vector),

(b) Phase values of current magnitudes and power factors for all sections and
transformers,

(c) Real, reactive and apparent power flows of all sections, transformers,
current transformers, shunts (consusngenerators, motors, and
capacitors) and switching devices,

(d) Losses of real and reactive powers of all network elements,

(e) Voltage drops of all sections in the system,

(f) Estimated statuses (on/off) and generation of capacitors with local control,

(g) Estimated tp changer position of voltage regulating transformers with
local control,

(h) Neutral current of sections,

(i) Maximal current, total real, reactive and apparent power flows and power
factor of transformer banks for transformers and service transformers,

() Voltageimbalance on consumers.
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3.2.2 REAL TIME ADMS FUNCTIONS

3.2.2.1Network Operation
The proposed systemalhprovide at least the following functionality to help improve
network operation:

(a) Performance Indices

(b) Temporary Elements

(c) Tracing

(d) Switching Order Management

(e) Work Order Management

() Fault Location

(9) Fault Localization

(h) Element Isolation

() Supply Restoration

() Return to Normal State

(k) Fault Management (FLISR: Fault Location, Isolation, and Supply Restoration)

I automated and neautomated
() Large Area Restoration

3.2.2.2Network Optimization

The proposed systesiallhelp optimize utility assets utilization, maximizing technical
& economical efficiency of the network:
List of required function

(a) Network Reconfiguration

3.2.3 OFF-LINE ADMS FUNCTIONS

42|Page

3.2.3.1Network Analysis

The system shall allow the distribution operators to analysknefiperformance
of the network and the past behaviour of the network in any condition.

List of required functions:

(a) Energy losses

(b) Reliability Analysis

(c) Operational Losses

(d) Fault Calculation awng other functions



3.2.3.2Network Planning

One important aspect that the proposed system shall cover is assisting the
distribution operators in the future network development, providing them with data
& tools for optimizing the investments in the network.

List of required functions:

(a) Network Automation

(b) Network planning

3.2.4 DMS FUNCTIONS DETAILED REQUIREMENTS
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3.2.4.1Network Operation

3.2.4.1.1 Network Performance Indices

This functionality shall provide insight into network state and shall offer objective
assessment about the network behaviour, makieasy to determine the potential
changes that may improve network operation.

Performance Indiceshall provide a summarof Load Flow results per circuit
feeder, substation, etc. as well as indication of operational problems (violations of
operational limit§ voltage and current) for the considered network state.

In order to facilitate navigation, the resultisall be organized by hierarchy, both
electrical (network, supply substation, MV transformer, feeder) and regional
(network, geographic region, geographic -sebion, substation, transformer,
feeder)

Performance Indiceshall have capability to run istudy mode ad in real time
mode

3.2.4.1.2 Temporary Elements

Temporary elements allow the operator to introduce a limited set of changes to the
electrical model for the purpose of temporarily altering its connectivity. They can
isolate a part of the network being repairadeeenergize consumers whose supply
cannot be restored by other means (such as executing a switching procedure).
Temporary elementshallbe:

a) Temporary cut, which completely or partially (only certain phases) cuts an
overhead line section

b) Temporary jumper, which connects two nodes

c) Temporary grounding, which connects one or more phases of a node to
ground
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Temporary elementshall be supported in online and simulation mode. The
Systemshall automatically recognize the topology change updmducing a
temporary element without need of operator intervention (Topology Analyzer
automatically recognizes topology change, Load Flow automatically
recalculates the part of network where the temporary element is introduced).

3.2.4.1.3 Tracing

Tracingshall provide a visual identification (colouring) of trajectory from certain
point in the network to the supply point (trace up) or downstream to the ends of
feeder (trace down). Additionally, it shall be possible to make trace up towards a
specific device (e.goreaker) or to an adjacent feeder. This functionaligil be
supported in online and simulation mode.

3.2.4.1.4 Switching Order Management

In order to manage the complex network operations b#tesystem shall have a
set of tools for creation, display, mbdation, maintenance, validation, execution
and printing of lists of switching actions, including temporary elements. The
Switching Order will represent an official document, with all necessary information
needed for performing required switching, no texatit is telecontrolled or
manually issued by a crew in the field. The result of a switching order shall
previously be validated by the system before its execution (avoiding limits
violations in the network).

Validationsshallbe done for each switchin@cluding moving a transformer tap
changer and introducing a temporary element) and could raise a warning or
blocking message.

The status of the different Switching Orders need to be trackeldebyser (e.g.
created, pendingnd partially completed).

3.2.4.1.5 Work Plans

Work plans are created as a response to a work request, either in the control room
or in the field. A work plan shall contain all information related to any work to be
performed in the distribution network in order to satisfy a particular WeduBst.

Work plans shall be available in online and simulation mode so it shall be possible
to simulate the work before deciding that the switching plan is good enough to be
executed in the field.

Creation of work plans needs to be possible both:



() By initiating a new work plan

(i) By copying an existing work plan

Work plans shall have the following lifecycle states:

a) 6 Pl a ninThinig the initial state, meaning that work plan is in process of
creation.

b) 6 A p p r oQGneedhé work plan is created, @ads to be approved. Work Plan
can be approved even if the switching orders it contains are not approved yet.
Approving a work plan shall automatically run validation.

c) 6 A c tiiAfteeapproved, work plan can be activated. This state indicated that
work plan has started and is in progress. Activating Work Plan will trigger
validation automatically.

d) 6 Ca n c eThis gtatedlenotes that work plan is cancelled.

e) 6 C o mpil Wotk pla@n is completed when equipment and devices are returned
to normal state.

3.2.4.1.6 Fault Location

In order to help operators find a fault, the system shall support Fault Location
functionality. It shall determine the smallest possible part of the feeder that contains
the faulty section using appropriate methods.

The proposed system shallpgport at least the following methods and any
combination of them:
() Fault indicator method. The resughall be based on the fault current flow

provided by fault indicators installed in MV network.
(i) Current method The resultshallbe based on the faultgg and fault current
measurement reported by relays.

The following information regarding fault location shall be provided as a table and
as a graphical information on single line network view and geographic network
view.

3.2.4.1.7 Number of faulty elements

Faulty elementi element with greatest fault location possibility. Element name
with the loop for displaying element position in the network, fault location
possibility, as well as length from the beginning of the section to the position of the
fault are provided

3.2.4.1.8 Fault Localisation

This shall be provided for determining the minimum area (set of sections) where
the fault has occurred by suggesting sequence of switching operations (executed by
user or automatically) which iteratively leads to the minimum aretairong the

fault. Fault Localization can also be used after executing the Fault Location
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application to additionally reduce the set of fault candidates (if Fault Location result
contains more than one element marked as faulty).

3.2.4.1.9 Element Isolation
The systen shall provide an Element Isolation functionality to determine which
switching actions are needed for isolating a selected element.

The function shall give the possibility to isolate one or more elements in the
network (line, busbar, transformer, loaddaany disconnecting device such as
breaker).

Function resulshallbe a list of possible switching operations to isolate the desired
device. It shall be possible to export this result to the Switching Orders function.

3.2.4.1.10Supply Restoration

The Supply Restotmn functionality shall help determining an optimal plan of
switching actions for restoring the supply to aethergized part of the distribution
network. The function shall determine all variants for an alternative supply of the
de-energized part of a éeler.

This function will be used:

(a) During a fault, i.e. after the fault is located and isolated: it determines the
optimal plan for restoration of the healthy part of the network which has been
de-energized after the isolation of the fault.

(b) During plannedmaintenance: it determines the most appropriate temporary
radial configuration of the network when certain elements are under
maintenance.

The main output of this application shall be a set of switching actions (variants can
be proposed) to renergize thede energized part of the network. All variants
which do not produce violations (overloads and other predefined violations) shall
be suggested as a solution.

If none of the adjacent sources has enough capacity to take over the entire load, the
function shall try supplying fromtwo or more adjacent sources and splitting the
island. The first variant which passes the violations check shall be suggested as the
solution (complex variant).

If supplying fromtwo or more adjacent sourcesléind splitting) does not result in
variant without violations either, the function shall propose switching action for
transferring the load up tao sources away.
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If a full restoration cannot be achieved, the function shall suggest partial restoration
which involves dropping of loads according to predefined criteriab&ksevariant

shall be suggested as the solution.

All possible variants to resupply -@mergized part of the network shall be ranked
by user defined criteria (weighting factors will bevailable to use mukariteria
ranking). The final variant to be applied shall be selected by the user.

The following criteriashallbe considered in the calculation procedure:

(a) Critical reserve in loading lines,
(b) Critical reserve in loading supply transfoers,
(c) Voltage quality.

This function shall have the capability to be executed in study mode and in real
time mode.
The Result of this function, as list of switching operations, could be expottieg to

ASwitching ordero function.

3.2.4.1.11Return to Normal State

The system shall provide tools in order to determine an optimal plan for returning
a part of the network (e.g. feeder) to its normal state. Normal state can be defined
as:

(a) State during regular network conditions,
(b) State which preceded the planned or unpganoutage.

The User shall be able to select to which state the network shall return. Return to
normal state shall be activated on user's request or automatically when a fault is
cleared or a maintenance work completed.

3.2.4.1.12Fault Location, Isolation and Supplyrestoration (FLISR) - non
automated

Fault Location, Isolation and Supply Restoration (FLISR) application shall provide

the optimal action plan in case of a fault on a feeder in distribution networks, in

order to detect, locate, and isolate the fault astbre the supply to the healthy part

of the faulty feeder.

The following functions shall be part of FLISR application:

(a) Fault Location with Fault Localization
(b) Element Isolation

(c) Supply Restoration

(d) Return to Normal State



Using this application, it shall be possible to efficiently use all existing equipment
installed in the field in order to minimize the duration of the outage and undelivered
energy and thus improve reliability indices for different feeder configuratiaths wi
various levels of protection and automation.

The initial step of FLISR shall be detection of the fault. FLISR shall be able to
detect permanent faults caused bycommanded breaker/recloser opening.

These can be: phaseground, twephase, twegphag-to-ground and threphase
to-ground short circuits.

FLISR shall encompadhe following subfunctions:

(a) Location of the part of the feeder with the faulty network element (e.g. faulty
cable or overhead section) using appropriate methods. These methods shall take
into account all deployed equipment in the distribution system for fault
detection and location.

(b) Isolation of the faulty element from the remaining part of the feeder.

(c) Re-supply of healthy denergized parts of the faulty feeder.

(d) Return of the network to the state before the fault.

The Result of this function is a list of switching operationsciitian be exported
to Switching Order function.
This functionshallbe available in study mode and in real time mode.

3.2.4.1.13Fault Location, Isolation and Supply restoration (FLISR)1
Automated

The system shall have the capability of executing Fault Locasomtion and
Supply Restoration (FLISR) in automated mode without need of operator
intervention.

Fault Location, Element Isolation and Supply Restoration shall be executed in

sequence, without user interaction.

The User shall have the capability to selecISR mode (auto or manual) per MV
feeder. Automatic mode can be applied only on feeders with appropriate remotely
controlled devices for fault location and remotely controlled circuit breaker, re
closer and other switching devices.

In this mode FLISR atomatically executes the required switching operations to
find the fault, isolate the faulty part of the network and resupply the part of the

net work which can be safely resupplied,
case of emergency, it is @igle to stop the execution of all active automatic
FLISRs.
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When automatic FLISRs are stopped, their mode changes to manual.

3.2.4.1.14Large Area Restoration

The system shall provide tools to determine the plan for restoration of large parts
of the distribution netork, which remained denergized after a fault on a supply
transformer or busbar in HV/MV substation.

The function shall provide the list of necessary switching operations for re
supplying the deenergized parts of network and enable the dispatchakéorole

in restoration process.

The resupplying shall be performed taking into account the priority of consumers.
Important consumers shall be supplied first and, consequently, the total cost of non
delivered power/energy is reduced.

This function shaltake into account the following criteria in the entire restoration
procedure:

(a) Voltage/current limits.

(b) Status of switchgear (in/out of order).
(c) Remotely controlled equipment.

(d) Priority of consumers.

3.2.4.1.15L0ad Shedding

Load Shedding is used for disconnecting loads in the network in case of emergency
situations and different types of disturbances which can occur due to a lack of
generation or due to overload.

The loads to be shed and their priorities shall be enterednaddied through

applicationds options. Load shedding
preventing total network collapse during emergency situations when load exceeds
generation.

Load Shedding shall have the capability to restore loads that baen
disconnected using this function, once the cause for shedding has disappeared.

Load Shedding lall support the ixed mode of operation where the dad
disconnection of a group of customers is performed until restoration is requested
by the user.

The defined remotely controlled switches which are not tagged, manually
overridden, or switched to local control shall represent a candidate for shedding
purposes.

The main output of this function shall be a prioritized (according to combined listed
criteria)list of groups of candidates for shedding. The selected option shall generate
a switching order which can be exported to the Switching Orders function.
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3.2.4.1.16Integration with a smart metering systemi AMI

The information from smart meters is near real timerimition that will improve
estimation of the real state in the field. In particular, the consumption data received
from these devices will be used -tiffie by the Load Profile Updater tool, which

will connect to the AMI database on the AMI server, in otdempdate and improve

the accuracy of the MV/LV substations load profile curves.

These updated load profile curves will enhance the accuracy of the ADMS
functions, such as State Estimation, Load Flow and all other functions derived from
these ones.

Theintegration of AMI data to ADMS will also bring the following benefits:

(a) The synchronization of accurate consumption da&a load profiles)with
power measurements and power flow calculations will accelerate theft
detection.

(b) AMI will b e used by OMS taget statuson customer side in redme (if
supported by AMI); this will facilitate the fault area localization and then
minimize the outages duration.

The integration to the AMI shall be as the figure below whereby the DMS/OMS
shall be integratethrough the headnd. Bidders are advised that the Metering
Data Management System (MDM$) not in place and is in the tendering
process thus provisions for the integration shall be made as well as the
requirements together with the cost. It is expedtatly the time OMS is being
commissioned, the MDMS sill already be in place and ready for integration.
The bidder is advised to allow an appropriate open protocol.
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Fig 3: proposed AMI system architecture

3.2.4.1.17Integration with a Geographical Information Systemi GIS

Integration with an external Gi®dra) shall se open GIS or CIM standard and shall
require a specific adapter and Gifporter. Theeshall receive network data model
from the GIS and translate it into the DMS data model. The solsitiath becapable

of receiving the whole data model from the GIS (for bulk data import), as well as
incremental model changes in order to provide betteiopeances in everyday
operationsThe integration shall be able to import:

i) GIS data and electrical network model available

i) ADMS Electrical network model approach data quality tests and data
verification

iii) ADMS Electrical network model validation

In case of temporary unavailability of the GIS, a simplified GIS bnifunction of
ADMS shall enable to maintain and manage the electrical network model, without
the external GIS.



3.2.4.1.18Network Optimisation
a) Optimal Network Reconfiguration

Optimal Network Reconfiguration (ONR) shall be used for determining the optimal
configuration of the distribution networke. the appropriate location of the M\L1kV &
33kV)swi tches to be kept open (ANormally Opel

The optimalconfiguration shall be achieved in accordance with selected optimization
objectives. ONR shall be able to use a single objective or a user definable combination of
objectives. Each objective shall be freely weighted by the user, and it shall be applied on
userdefinable part of a network.

This application shall enable the selection of only the most important switching aetions
the switching actions that bring the highest benefit to the optimization objective.
Selecting only important switching act®rshallsimplify the changing of th@etwork
configuration and maximise benefits.

Initial conditions for the application of network reconfiguration shall be:
(a) Actual network load

The Objectives shall be selected or combined from the following list:
(i) Minimal active power losses
(i) Eliminate overloaded parts of network

Optimization procedure shall be constrained with:
(a) Feasibility of switching operations,

(b) Voltage limits,

(c) Current (loading) limits.

Thetype of switching devices to be included in optimization shakelectable:

(i) All switching devices.

(i) Switching devices which can be operated on load.

(iif) Only remotely controlled.

Result of this function is list of switching steps which barexported to Switching Order
function.
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3.2.5 OFF-LINE ADMS FUNCTIONS

3.2.5.1Network Analysis
3.2.5.1.1 Energy losses
Energy Losses (EL) shall provide the overview of realized operational energy
losses in the entire distribution network, or its parts, for network state and
configuration in a selected past time period. EL shall provide total active/reactive
energy injectio, active/reactive energy losses, active/reactive energy generation
and active/reactive energy consumption in the selected time period.

Total energy losses are defined as difference between purchased and sold energy.
Energy losses can be divided intoheical (copper and iron) and néechnical
(theft, bad metering).

The function shall provide overview of technical losses by:
(a) Entire network,
(b) Supply substations,
(c) HV/MV transformers,
(d) Feeders

3.2.5.1.2 Reliability Analysis

Reliability Analysis shall provide an assessment of network performance in relation
to planned and unplanned outages. The following basic reliability indices shall be
provided:
(a) Load point average failure rate (1/year),
(b) Average outage duration r (h),
(c) Annud unavailability U,
(d) Energy Not Supplied IndexENSI (equivalent to Expected Energy Not Served
i EENS),
(e) System Average Interruption Frequency IndeXAIFI,
() System Average Interruption Duration IndeSAIDI,
(g) Customer Average Interruption Frequency IndeXAlFI,
(h) Momentary Average Interruption Frequency IndeMAIFI,
(i) Customer Average Interruption Duration Inde€AIDI,
()) Customers Experiencing Multiple Interruptioh€EMI.

3.2.5.1.3 Fault calculation

Fault Calculation (FC) shall be used for calculatiordistribution network state
with fault(s) for a specified network configuration. Qusisitionary state of the
network, Sub transient and transient periods, as well as steady state shall be

supported.
Considered network topology can be the current one prt@wology that is of
interest (especially so called o6critica

maximal). Checking different scenarios shall also be available.
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Fault Calculation shall be able to calculate the network state for a specifieat fault
fault location, as well as along the fault pathshall also identify the main fault
current trajectory. For a given fault location, all trajectories to the transmission
network shall be marked, as well as trajectories toward distributed generators.
Generator trajectories shall be marked differently from the ones toward
transmission network.

Calculation shall be performed in phase, as well as in sequence domain.
The following types of faults shall be supported in FC:

0] Phasétoi ground short circuit,

(i) Phasétoi phase short circuit,

(i)  2i phasétoi ground short circuit,

(iv)  3iphasé(toi ground) short circuit,

(V) Calculation of maximum and minimum short circuit current.

The following FC outputs shall be provided:

(a) Currents on the fault location,

(b) Voltages on the faulbcation,

(c) Thevenin equivalent seen from the fault location (optional),

(d) Voltages for all buses in the distribution network part affected by the fault,

(e) Currents for all elements (sections, transformers, distributed generators etc.) in
the distribution netwdx part affected by the fault,

() Identification of main and secondary fault current path(s):

(g) Main path presents the path from the fault location to one or more supply points
from the transmission network,

(h) Secondary path presents the path from the fault mtab the distributed
generator(s) (in the presence of distributed generation).

3.2.5.1.4 Historian analysis/reports

The ADMS historical system (ADMS historical server and the corresponding
historical database) shall provide the insight in the activities and egknie
electrical network in the past. The time stamp and the user (i.e. an operator or a
SCADA device) shall be recorded for every activity or event in the ADMS system.

The ADMS historical system shall keep track of all data changes in the ADMS
system ADMS Historical System shall be used in-Ome mode, where the current
network topology and state are stored, and in Simulatiode for analysis.

Historical system shall be based on SQL solution with ODBC (Open Database
Connectivity).
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It shall store netork model data changes history, events, saved aasiesvitching
sequences

Historical events playback shall be possible.

3.2.5.2Network planning

3.2.5.2.1 Network Automation
Network Automation (NA) application shall be used for simulation of adding new
elements in M\istribution network:

(a) Remotely controlled switches (breakers, reclosers, load break switches),
(b) Fault passage indicators (FPIs)

(c) Fault recorders

(d) Fuses.

The analysis shall include Network Reliability and total cost.

Automation equipment shall be placed eeders and substations.

The input data of NA shall be the equipment that will be automated. Automation
analysis is performed by adding these equipment in network.

The main output of NA shall be a combination of equipment which have to be
located in the nevork, depending on a selected scenario. All the variants will be
suggested as solution with Reliability Analysis results and cost of equipment per
combination.

The variants shall be prioritized by uskfined criteria.



3.30UTAGE MANAGEMENT SYSTEM (OMS)

Outage Management System (OMS) shall be part of the scope of this tender. The OMS system
shall be integrated into the same rii@e SCADA/DMS platform.

3.3.1 OVERVIEW OF OMS

Outage Management System (OMS) shall be a set of tools and analytical functions which
network operators (dispatchers) will use to manage network outages (incidents and planned
outages), including trouble call, fault detection, fault location, isolatiorsapgly restoration,

crew management and outage reporting. All operations and comments which occur in this
process are documented in the database.

The OMS shall be designed to support operators at all stages of the outage life cycle.

Records of all outageshall be maintained, providing a convenient central repository of
distribution outage information that could be used to support historical analysis, the calculation
of outage reliability indices, and current réiahe operations, such as responding taulie

calls and interacting with field crews. This information shall form the basis for the statistics
that can be used for planning the repair works and detecting poor functionality of the
Distribution Network elements.

OMS shall provide standard functiaity required for resolution of outages, including ADMS
functions and interfaces to other IT systems.

In case of an outage an appropriate outage record shall be created. After closure of the outage
all data shall be stored in a database and availablatéoroutage reports:

(a) Outage Reports Aal l outageso or fper outage type
shedding, operations

(b) Outage Statistics ~ $AIFI, CAIDI, CAIFI, CEMI, MAIFI, MSAIFI, ASAI - Average
Service Availability Index, ACI AverageCustomers Interrupted, Energgt supplied
(ENS), interrupted customers

OMS shall include:
0) Network model;

(i) Realtime topological model with tracing functionality;

(i)  Outage tracking functionality;

(iv)  Set of ADMS applications with ne#erm response in a scalalilighperformance
cluster environment

(v) Incident (job) management, providing flexible workflows matching the utilities'
business proceduregor planned and unplanned work, including safety
management/hazards;
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(vi)  Call management, tracking customer troublescafid utility caHbacks, integrating
with a variety ofcall sources and using calls to predict the outage cause;

(vi) Customer data management, storing the customer personal data used by call
management and directlyy the operators, designed specifically forsecure
storage of a large amount of sensitive textual data and providing high performance
research tools;

(viii)  Crew management, tracking the mobile crews and providing workflows around
their dispatchingintegrating with job/incident management ariti@rty mobile
workforce and GPS navigation systeassan option

Following permissions shall exist in the OMS:

Manage customer data,
View customer data,
Configure calls,
Manage calls,
View calls,
Configure incidents,
Manage incidents,
View incidents,
Configurecrews,
Manage crews,

k. View crews.
The following user roles shall exist within the OMS system:

S@mooo0oTy

— —

(i) OMS User,

(i) OMS Operator,

(iif) OMS Administrator,

(iv)OMS Customer Service Representative.

Within the OMS systenthefollowing types of outages shall be maintained and syl
be treated differently:
I.  Unplanned outages,

Il.  Planned outages,
lll.  Forced outages,
IV. Load shedding outages.
OMS shall include different network colouring in accordance with different criteria
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3.3.2 DETAILED DESCRIPTION OF OMS REQUIRED FUNCTIONS

The maincomponents of the Outage Management System (OMS) functionality shall
be:

3.3.2.1 Incident Management

This key component of OMS is responsible for assisting system operators in
efficient dispatching of outages, nontage problems and all other planned works.
Incident Management shall track the information about power disturbances in the
network and organize the response to the disturbance into-fiaedty, efficient
and safe workflow. The disturbances themselves, together with the information
necessary toomplete the business processes around them, will be grouped into
objects named incidents. The incident shall model all problems in distribution
system such as unplanned outage, problem existenceutage problems like
lights flickering, planned outagend planned work. Incident Management shall be
tightly integrated with DMS outage pros@sg and work order management,

3.3.2.2 Incident management functions

The list of all active incidents shall be available to the user.

The list of all closed incidents in prieus period retrieved from historical database
shall be available in the system.

In incident overview, data regarding incidents in the entire network shall be available.
For supervisors and shift managers in the control room, or even managers accessing
from the corporate environment, incident overview will offer a dashboard of the OMS
aspects of the current state of the distribution system.

It shall be possible to colour part of the network affected by incident by different
criteria:

Incident confirmation,
Problem existence,
Incident type,
Incident subtype,
Outage time range,
Incident status,
Incident priority,
Nested incident.

S@rooo0oTp

Prediction results shall be presented with the upstream protection device which shall
be a candidate for the outage cause, as well as the network part affected by that device,
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containing a full list of customers. Further candidate devices shall be aled atal

used in case of merging the incidents based on the incoming calls.

3.3.2.3 Call Management

Shall record trouble calls and meter AMI
reattime image of the currently active calls, AMI events, andltatdks; manage

the configuration of valid values for call and eladick types, reasons and results;

and archive the closed calls into the historical database. Call Management shall keep
and process a large number of trouble calls in order to support high activity

scenams, without affecting the performance of the DMS. Processing trouble calls
shall be realized with optimal processing where every single trouble call is not
individually processed, in order to avoid syst@ading with unnecessary actions.

a) Call management finctions

The List of all active customer calls in the system containing the information
important for identifying the problem shall be available. When a call is created
or removed, the list of calls shall be updated automatically.

Call Management shall kpeany customer call related data. It shall keep the
real time image of the currently active calls and dmcks, manage the
configuration of valid values for call and calhck types, reasons and results,
and archive the closed calls into the historicbbase.

The List of all calbacks created in OMSilvbe available in the system.

OMS shall process AMI Al ast gaspo eve
upon the new AMI last gasp events in the configured way (known as stewing),

by starting a workflowwvhich may consist creating a new incident or triggering

a prediction.

3.3.2.4 Customer Data Management

Customer data shall be the main set of inputs to the OMS, since it presents the main
information for connection to trouble call and identification of affegiad of the
network. In DMSOMS environment customer data shall be stored in the Customer
database. This data will be initially migrated from CIS and after initial migration only
incrementally updated via appropriate interface. Customer database shaih con
private customer (neelectrical) data from CIS. Electrical data of the network shall

be stored in the unique network model instance of the system. In order to visualize
customersé6é information and customersd tr
database will have a SDP (Service Delivery Point) identification which presents
connection between neglectrical customer data and electrical data of the network.
SDP shall present the object of the network model that is linked to.
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a) Customer datamanagement functions

Complete information about all customers fed from any given point in the
network shall be available in the system as well as a list of all customers with
data about inteuaptions in the previous period.

Customer data shall be restrigt® the users with special permissions to access

it (normally permissions are managed by authorized utility personnel).
Typically these permissions shall be given to call centre users, as well as some
(though not necessarily all) of the operators.

The information stored as part of the customer data management shall include,
but shall not be limited to:

(i) Account ID,

(i) Account type,

(i) Additional reference IDs (may include AMI meter ID, or IDs into other
external systems), name (first name in case of persomgpany name in
case of businesses) and last name (where applicable),

(iv) Additional contact name (sometimes applicable for businesses),

(v) address (street address, postal code, city, additional location information),

(vi) Contact information (multiple phone numbensobile number, fax, email

etc.),
(vii) Contract details
(viii) Connectiorstatus (nonpayment, etc.)

The Customer Historical Browser shall contain a list of all customers with data
about interruptions in the previous period. The browser shall list affected customers
with appropriate statistic about incidents where those customers were included.

3.3.2.5 Crew Management
This component shall perform all actions related to crews required by OMS user.
Crew Management will store information necessary to track crews, contact them
and assign them to work. Creating and assigning crew profiles (ememb
gualification, type of truck, etcshall be available.
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a) Crew management functions

List of all crews shall be available in the system.

Crew management shall track the informatadoout crew locations, crew
availability, crew members, crew vehicles, and efficiently assist the user for
optimal assignment of crews to planned or unplanned works.
Representation of each crew member shall be associated with his domain
account; thereforadld client shall be able to automaticdiiyer each crew

me mb e r @fter hi$ authantication.

List of all crew members shall be available in the system, as well as a
possibility to create a new crew member and define his specific skills.

List of all crews shall be presented. Dispatcher shall have quality indicator

displayed together with the GPS coordinates, in order to a have clear
information that the vehicle is not in GPS coverage, or GPS device is
broken, or automatic vehicle location (AVL) sewior its integration
adapter is down and see the symbol as stale

More details orcrew management and the service ssiitall be as detailed
in appendix 17.



4 ADMS HARDWARE & SOFTWARE DESCRIPTION &
ARCHITECTURE

4.1INTRODUCTION

ADMS Software, described within this document, shall provide tools for complete operation,
monitoring and control of distribution networks, operation analysis, optimization and
improvement, maintenance and letlegm development together with powerful technical
database and layered architecture.

ADMS Software shall be based on thervice oriented architectur8@QA) and shall enable
very simple integration with other standard software and hardware equipment applied in the
environment of electricity distributior5(S, MDM/AMI, equipment automation, etc.).

The ADMS Software architecture shall follow open architecture standards, applied in the most
industry automation redalme IT systems, as well as in business corporate IT solutions.

4.2SYSTEM ARCHITECTURE
ADMS Software shall consist dfie thredifferent subsystems:

(a) User Interface,
(b) Application (calculation) and
(c) Database subsystems.

4.2.1 User Interface subsystem

This shall contain main user applications which shall be used for command issuing,
calculationrequests, running of changes in the model and on the top, to be used for retrieving
data for presentation purposes.

4.2.2 Application subsystem
This shall include different software services (which shall interact among themselves) and
respond to both user reggts and field device changes.

4.2.3 Database subsystem
This shall be consisted of a relational datab@BeB) server and a high speed tirseries
data server.
The system architecture shall be consisted of distinct environment which shall be dedicated

to realtime, network model building and testing,-&iffe analysis and planning purposes and
a training simulator.

A demilitarized zone (DMZ) shall be used as a perimeter network segment logically placed
between two security zones, with the aim to prevent network traffic from passing directly
between the corporate and operational network. ADMS DMZ architesttateu® firewalls

62|Page



placed between two networks to disable external users to directly access the operational
environment. Web servets provide access to web usaisall beplaced in this zone.

All critical servers shall be redundant in hot/standby configuraiitlese ard”roduction
zone servers (domain controlle®&CADA/DMS/OMS, Historian) anddMZ zone servers
(domain controllersSCADA/DMS/OMS, Historian, WEB servers)

4.3IDENTITY AND ACCESS MANAGEMENT

The ADMSshall integratevi t h t he Mi crosoftds Active Direc
provide a scalable, centralized and secure infrastructure for user and access management.
Active Directory enables the ADMS to merge customer business processes, security policies
and technalgies to manage digital identities and control resource access.

The ADMS leverages several AD features.

(a) User and group provisioning refers to the creation and management of user accounts
and ADMS specific authorities (security groups),

(b) Account and passwadrpolicies enable centralized management that are consistently
applied to all computers and users across the whole environment,

(c) LDAP-based data store enables the ADMS to be compatible with any other-LDAP
based security provisioning system,

(d) Mutual authentiation is provided through the integrated windows authentication
mechanisms, where the Domain Controller (DC) holds the role of the mutually trusted
third party,

(e) Singlesign on improves user experience, allowing users to access the ADMS
application after Igin to the domain without the need teeneter their username and

password,
() Role-based access control model enables flexible user rights configuration that can be
adapted to a customerods organizational r o

4.3.1 Area of responsibility

Area of Responsibility (AOR) is a concept introduced to control user access based on
network regions. To build this access control schema, the AEidEdefine entities called

AOR Area and AOR GroupAOR information of the network objects comes from GIS
system:

(a) AOR Group represents a logical set of closelated assets or features of assets
(e.g. all equipment in substation that need to be controlled or viewed together

(b) AOR Areas are used to provide user access rights (view, edit, and control) for a set
of AOR Groups.
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4.3.2 Reaktime (production) environment

This environment shall contain components which will be necessary to providameal
information and control of the network. Servers located in this environment shall enable
connection with externakaktime systems. Also, redime calculation and control servers

shall be redundant configured to work in high availability cluster. In that configuration two
identical server nodes shall exist, one being hot and serving the clients and the other being
standby, ready to become hot if the other node fails. The data shall be kept consistent on
both nodes.

4.3.3 Environment for off -line analysis- DMZ

This environmentr ealhaltli meontdaitra fpmrear-ded t o
time environment. Insidhis zone shall be ADMS simulation servers forlofé analysis

and planning purposes. One of these servers shall contain replicated state from the real

time server in the redime zone. Here could be located the RCS server, which shall be
usedforview nl y access by field crews, and to be
outside of the control room to the ADMS simulation servers.

Besides, here shall be located a Web server, used for thin client application access.

4.3.4 Network model building and testingenvironment

The environment shall be used for making of all the changes in the model and shall contain
servers for integration with external systems, such as GIS. Besides, here shall be located
servers for model testing and for simulation of operations.

4.3.5 Training simulator environment

Environment for training of new operators. It will ba independent environment with
dedicated servers for training. It will have same user interface as real time zone system.
Trainer will have one workstation on which sceosifor training are being prepared and
saved. Several trainee workstations will be supported. Bidder to state how many can be
supported.

4.3.6 List of Active Users

The ADMS administration shall provide the service to list all users currently logged into
thesystem (logon time, machine name, client name, organization unit, user account). The
list of active users shall be dynamically updated in real time.

4.3.7 User consoles

Individual users could be attached to specific workstations in the system. It shall be
enablel to specify, for one user, from which workstation will be allowed to login in to
ADMS subsystem.
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4.3.8 User interface (Ul)

User interface applications within ADMS environment have to serve a variety of tasks,
such as data editing, network visualization in fafsingleline, logical or geographical
schemes, summary reports and printing, performing complex analyses, etc.

4.3.8.1Master Interface as a Multi-Windows system

This application shall be a multtindows system with combination of dynamic mimic
views and text &sed windows. The displays shall provide information coming from
both realtime measurements and results of ADMS power calculations. Other group of
windows shall be only ADMS related as functionality or interface to specific ADMS
power applications. The $& group shall hav&CADA related windows that will
provide communications with tH&CADA part of the system.

The system configuration shall enable positioning a set of predefined windows and
adjustment of their sizes, saving of such an arrangement and restoring of previously
saved windows arrangement. It will be allowed to make and store different windows

arrangenents, and set the default windows arrangement for a group of users. When a
user logs in, the windows arrangement associated to him/her shall be applied.

4.3.8.2Basic functionalities of the master interface
Main features of the master interface application sielxpressed through the:

1 Basic Ul functionality,
1 Management of Dynamic Data and
1 Integration of ADMS Power Functions System.

a) Basic Ul functionality
This shall consist of:

(i) Toolbar and menu for access of various options, status bar which displays the
basic data about the currently selected object, and tool tips on the diagram.

(i) Continuous and dynamic zooming from 10% to 2000%.

(iif) Continuous scrolling and panning of the diagram.

(iv) Selection of the entire network, substation area or a group of feBdessbiity
to save the selection in a form of a use Favourite.

(v) Selection of different layouts pireated by the Network Visualiser (for
example, two separate e.g. 33 kV and 11 kV network diagrams).

(vi) Different colouring of the network diagram.

(vii)  Onrline mode(reattime monitoring and dispatching) and Simulation mode
(off-line analyses of states from saved cases or forecasted states).

(vii)  Overview of details (schematic schemes and parameters) of all network
elements.

(ix) Alarming

(x) Finding element by name or ID.
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(xi) Printing of the diagram (including export into metafile format) or reports.
(xii)  Customization of the interface.

b) Management of Dynamic Data
This shall consist of:

() Manual updating switches statuses.

(i) Manual editing measurement values and properties.

(iif) Connection witlSCADA sub-system with ofline updating statuses of remotely
controlled switches and values of telemetered measurements.

(iv) Saved cases management.

(v) Time management.

(vi) Action/Event Log including filter possibility, various colours and blinking effects
for alarm/events according to presentation needs

(vii) Printouts with following requirements :

1 printout of alarms and status changes,
f printout of equipment status changes
1 Printout on request.

c) Integration of ADMS Power Functions System

This shall consist of:

(i) Editing various options for power functions.

(i) Mouseselectable inputs (such as selection of faulted feeder).

(iif) Execution of power functions.

(iv) Displaying results in a usérendly way, using different colours, numerical
presentation, tags, diagramts.

(v) Summary of results in form of reports.

d) Additional Flags, User Notes and Tagging
Additional flags shall be used to enable detailed information about the network
status. They will be shown as symbols in views near to network elements. A user
will be able to assign an additional flag to any network element to denote an outage
or an ongoing maintenance for example. Also, notification of severe operating or
service problems, repair assignments etc. could be appropriately displayed by this
way.
Types ofadditional flags shall be configurable.
User notes (or remarks) and tags on elements shall enable a user to set or amend a
note and associate it with a network element. There would be a possibility to show
all active notes and tags.
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4.3.9 ADMS Software Repats
ADMS Software shall have comprehensive reporting tool covering all the distribution
networkdata as well as ADMS functions' calculation results. Thespteeports shall
include:
(a) single element detailed reports (including or discarding its basidpga&
dynamic and other data),
(b) substation and other objects’ reports (including the simgleschematic and
the object's data),
(c) global network reports (including the full logical or geographic diagram),
(d) Function result reports (with table or chagpresentation of the results).
(e) standard tabular reports

Furthermore, the system shall employ an open database architecture, which will
allow users to access the database through appropriatgdniydreporting tool.

Each dynamic change requested from $lgstem (e.g. opening of a switching
device) shall start validation which shall contain different;qefned validation
rules.

4.3.10 Schematic/Geographical view

Master interface shall provide both types of distribution network presentation views:
schematic and geographical network views, as well as single line view of all substations,
feeders and all technical data of elements. Maitered view will combine furtmonality

of network display with ADMS Power Functions System,-teae operation and GIS.

The system shall have a rich support for navigation, searching, and selection of network
parts of interest. Practically, with just two mouse clicks, user shableeto reach even

data about a specific switch from geographic map of the city. Schematic, Geographical and
single line views shall be simultaneously available in different windows. All active views
shall be simultaneously refreshed.

In Geographical viewelectric objects shall be drawn on geographical background of the
city area. Geographical view could be used in the same way as schematic view, with
additional advantage to see more information at the screen. Results of all ADMS Power
functions will be aailable on both geographical and schematic views.

The userdefined bookmarkshal provide easy navigation on the view.

Background objects on the scheme could be organized into the layers. (e.g. "streets",
"houses", "yards" etc.) From the Layers panel, user will be able to show/hide or adjust the
intensity of layers of the scheme. Also, zoom level where the layers appddrbeo
adjusted. In this way, user will be able to give focus to the area of interest, while still
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keeping the other objects visible (but pale) for reference. The intensity of colours shall be
transmitted to paper as well when the scheme is printed.

4.3.11 Editin g Network Views

4.3.11.1 Creating New View

Geographical network managsrallsupport tools for creating new network views.
Creating views of all following types shall be supported:

(a) Composite (schematic graphic diagram of parts of the network (by region, by
substéon) and the entire electric distribution network)

(b) Geographic (complete graphical diagram of electrical distribution network)

(c) Substation (graphical diagram of a distribution substation, and information
regarding devices within the substation)

(d) Single Circut (display of the single circuit only)

(e) Internal (view of details, interior view of a feeder object)

() Transmission (schematic graphic diagram of electric transmission network)

It shallbe possible to link the view to the appropriate substation.

4.3.11.2 Copy View

Geographical network manager shall support copying of the existing network
views. A copied view shall represent a new view with the copies of all electrical
elements from the original views. Copies of electrical elements shall not be linked
to the originaklements (they shall represent new electrical objects).

4.3.11.3 Deleting View
It shall be possible to delete a network view in the Geographical network manager.

4.3.11.4 Editing tool
A tool for adding new elementshall be provided. In this windowa list of all
elementdor addingshallbe presented. The editing ta#lall be usesfriendly and
support the user in efficient managing of the new elements.

In addition, the editing tool shall support:

(a) electrical editingi editing of the electrical connectivity of netwogkements
(e.g. adding/removing of electrical objects in the network model)

(b) graphicaleditngedi ti ng of the existing object
have the same electrical object presented in different ivethesy are all linked
to the same eleatal element in the network model)

It shall be clearly indicated to the user which editing is active at any given moment.
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4.3.11.5 Graphical Properties

Graphical properties shall be assigned to every element. They shall define the
graphical presentation of tledement on the network view. The user shall be able
to alter graphical properties of any element at any given time.

In the Graphical Properties the following can be set at the minimum: Size, Angle,
and Symbol.

Graphical Properties shall have a commontfi&el look.

4.3.11.6 Electrical Properties

Electrical properties shall be assigned to every element. At minimum, the electrical
properties of all electrical elements shall contain an option to set a catalogue for the
given element. A catalogue shall define the technical data of the element on the
network view. These data shall be used for all the calculations in ADMS system.

The user shall be able to alter electrical properties of any element at any given time.

Electrical Properties shall be characteristic for every element type, however,
electrial properties of all elements shall have a commonlilezlook.

43117 Managing the el ements6é position on

Geographical network manager shall support-frsendly tools for managing the
el ementsé position on the vVview:

(a) Rotating

(b) Flipping

(c) Selecting

(d) Moving

(e) Copying

(f) Cutting

(g) Pasting

(h) Deleting

() Enlarging/reducing
All of these functionalities shall be available with a single action with a mouse
/toolbar shortcut.

The Geographical network manager shall provide undo and redo features. It shall
be possible to undany number of changes from the last saving. It shall also be
possible to redo all the changes undone. These actions shall be available with a
single action with a mouse/ toolbar shortcut.
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4.3.11.8 Committing Changes

The option to commit changes shall be avadadfter any change that has been
made. Prior to saving, all changes shall be validated. It shall not be possible to
commit changes that are electrically incorrect (e.g. adding of the elements on the
view that are not connected to any other elements, cingeslement of the lower
nominal voltage level than the supplying transformer upstream, etc.)

After a commit fails, the list of error messages shall be displayed to the user. The
error messages shall not be coded strallbe easily understandable.

4.3.11.9 Adding Remote Points

It shall be possible to manually add or remove signals and remote points for the
selected equipment. For large networks with large number of equipment and
signals, remote points and signsiellbe imported automatically.

4.3.11.10 Adding New Elements and their Connectivity

It shallbe possible to add new elements using the editing tool.

When the element from the list of available elements is selecté@libe possible
to edit its graphical and electrical properties.

After an element hasglen selected and at minimum a catalogue has been assigned
to it, adding of the element on the desired position on the networkshaiinot
demand more than one action with mouse.

It shall not be possible to add an element on the network view to whatlague
(containing necessary technical data about the element) has not been set.

4.3.11.11 Catalogue Editor

Geographical network manager shall support a Catalogue Editor tool for editing of

el ementsd catal ogues. Thi s t oopertiesoh al |
equipment and network basic data. In the Catalogue Editor, a list of all equipment

which contains catalogue data shall be presented, as well as list of basic data
catalogues.

The following equipment shall contain catalogue data:

a) Jumper,

b) Disconrector,

c) Load Break Device,
d) Fuse,

e) Breaker,

f) Sectionaliser,

g) Capacitor,

h) Cabile,

b
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i) Wire,

j) Line Geometry,

k) Transformer 2W,

[) Transformer 3W,
m) Current Transformer,
n) Potential Transformer,
0) Fault Indicator,

p) Meter,

q) Tag,

r Note,

s) Remote Unit,

t) Curve.

Basic data shall be defined the following:
i. Base Voltage
ii.  Consumer Contract
iii. Load Group
iv. Message Mapping
v. Custom Type
vi.  Line Rating Schedule
vii. ~ Transformer Rating Schedule
Upon doubléclicking on the type of equipment or basic data type, catalogue list

for selected type shall appear.

4.3.11.12 Editing Catalogues

Modifying catalogue data shall be performed by changing values of properties in
the list of available details for the selected catalogue. Five types of these properties
shall be available at minimum:

(a) Properties that consist of strings. Theseperties shall not affect electrical
calculations (Name, Custom ID, and Alias),

(b) Electrical properties that can be set by checking echetking equipment
properties (e.g. fuse is eatt/fuse is not cubut),

(c) Electrical properties that can be set biesting some of the offered values in
the drop down menu (e.g. fuse type),

(d) Electrical properties that are numeric value, and they can be edited by entering
number value, or by gradual decreasing and increasing value (e.g. Rated
Current, Rated Voltage)

(e) Curvesi Properties which graphically represent mutual dependence between 2
electrical properties or dependence of some electrical property from time.

It shall not be possible to delete catalogues which are currently used in
Geographical network manager.



Catabgue of every element type shall contain the information appropriate for that
element.

The Geographical network manager shall provide tools that disable entering of
wrong information (e.g. if ththesamngr spe
of thegiven catalogue shall be prohibited). In such case the user shall be presented
with a hint of what information that is entered is wrong and what are the expected
values.

4.3.11.13 Basic Data
Basic data of the network shall also be entered and edited throughgQat&Hitor.

Basic Data shall at minimum be organized into following categories:

(a) Base voltage$ Values of voltage levels that exist in particular network, with
values of high and low voltage limit, as well as information regarding voltage
level purpose (g transmission, distribution, or low voltage),

(b) Day typei Type of days classified in groups according to similar daily load
patterns,

(c) Seasorn Specified time period of the year (e.g., Spring, Summer, Fall, Winter)
in which daily load patterns are similar,

(d) Consumer contradt Provides information regarding consumer priority and
values of high and low voltage levels,

(e) Load groupg’ Consumers which have identical behaviour concerning the shape
(though not necessarily size) of a daily load pattern,ilealthgedependency
and cold pick up characteristic belong to the same group. Consumers which do
not share these properties with others (monforming loads) are also assigned
a load group, although they may be the only instance of that group,

() Message mappirigRepresents a mapping of discrete numerical values to string
values. This is used for explanation of custom signal types,

(g) Custom type Provides creating of custom types for every type of entity in
model,

(h) Line rating schedulé Represent optional annual schkd of normal and
emergency limits for same type of conductor,

(i) Transformer rating scheduleRepresent optional annual schedule of normal
and emergency limits for different type of transformer.

4.3.11.14 Symbol Editor
Geographical network manager shall provide tool for creating and editing of all the
el ements6é6 symbols. A list of all el emen
are available for a specific element shall become available after selecting any of the
elements from the list.

Renaming or deleting an existing symbsisllbe supported.
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4.3.11.15 Editing Symbols
The possibility to create a new symbol of any of the elements from tisbdikbe
provided. Itshallnot demand more than one action with a mouse baoahortcut.

4.3.11.16 Types of Shapes
Symbol Editor shall support creating of different types of shapes. Appropriate
toolbar shortcutshallbe provided.

43.11.17Managing of the symbol partso6é positi
Following tools for managing of the symbol parts shall be supported:

(a) Cut

(b) Copy & paste

(c) Flip

(d) Rotate

(e)Rai se/ |l ower of the symbol ds | ayers
() Align symbol parts

(g) Centre

These actionshall not demand more than one action with a mouse / toolbar
shortcut.
Geographical network manager shall support-frsendly tools for setting of the

di fferent shapesd presentation dependin
of the symbol of the element that is under an alarm, change of the colour of the
breaker @épending on its switch state, etc.)

4.3.11.18 Symbol Profiles
Also, it shallbe possible to define different types of symbols for the same type of
equipment, within the same type of view, depending on values of equipment
properties. Therefore, all equipment, degiag on which type of view is drawn
and what is the value of its properties, is automatically represented with a specific
symbol.

4.3.11.19 Help
(a) Geographical network managshall support Help section which describes
included functionality.

(b) Help windowshallbe operd in a separate window and shall contain a list of
available topics and contents.

(c) It shall be possible to search the Help window by typing a part of relevant
title/text. The Help windovshallthen jump to the relevant topic.

(d) Help windowshallinclude reévant software screenshots.
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4.4ADMS SYSTEM SOFTWARE REQUIREMENTS

General

This section describes the characteristics of system software such as Operating system,
RDBMS and support software (programming language compilers, database development and
maintenane, display development, network services, report generation, diagnostics and
backup utilities) to be provided by Contractor and the original software manufacturer as
necessary to support the ADMS applications. This section also describes the standards to b
followed for all supplied software.

4.4.1 Software Standards

All ADMS software provided by the Contractor, including the Operating system, RDBMS
and support software, shall comply with the indusitgepted software standards produced

by national and international organizations, such as ANSI, ISO, IEC, IEEE, ECMdan

to facilitate maintenance and enhancement of the ADMS systems being supplied.

The Contractor shall commit to meet the "open systems" objective promoted by industry
standards groups by using software products that are based on open standards.

4.4.2 Design and Coding Standards for ADMS applications

All ADMS applications shall be maintainable the Employer using the supplied software

utilities and documentation. The ADMS software design and coding standards shall also

address the following:

a) Expansion/scalability software shall be dimensioned to accommodate the ultimate
size of ADMS system envisaged.

b) Modularity: software shall be modular to minimize the time and complexity involved
in making a change to a program.

c) UserDirected TerminationFunctiongaking long execution times shall recognize and
process user requests to abort the processing.

d) Programming language$he software shall be written using ISO or ANSI or ECMA
standard programming languages like FORTRAN, C, C++, and SQL and for Unix
basedsystems the APIs shall be POStEnforming.

e) SOA architectureSoftware shall conform to SOA.

f) Portability & Interoperability The software shall be designed for hardware
independence and operation in a network environment that includes dissimilar
hardwareplatforms to the extent possible. The use of system services software shall be
built on Open standards

4.4.3 Operating System

The contractor shal/l use UNI X / Linux [ Mi
The servers based asnix OS shall generally amply with the evolving set of POSIX
standards defined e IEEE.
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4.4.4 Time and Calendar Maintenance

The ADMS system shall maintain Time and date for use by various software applications.
The GPS based time receiver shall be used for synchronising the A8¢sn time. All
Servers and Operator workstation clocks shall be synchronised within the accuracy of +/
100 milliseconds. The ADMS system shall not be dependent on a particular server for time
/calendar maintenance.

The ADMS shall include two redundantie and frequency standards. Failure of the online
unit shall result in automatic switching to the redundant unit. The ADMS shall periodically
check if the backup unit is operational and failure of either unit shall be alarmed. The
frequency reading shaletaccessible by ADMS applications with three gestimal digits
resolution.

The system shall support communication protocols such as NTP and SNTP. The time and
frequency standard unit shall support a common time code output format such & IRIG

A surgeprotection system shall be included to prevent the time and frequency standard
equipment from lightning.

4.45 Network Software

The network software for ADMS system shall include software for network
communication, security and services.

4.4.5.1Network Communication

Users and various applications shall be able to communicate within the ADMS local
area network and operate as described in this Specification. The network
communications software shall use a standard network protocol such as TCP/IP. The
software shall link dissimilar hardware nodes, including local and remote workstations,
application servers, communication servers, and various peripherals (such as printers)
into a common data communication network allowing communications among these
devices.

4.4.5.2Network Security

A user authentication scheme consisting at least of a user identification and password
shall be required for the user to request a connection to any network node.

4.4.5.3Network services

The following network services shall be providedtfoe users of ADMS system:

a) Network file management and transfer, for files containing text, data, and/or
graphics information

b) Network printing management

c) Network time synchronization

d) Network backup over LAN

e) Taskto-task communications to external cortgrs

f) LAN global naming facilities.

g) Remote procedure call

h) Remote terminal session
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4.4.6 Security Services

The security solution shall comprise of comprehensive solution for secured zone Firewalls
i.e. LAN Firewall & Gateway Firewall, intrusio®etection system (IDS) & Strong
Authentication (multi layered), LDAP, Encryption mechanism. The contractor shall
provide a tightly integrated intrusion detection system to detect and prevent intrusion

The following are the functional requirement from the secgystem:
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(a) The system shall have Multilayer (at least network, application layer) firewall
which shall protect the complete system network from unwanted users. Further the
separate firewall shall be provided to take azrthe security of all the servers &
shall have High Availability architecture with No Single Point of Failure (NSPOF).

(b) The Gateway Firewalshall be capable of load balancing multiple links from
different service providers.

(c) LAN Firewall shall provide isolation/security services between ghlesystems
installed

(d) Firewalls deployedshall not become a bottleneck. It shall be Robust, Secure,
Scalable and futurproof with Centralized Management.

(e) IDS shall be deployed with minimum hardware & thehallnot go blind in peak
traffics.

(H) IDS shall have hybrid technology to detect attacksshiall detect through a
combination of Protocol Anomaly and Signature matching.

(g9) Shall have Gateway antivirus which will protect from inflow of virus from the
Internet and other WAN locations at the gatewaylfitagth content filtering
without any lag in data transmission.

(h) Shall have strong authentication containing user name and passwords which shall
be very difficult to compromise.

(i) SSL over VPN to provide secured link over public network such as with
RTU/FRTU/FPI

4.4.6.1Features
The followingshall bethe minimum featuresexpectedspecific to each component of
security system

i.  Firewall

The Firewall shall be hardware box Firewall system with following features.

(a) Firewall speed >250 Mbps

(b) Data encryptionsupported DES (56bits) 3DES (188&) and hashing
algorithm like MD5AES SHAand SHAL

(c) Encryption to offload the main CPU

(d) It shall have minimum 8 Ethernet 10/100 /1000 ports (4ports for
connectivity to two web servers & 4 Ports for connectivity to LAN
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(e) Support NAT and PAT

(f) Capability of working in Load sharing and hot standby mode

(g) Denial of service prevention.

(h) DNS guard features

(i) JAVA and ActiveX blocking

() Radius integration

(k) Web based management interface

() Stateful inspection for web, mail, SQL apptioa etc.

(m)Detailed system logging and accounting feature

(n) No. of concurrent TCP Sessions supported shall be more than 5000.

Intrusion DetectionSystem (DS)

Thebidde shall provide a tightly integrated intrusion detection systapable

for detectinganintrusion attempt that may take place and intrusion in progress
and any that has taken place.

Network basedhallhave centralized Management Console system which will
be either the application server with NMS or any of the workstation.

The Centralized management console shall have integrated event database &
reporting system & ishallbe able to create and deploy new policies, collect
and archive audit log for post event analysis. The system shall have Integrated
Event Database & Repaorg System.

Automated Update of the signature for two years shall be provided and there
shallbe provision for creating customized signature

Intrusion DetectionSystem (Network Based)

(a) After detecting any intrusion attempt thesteall be provision to configure
to perform the following functions:

(b) Capability for Detecting the intrusion attempt that may take place, intrusion
in progress and the intrusion that has taken place

(c) Beep or play a .WAV file

(d) Send an SNMP Trap datagram to thenagement console. The NMS server
envisaged under the specification shall be used as management console
also.

(e) Send an event to the event log.

() Send Email to an administrator to notify of the attack.

(g) Save the attack information (Timestamp, intruder IPresk] victim IP
address/port, protocol information).

(h) Save a trace file of the raw packets for later analysis

(i) Detect multiple forms of illicit network activityAttempted

() Vulnerability Exploits -Worms -Trojans -Network Scans-Malformed
Traffic -Login Activity

(k) The System shall support monitoring of multiple networks. The system
shall also support the monitoring of additions or changes to addresses of
devices on the network.
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The system shall have detection rules for monitoring faults, dangerous and
malicious activity related to IP based protocols. The Contractor shall also apply its
power control and security experience to enhance these detection rulesifar spec
issues within the system.

Antivirus Server

This shall be used for scanning of virusstivirus shall have Centralizagser

Administration which will communicate directly with centralized user

directories such as LDAP. It shall have all the essential/standard features of

Latest version of Gateway antivirus, some of the features are asdollow

(a) It shall have Policypbased URL filteing and Dynamic Document Review
(DDR).

(b) It shall protect web traffic with higperformance, integrated virus scanning
and web content filtering at the gateway

(c) It shall ensure protection by combiningdsised prevention with heuristic
content analysis for both virus protection and web content filtering

(d) It shall eliminate unwanted content and malicious code & Scan all incoming
and outgoing HTTP and FTP traffatc.

The Security System shall use the best practices to prevent the System itself
from being a source of security compromise. The System shall be hardened,
patched, tested, and designed with security as a primary objective.
Communication with (GUI andatifications) and within (agent reporting and
updates) the System shall use encryption and authentication.

Other aspects of security

a) Application Security Monitoring

The standard operating system shall support the monitoring of security on
host installed applications. The system shall support or allow the creation
of monitoring for:

i.  Application Software Error Conditions

ii.  Application Software Performance Issues

iii.  Application Configuration Changes

iv.  Application Logins, etc.

b) Security Alarms
The system shall be capable of annunciation, to iectudlible and visual
alarms whenever a security event takes place and shall support the
following:

I.  Instant notification through email text
ii.  Logical grouping of security events by time, location, and device,
etc.
iii.  Interactive dashboard window for viewing and acknowledgement



c) Analysis and Reports
The system with the stored information, shall be ablproduce analyses
and reports to meet security compliance requirements. The system shall be
equipped with best practices-bdc reports widely used in the industry. The
empl oyerdés personnel shall be traine
analysis ad reports, and revising existing, without requiring external
consultation.

d) Log Archiving
The security system shall archive, record, and store all security related
events in raw form for at least one year. As a minimum, the event logger
shall record all security related events from the perimeter security devices
and the host IPS. Graphical tcedisplays of each event shall be available
along with specific information on the type of intrusion, the area affected
and the source via IP address.

e) Data Access through intranet
The Web server at Control Centre is to function as source of information o
the distribution network. It will be accessed by utility intranet user. Any
additional client software, if required, at external clients/users ends, the
same shall be made dynamically available from Web server for its
downloading by these external clienThere shall not be any restriction to
the number of clients downloading this software (i.e. Unlimited number of
client downloads shall be provided). The external users shall be licensed
users of the employer. The following features are required:

(i) The Web servers shall be sized to support at least 50 concurrent external
intranet clients/users for providing access to-teaé data.

(i) External intranet clients/users shall be connected to the web servers
through secure authentication such as VPN accesse Tisess shall be
denied direct access to the ADMS protected LAN.

(i) Internal ADMS users shall not have any dependency on the availability
of the Web servers.

(iv) For the purpose of transfer of data/displays/ from the ADMS system to
the Web server system, the M3 system shall initiate a session with
the Web server and any attempt to initiate a session by the Web server
shall be terminated by the Firewall in ADMS system LAN. Interface
between Web server and ADMS zone shall preclude the possibility of
external clents defining new data/Report/Displays. For any sessions
initiating from the DMZ LAN into the protected LAN, the servers shall
be located in a separate DMZ LAN that will be isolated from common
applications connected directly to ISP such as email. ThesAde
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f)

g9)

these servers from the external web will be through authorization of
Virtual Private Network.

(v) The web server shall provide access to allowable real time data and
displays, at defined periodicity, for viewing by external clients/users.
The access teach display shall be definable on per user type basis. It
shall be possible to define up to 100 users. Further the ADMS system
administrator shall exercise control over the #teak displays which
can be accessed through the Web server.

(vi) The Web servert&Control Centre shall also facilitate exchange of email
messages from ISP (Internet Service Provider) and other mail servers
supporting SMTP.

(vii)  Suitable load balancing shall be provided among the web servers
where each shall serve proportionate numbernehtd. However in case
of failure of one of the servers, all the clients shall automatically switch
to the other web server(s).

Typical displays/pages for Intranet access shall be same as that on the
SCADA/ADMS. Real time SCADA data on web server shalleb
refreshed every minute The access to Web server/site shall be controlled
through User ID and password to be maintained /granted by a system
administrator. Further, different pages/data access shall be limited by
user type (i.ecmd Mgmt., user, ircharg etc.). The access mechanism
shall identify and allow configuration of priority access to selected
users. Further, tools shall be provided for maintaining the website, web
server configuration, #nail configuration, FTP configuration, Mailing

lists setupand customer support. Latest protections against viruses shall
be provided.

Signature Updating Requirements

The system shall be able to accept timely updates. The updates shall keep
the threat signatures current, providing the latest detection andtmotec

The updates shall also incorporate the latest security enhancements into the
Security Management System. These enhancements shall increase security
and functionality, without requiring redesign or reengineering efforts.

Network Management system (IW1S)

A network monitoring and administration tool shall be provided. The
interface of this tool shall show tAeDMS hardware configuration in form
of a map. The networknonitoring tool shall automatically discover the
equipment to construct the map.

It shall support management of mwtendor network hardware, printers,
servers and workstations. It shall support remote administration of network
devices, management of thresholds for monitoring performance and



generation of alarm and event notificatiolishall be possible to send these
notifications to mairgnance personnel throughrail.

The Network management system shall manage the interfaces to the ADMS
servers, workstations, devices, communication interface equipment, and all
ADMS gateways andouters, switches etc.

The network management software shall be based on the Simple Network
Management Protocol (SNMIaternet RFC 1157) over TCP/IP (CMOT),
with additional proxy software extensions as needed to manage ADMS
resources.

The NMS software shall provide the following network management
capabilities:

(a) Configuration management
(b) Fault management
(c) Performance monitoring.

The network management software shall:

() Maintain performance, resource usage, and error statistics tirthé
above interfaces (i.e. servers, workstation consoles, devices, telephone
circuit interface equipment, and all ADMS gateways, routers etc.) and
present this information via displays, periodic reports, andesnand
reports. The above information shhk collected and stored at user
configurable periodicities i.e. upto 60 minutes. The Network
Management System (NMS) shall be capable of storing the above data
for a period of one year at periodicity of 5 minutes.

(i) Maintain a graphical display of netwocknnectivity to the remote end
routers

(i) Maintain a graphical display for connectivity and status of servers and
peripheral devices for local area network.

(iv) Issue alarms when error conditions or resource usage problems occur.

(v) Provide facilities to add and delete addresses and links, control data
blocks, and set data transmission and reception parameters.

(vi) Provide facilities for path and routing control and queue space control.

4.4.7 Database structure
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The ADMS RTDB (Real Time Dakmse) shall be an active process model. i.e. it
shall initiate actions or events based on the input it receives. The RTDB shall
describe the state of the power system at a given point in time and the events that
move the system to a new state at the nekitpn time. This database is required

to support the data access to real time information and to allmiestfintegration

and update.



4.4.8
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For example, a network model update to introduce a new substation shall not
interrupt the ability to perform supesery control actions or receive telemetry to
view the network state.

It shall be possible for changes, local or imported, to be placed online either
automatically or under manual control with proper validation. It shall be possible
to easily revert toraearlier database version, again without undue interruption to
network operations. The capability to import & export the CIM compliant network
model data including the corresponding telemetry and ICCP data reference in XML
format to send it to other pagsi shall be provided.

The capability to import the CIM compliant network model data from other parties
in XML format shall also be provided. The ADMS shall provide a consistent
interface to accept XML format data for updates from other database appkcati
and provide a consistent interface to import & export data in XML format.

Software Maintenance and Configuration Tools

General requirements
A set of software shall be provided to enable maintenan&BBIS network model
and system configuratiofhe following tools shall be available:

a) Report Generation Software

The ADMS system shall include report generation software to generate new report
formats for ADMS and edit existing report formats. The user shall be guided in
defining the basic paraners of the report, such as the report database linkages as
symbolic point names, the report format, the report activation criteria, the report
destination (workstation, printer, or text file), and the retention period for the report
data.

The user shall be able to construct periodic reports ardoadqueries via

interactive procedures. The capability to format reports for workstations and
printers shall be provided.

The user shall be able to specify the presentation format for perigadicgeand
ad-hoc query reports as alphanumeric display format, graphical display format, or
alphanumeric printer format. The user shall be able to specify that processing
functions, such as summations and other arithmetic functions, be applied to
portionsof the report data when the report is processed for display, printing, or file
storage.

The software shall provide for generation of reports that are the full character width
of the printers and that use all of the printer's capabilities, such as festasid
styles and print orientation.
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For report data editing, the user shall be able to obtain the data from a retained
report, modify the data, repeat the inherent data calculations, reprint the report, and
save it in a report retention file on auxiliangmory without destroying the original
report. The user shall also be able to access a retained report, modify its point
linkages to the database, modify its format, and save it in a report retention file on
auxiliary memory as a new report without degiing the original report. Executing

the report generating functions shall not interfere in any server of the system with
the online ADMS functions.

b) System backup and restore

The contractor shall provide the complete backup of the ADMS system in
electionic media such as tapes, CDs, etc. Employer personnel shall be able to
restore the ADMS system at site by using above backup tapes/CDs etc. The
contractor shall provide the procedures necessary to restore the system from the
backup tapes/CDs etc. The Digstem shall always have the most updated system
build synchronized with the one in the control centre.

c) File Management Utility
File management utilities shall be provided that allocate, create, modify, copy,

search, list, compress, expand, sort, meagd delete program files, display files,
and data files on auxiliary memory and archive storage.

d) Auxiliary Memory Backup Utility
A utility to backup auxiliary memory of server and workstation files onto a user
selected auxiliary memory or archive device shall be supplied. The backup utility
shall allow for user selection of the files to be saved based on:
i) Server and workstation
i) File names (including directory and wildcard designations)
iii) File creation or modification date and time
iv) Whether or not the file was modified since the last backup. A backup
utility that can back up all server and workstation auxiliary memories on
to a singé target auxiliary memory or archive device shall be provided.
The backup utilityshallensure that the source auxiliary memory files are
captured properly regardless of caching activity.

e) Failure Analysis Utility

Failure analysis Utility shall be pvaled to produce operating system and
application program status data for analysing the cause of a fatal program failure.
The failure information shall be presented in a condensedpusated format to

help the user find the source of the failure. Tifermation shall be presented on
displays and recorded for historical records and-tessiested printed reports.



f) Diagnostic Utility

Thesystem shall have suitable aut@gnostic feature, online & offline diagnostic
Utility f or ontline and offline monitoring for equipment of ADMS system shall be
provided.

g) System utilisation Monitoring Utility

Software utility shall be provided in each server and workstation to monitor
hardware and software resource utilisation contislyoand gather statistics. The
monitoring shall occur in redgime with a minimum of interference to the normal
ADMS functions. The period over which the statistics are gathered shall be
adjustable by the user, and the accumulated statistics shall batrdsetstart of

each period. The statistics shall be available for printout and display after each
period and on demand during the period.

h) Other Utility Services

On line access to user and system manuals for all software/Hardware products (e.qg.
Openrting System and Relational Database Software/hardware) and ADMS
applications shall be provided with computer system.

4.5GISTADMS INTEGRATION
4.5.1 Introduction
Geographical Information System (GIS Systershall manage the geographical
information of the electrad transmission and distribution assets and their circuit
connectivity. The GIS systeshallthus be the master from where all electrical network
data, including connectivity and géacation, will be made available to other systems.

As data is the modiritical part of this integration, needs to beorrect and consistent
throughout the different systems.Static data (network) needs to be complete, with all
required fields and connectivity needs to be electrically correct. In this sense the GIS export
tool shall have mechanisms to verify the correctness of GIS data, warning the user in the
cases it is not.

An interfaceshallbe implemented to the GIS system where the master Electrical Network
Model data is maintained to ensure that the integrity of the network data in the ADMS is
maintained. In addition, an interface to other systems that may contain part of the
information reeded for the electrical network modeaklalso be implemented.

Field updates will be made in GIS model first and then have those updates sent as
incremental updates to the ADMS model. Those incremental changes shall be loaded into
a Q&A system to venf the correctness of the new model. Once they are verified they will

be transferred to the operational system so that they are ready to be applied and energized
with an adhoc switching plan.

Although the Electrical Network Model will be maintained odésithe ADMS, it is
envisaged that additional attributes could be added and maintained inside the system.
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All modules of the ADMS shll utilize a centrally maintained Electrical Network Model
that shall be CIMcompliant and be able to model HV, MV and Lvltage levels.

There shall be a unique identifier as the key reference point between the two databases
when updating modifiedgdded or deleted equipment. This unique identsinedl be used
in each model to specifically label the same object acrossneaaél.

In order to avoid exchanging multiple copies of the same information, all network devices
shall be cataloged, so only a reference to the catalogue shall be sent to provide electrical
parameters of the device.

4.5.2 Network Model mapping

During the GIS' ADMS export / import process, there will be a transformation from one
network model (GIS) to another (ADMS). The export mechanism shall be flexible so it can
handle the differences between both network models mapping network features from one
model to tle other.

It is envisaged that the network transformation tool shall be source independent, in a way
that it shall be able to map the network model residing in GIS to a CIM standard network
model.

The vendor shall provide a configuration tool that coaltbw the user to make
modifications to the network model mapping so that the GIS network model could be
changed and keep the export / import process working.

4.5.3 Information to be exchanged

In order to have a complete and consistent network model in ABdiScan support

network analysis, the system shall be able to import the following information:

(a) Electrical network extracts.

(b) Customer and delivery sites data: The XML export file shall contain the point of
service that shall later be linked to a custor@eistomer data and the link to a point
of service will be imported from the Customer database.

(c) Landbase maps: The system shall be able to import landbase maps. The landbase
importer shall be able to generate layers of velstmed maps according to apre
defined configuration. The system shall also be able to import raster images as
background maps. Since this data is independent from network model, this step shall
be done independently.

4.5.4 Network Patches

Though integration relying on feeder or circuitrexts can satisfy typical integration of
distribution network model, Planning and Work Order Management may require multiple
changes on different parts of the same MV feeder being prepared weeks ahead and waiting
to be applied in production in near r¢ahe.

The system shall have the ability to import network patches. Network pateheésfered
as differences fileand their relation with previous model versions.
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The system shall support at least the followingeceses without a need of configuration:
(a) Attribute update of existing feeder equipment

(b) Adding secondary substation (feeder object) to existing MV feeder

(c) Adding secondary substation (feeder object) at the beginning of the existing MV
feeder (patch is affecting stitching point)

(d) Normal state of twewitches is changed such that set of equipment between two
feeders is moved from one feeder to another (load transferring)

(e) A new cable connection is added between stations (feeder objects) and normal state
of a switch is changed

() Replacing transformer inaion (MV/LV)

(9) Moving feeder to a different feeder head

Network patches changes shall always be applied completely. If a project consists of a
number of patches, those patches shall be applied in the same sequence as they are
energized in the field. The geence of patch validations shall protect network model
consistency. After a network patch is energized, the affected feeders shall be exported from
the source system in order to guarantee that both systems are aligned.

4.5.5 Default and Missing Values

Thesystem shall have a tool that can default all attributes defined in the CIM circuit profile,
which were not exported in CIM/XML export file. This tool shall reside in the Q&A zone.
Only necessary attributes in ADMS shall be set to default. The vendoegpalit most

of the attributes on the GIS side.

The tool that updates default and missing values shall be able to save its default
configuration to an XML file. It shall enable loading the current configuration and saving
edited configuration, listing thdefault value rules and viewing/editing the particular
default value rules.

4.5.6 Primary substations model

As the primary substations model are not maintained in GIS with all the details that are
needed for operation, the ADMS system shall have a tool taredprimary substations
model based o8CADA Single Line Diagrams (in the same way as operators in control
room will expect to see substations).

4.5.7 Model validations and error reporting

The system shall perform different validations in the export/impaxtgss from GIS to
ADMS:
a) Electricalmodel validation:

() Whether the XML file is well formed
(i) Whether the export file is in accordance with the CIM profile, i.e. whether all the
types, attributes and enumeration values are defined in CIM profile
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(i)  The referencentegrity of the file, i.e. whether all references in the file are valid
(iv)  If the CIM model validation does not pass, the import shall be aborted and the
usershallbe informed.

b) Semantic validation. Check whether the imported data is complete and vatl for
ADMS system

0] List of all errors with a detailed description shall be provided.
(i) These errors report shall help data engineers to find and fix them in GIS.

c) ADMS validations (during manual Quality Assurance)
) User is responsible for this validation. Ld#miv and other analysis

convergence validation shall be performed.
In each of those validation pointsetailed error reporting ahi be provided.

4.5.8 Model promotion

The ADMS system shall provide and implement a process through which changes to the
network cata, based on changes to the GIS master data shall be updated in the ADMS
through a controlled and ridkee manner, without any custom code development.

The interface shall support multiple versions of the netwaoklel.
Model Promotion(as the processo update the network model in the controbm
environmentshall be done in a secure and controlled way, with minimal user interruption.

Model Promotion shall be based on chasgts, allowing for:

a) Multiple users to independently make changes

b) Independent validation of changes

c) Independent promotion of changes

d) Establishing dependency between chasefs as required

e) Rollback of changes in each environment (including Production)
f) Systems to be kept in sync at all times

g) Audit trail kept for each chaye-set (user, timestamp, description)

4.5.9 Communication mechanism between GIS and ADMS
The communication between GIS and ADMS shall baeway communication that sh
be implementablen apoint to point communication

This way, both systems (GIS and ADMShall be kept in sync by exchanging error

messages and confirmation of promoted chandé® vendor shall state all the
requirements from GIS provider to make the interface successful.
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4.6 HARDWARE REQUIREMENTS FOR ADMS

4.6.1 INTRODUCTION

This section articulates the hardware requirements for the ADMS system. The bidders are
encouraged to optimize the hardware for servers where ADMS applications can be
combined or distributed in any combination with adequate redundancy.

However, quantity of servers shall be as per detailed bill of quantities for ADMS. Bidder
shall assess the adequacy of hardware specified in the bill of quandiéany additional
hardware is required to meet all the requirements of the technicificgeons, the same
shall also be included in the offer.

The Bidder shall offer the minimum hardware configuration as specified here for various
equipment, however if required, higher end hardware configurations shall be offered to
meet all the requireemts of the technical specification.

The redundant hardware such as servers (Except DTS, development server), CFE, etc. shall
work in hot standby manner.

4.6.2 GENERAL REQUIREMENTS FOR HARDWARE

All hardware shall be manufactured, fabricated, assembledydihisnd documented with
workmanship of the highest production quality and shall conform to all applicable quality
control standards of the original manufacturer anditide.

All hardware components shall be new and suitable for the purposes speglfied
hardware such as computers, computer peripherals/accessories etc. and networking
products proposed and implemented shall conform to latest products based on industry
standard. All hardware shall be of reputed make. All servers and workstationsdhet
self-diagnostic features. On interruption of power they shall resume operation when power
is restored without corruption of any applications.

The hardware shall be CE/FCC or equivalent international standard compliance. The
specification containgninimum hardware requirement. However, the contractor shall
provide hardware with configuration equal or above to meet the technical functional &
performance requirement. Any hardware /software that is required to meet functional,
performance & availabilit requirement shall be provided bidde andthe same shall be
mentioned in the BOQ at the time of bid. If not mentioned at the time of bid, contractor
shall provide the same without any additional cost taient.

The proposed system shall be desthfor an open & scalable configuration, to ensure the
inter-compatibility with other systems of the Utility, the future smooth exparsiather
major townsas well as the easy maintainability. The proposed hardware configsiaditbn

be extended by addj either CPU processors / memory boards / disks etc. in delivered
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units or additional units for capacity extension. The configuration of the ADMS shall
comprise a distributed computing environment with an open systems architecture.

The system architecteirshall be open internally and externally to hardware or application
software additions, whether supplied by the original supplier of the ADMS or obtained
from third party vendors, both for capacity expansion and for upgrading functionality,
without affecing existing ADMS components or operation.

To be recognized as a true open computer system, all internal communications among the
ADMS Servers and all external communications between the ADMS and other computer
systems shall be based on widely accepted pumblished international or industry
standards which are appropriate and relevant to the open systems corstgithave a

field proven acceptance among utilities.

This applies to the operating system, database management system, and display
managemersystem, as well as to APIs providing standardized interfacing between System
software and application software. Thidde shall ensure that at the time of final approval

of hardware configuration®), all the above hardware are current industry standard
models and that the equipment manufacturer has not established a date for termination of
its production for said products.

Any hardware changes proposed after contract agreement shajéet $o the following:

a) Such changes/updates shall be proposed and approval obtained from Employer along
with the approval of Drawings/documents.

b) The proposed equipment shall be equivalent or with better features than the equipment
offered in the Contract.

c) Complete justificatia along with a comparative statement showing the original and the
proposed hardware features/parameters including technical brochures shall be
submitted to the Employer for review and approval.

d) Changes/updates proposed will be at no additional cost Enipdoyer.

4.6.3 HARDWARE CONFIGURATION

In this technical specification, all hardware has been broadly classified as server and
Peripheral device. The term "server" is defined as any gepenabse computing facility

used for hosting ADMS application functions as defined in the specificatiensdrvers
typically serve as the centralized source of data, displays and reports.

The term APeripheral Deviceo is wused for
device includes Operator Workstations, WAN router, LAN, Printer, Time and Frequency
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system, External Auto loader, External Cartridge Magnetic tape drive, VPS, RTU/FRTU
etc.

4.6.3.1Servers
The Original equipment manufacturetOEM) of servers shall be member of
TPC/SPECMARKand @n be broadly classified into the following categories:

a) Application servers
1 ADMS servers
1 SCADA servers and
T OMSservers
1 Integration server

b) Communication serves
1 Front End Processor (FEP) sew@ommunication Front End (CFBgrver

1 Integration server Inter control centre communication (ICCP) server.

¢) Training & Development system server
Training andDevelopment server

The minimum hardware configuration of the servers srable them to process:
0) Customer data of ghillion customers and above
(i) Individual points (switches) in excess of 2,000
(i)  Smart neters in excess of 1,00M0

All the servers shall be RISC (Reduced Instruction Set for Computation) or Non RISC e.g.
EPIC/CISC etc.

Thebiddea shall provide cubicle mounted servers.

The main &standby servers shall be provided with separate cubicles where each cubicle
can be provided with one setaft | e aT$&T moaitorkéyboard and mouse through
akeyboard, video and moug€VM) switch with retratable tray.

4.6.3.1.1 Application servers

Redun@nt ADMS servers shall house ADMS application. Redundant application
shall be provided with common external memory for mass historical data storage
and retrieval. The external memaiyall comprise of multiple hgiluggable type

hard disks configured in RB configuration. (Except RAIED).

The external memory shall be connected either directly to the ISR server through
SCSI /SAS interface or directly on the LAN (Network Attached Storage).
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Alternatively, the bidder may offer RAID with each server to nil@eimass storage
requirement in place of common external memory.

The SCADA shall include historicaADMS data storage configured to store
historical data at the storage rates,dbleast three years.

Redundant Web / Active Directory Services Servell slost Web Applications for
ADMS LAN and the DNS configuration

Redundant NMS server shall be provided to host NMS application

4.6.3.1.2 Communication Servers
The redundant FEP server shall be a functional unit that offloads the task of
communication & prerocessing between RTUs/FRTUS/FPIs & ADMS servers.

All RTUs/FRTUs/FPIs shall be connected to CFE through IEC 6@3¥04/101
link. Forthe existing RTUs/FRTU/FPI that are to be integrated, interfdad! be
available to uséhe existing protocols.

Free slots shall be made available inside the FEP servethas@dditional
communication boards can be pluggedo meet the network future expansion.
Each channel shall be assigreedifferent protocol and thedntEnd shall be able
to manage severpltotocols in parallel.

The redundancy dfront-End servers shall allow handling of RTUs/FRTUs/FPIs
connected either through single channel or redundant channels. In both cases, one
FEP server shall be able to take control of all RTUs/FRTUs/FPIs channels.

In order to meethen e t w @xpdngion behind the full capacity of a pair obiit

endservers, it shall be possible to connect additibnahtends er ver s 6 pai r s
LANs. Each communication line shall be able to support its own communication
protocol.

The CFE shall complwith VPN / SSL based security for connecting with 1IEC
608705-104 &101 nodes on public networks. Furtitee nodes and CFE shall be
self-certified by manufacturers as NERC/CIP compliant to comply with future
smart grid requireents.

All FEPs shall not have open ports other than needed for protocol tr@@ADA

traffic, and shall have an audit trace of all login attempts/connection attempts. This
FEP shall eghange data through secured S8&N and encryption of protocol
traffic whether it is a public network or a dedicated one.

The equipment sil take control command from designated Master IP address only
and no other IP. All RTU/FRTU/FPI shall be connected to the ADMS Control
Centre. RTU Communication Card / Module shajpmort VPN / SSL Security /
Encryption of data coming to it through Public network, and then send over private
& secure Utility network to the&SsCADA Control Centre. The Communication
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Serves shall be able to process tistamped data and can be directiypmected
to GPSdevice for time synchronization

4.6.3.1.3 Inter-Control Centre Communication Protocol (ICCP server)
Dependingon the protocbi.e. ICCPused as permissible as per this specification
for, the server shall be called as ICCP or inter control centre communication server.

The redundant ICOmter control centre communication sensarvers shall be
installedin the ADMS control Centreandshal be used to retrieve, transmit and
process data to and from remote sources i.e. remote control Centres.

Data retrieved and processed from remote sources may be stored in communication
servers, which then distributes the data to other servers periodicaltydemand.

The server may also be used by utility to exchange datatiatlother regional
control centregRCCg.

4.6.3.1.4 Network Management System (NMS) servers

Redundant NMS servers shall be used for configuration management, fault
management & performaneoeonitoring of servers, workstations, routers & LAN
equipment etc. Part of the above functions may be performed by other servers as
per the standard design of offered product.

4.6.3.1.5 Development & Training system (DTS) server
A non - redundant server to hobtth Developmental applicatiorsnd Training
applications shall be provided to impart the training.

4.6.3.20perator Workstations
The operator Workstation console shall be used as a Man Machine Interface (MMI)
by the despatcher for interacting with all ADMS systenOperator Workstation
consoles shall also be used as development cansotake up developmental/
maintenance activities such as generation/updating of database, displagsdtetc.
impart training through DTS workstation consoles. Each workstatialh cainsist
of four monitors & single keyboard and a cursor positioning device/mouse.
Workstation consoles for development system shall also be availabigualtfFT
monitor. Operator workstatioshall consisbf a console drivinguadfual monitors
as cefined in the HIs of quantities The user shall be able to switch the keyboard
and cursoipositioning device as a unit between both monitors of console.

4.6.3.3Firewall and LAN Network Equipment
The Supplier shall beesponsibldor providing andconfiguring2No. firewalls and
their redundancies as well as data switches plus their redundancies.
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4.6.3.4Printers
The Suppliershall be responsibli®r providingand configuring th&No. Printers
These shall be a black and white printer as well as an A3 colour printer. They shall
be accompanied by at least 3Ngartridges as spares per printer

4.7 SPECIFICATIONS FOR VIDEO WALL DISPLAY

It shall be areasy to operate, setbntained LCD video walllisplay for network muitoring.
The video wall shall employ ultra-thin bezelcommercial LCD displays with LED back
lighting. This LCD video wall displaghall beexpandable to grow & P L Crégsirements
grow.

It shall be easy to assign an individual gedo fill each screen, assign multiple images to each
screen, or enlarge an image across the entire screen matrix, or part of the screen matrix.

It shall be possible to build the LCD video wall display with as many screens as space shall
allow.

The viceo wall shall be accompanied wittvideo wall cabinetryvhich shall bedesigned to
provide easy equipment access while shifting the weight of the displays from the wall to the
floor. It shall be a 236 5Ld&CD Video-wall.

The video walkabinetryshall beboth attached to the wall and also @sthe floor. Thishall

beof critical importance because the wallgloé existing control building areot constructed

to support the weight of multiple large displays. The lzddbe cabinetshall bethe conduit

for cabling and the storage space for racked electronics. The calshathybemodular,
expandable and easy to relocate.

TheLCD video wallshall have the following:

1 High-definition direct view LCD panels with video processor (controller) and optional
sound settings.

T Windows software with wireless keyboard and mouse operation; touch panel control
optional.

1 Simultaneously display internet, network applications, individual computers, cameras and

TV sources.

Size and move images across the entire videbmattix with the click of a mouse.

Image processing compensates for bezels; no information is lost.

Modular, expandable and customized to ceiling height and wall space.

Installation and trainingp the technical staff in the control centre.

=A =4 =4 =
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5 RADIO COMMUNICATION

5.1APPLICABLE STANDARDS
() Radio parameters ETSI EN 300 123/ 1.4.1, FCC part 90, RSS119
(i) EN 301 4891 V1.9.2 (EMC)
(ii) EN 609501:2006/AC:2011 (Safety)
(iv) EN 50385:2002 (Exposure to electromagnetic fields)
(v) EMC (Electromagnetic compatibility) ETSI EN 331895V 1.3.1
(vi) Electrical safety CENELEC EN 60 950:2001

5.2GENERAL DESCRIPTION

This shall enabldistributed data acquisition, monitoringcanontrol system functions. The
approach here is to have a core communication controller in the Control Centre in Juja road
that can support diverse choices of communication media e.g. wireless and cable (UTP or fibre
optic). This open approach shall facilitate cost effective implenmientat

The Communication controller shall have crp$stform portability, shall support functions

for communications network management, and shall permit LAN, Internet, and Intranet
connectivity through Ethernet. All command communication functions stealintooked
through GUI of automation software. Data transfer from/to RTUs shall support industry
standard data links.

Data transfer between the Control Centre and the RTUs shall support Distributed Network
Praocol (DNP3.0), and IE 608705-101/104 which ee the industry standard open protocols.

5.3RADIO SYSTEM

Radio shall be used for communication between the switches and the repeater sites. Then all
the data shall be transferred to tBentrol Centre through the same media. The successful
bidder is notifiedthat they will be the ones to advise on the required bandwidth so as to
amicably operate and monitor an excesd4GfioSwitches without delay.

They shall also propose the frequency band siheylrequire to enable KPLC get license from
the Communications Authority of Kenya. The units shall feature excellent electrical
performance providing large signal coverage areas and fast remote unit polling.

The data radio system shall be able to pres@manaparent data path between a control center
and switches, located at remote sites.

The offered data radio equipment shall be configurable to operate in either Point to Point (PTP)
or Point to MultiPoint (PTMP) modes.

The offered data radio equipmeshall comprise fully integrated, aligital data radio
transceiver, digital data modem and digital data multiplexer functions inside the one unit.
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Combinations of radio transceivers from one supplier and modems from other suppliers shall
not be permitted.

The offered remote data radio equipment shall be capable of simplex and half duplex operation
with alternate transmission and reception of data.

The offered remote data radio equipment shall be capable of simplex and half duplex operation
with alternatdransmission and reception of data. The remote data radio equipnadiatso
be configurable for use as a simplex and half duplex store and forward repeater.

In both PTMP and PTP configurations, the base/repeater stations shall be able to operate in
full duplex mode with simultaneous transmission and reception of data.

All radio equipment operating in full duplex mosleallbe capable of continuous transmission
(100% transmitter duty cycle) at the maximum power setting and at maximum specified
operating ambient temperature.

The operating temperature range of all offered radio equipment shalDBE to 70°C {40°F
to 158F) ambient.

The system shall be "all digital' with the wireless data modems using highly reliable, full digital
modulation.

The system shall include a collision avoidance mechanism to facilitate multiple remote radios
that require access to the chanriée collision avoidance shall inhibit any remote from
transmitting to the master once the master has commenced receiving data from another remote.
The collision avoidance mechanism will allow a remote site to transmit data to the master while
the master isransmitting data to another remote site.

The collision avoidance shall feature a random deldsaresmission mechanism which avoids
multiple remotes from attempting to transmit simultaneously once another remote has ceased
to transmit data to the mast The system shall include an automatic retry recovery (ARQ)
mechanism which detects a packet lost due to collision or corruption from interference and
resends the packet. The number of retry attempts for the resend shall be user configurable.

The offeed data radio equipment shall permit the use of both Carrier Sense (CS) as well as
Carrier and Data Sensing Multiple Access (CDSMA) user selectable collision avoidance
mechanisms.

All data radio equipment offered shall be capable of being configuredayex-2 Ethernet
Bridge mode or a Laye3 IP Router mode. Offers that only include Lagdethernet mode of
operation will not be accepted.

All offered data radio equipment shall include an embedded MODBUS/TCP gateway that can
be connected on either sénq@rt. External gateway devices are not allowed.
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Each data radio shall feature, as standard (with no external adaptor), user enabled/disabled
AES 256 bit Encryption with user selectable password/key to avoid unauthorized reception
and subsequent decodioftransmitted data.

The transmitter in all radio equipment shall include a power control circuit with an automatic
power reduction facility to prevent ovleating of the transmitter in the event that the ambient
temperature exceeds the specified maxmu

The automatic power reduction facility shakalbe used to protect the radigainst damage
due to excessive reflected power (high VSWR).

Each data radio shall be capable of being firmware updated both locally (wire connection) and
remotely (over the radio channel).

a) The overtheair firmware update feature shall provide a separate software based tool
for managing the update process to emshat only user selected target radios are
updated.

b) The overtheair firmware update feature shall be speed limited to prevent RF channel
Congestion. The ovehe-air firmware update feature shall broadcast the firmware
update to all of the radios withia system so that radios can be upgraded
simultaneously (multicasting).

c) The overtheair firmware update feature shall allow for the updating of a single
target radio or all radios in the system.

d) The overthe-air firmware update feature shall update targdios by sending a
firmware patch file where only the difference between the current and target firmware
is transmitted over the air to reduce the over the air transmission of firmware traffic.

e) The overtheair firmware update feature shall includeegwity password protection
mechanism to prevent tauthorized firmware updates.

f) The overtheair firmware update feature shall only update the offline (alternative)
firmware image so that normal radio operation remains in place during the transfer of
newfirmware

The dfered mdio equipment shall have bdift SNTP server & client with user configurable
date/time override

The system shall include the ability to change data transmission rates dynamically based on the
guality of the radio channel betweany two radios.

The dynamic speed operation shall be dynamically variable for each remote radio depending on
the quality of the radio channel at any particular point in time.

The dynamic speed operation shall adapt to how the radio channel changas@webanges the
data transmission speed automatically to ensure that the fastest possible data speed is being
utilized.

All traffic shallbe compressed before transmission over the air. Compressioshealdle user
configurable to allow a tradeff between latency and compression level. All data radio equipment
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offered shall include two embedded terminal servers that support the transport of serial traffic from
the two serial ports. The terminal servehslisupport UDP & TCP modes.

The data radiequipmentshall also include an embedded MODBUS/TCP gateway that can be
connected on either serial port.

External gateway devices are not allowed. IP Address allocstti@tinclude manual and DHCP
modes of operation.

The proposedadio systenshall be 100% compatible with the proposed load break switches.
Bidders shall prove this compatibility by a formal letter from vendors assuring the full
compatibility between the load break switches and radio models proposed.

The typical system shall be basaua Master Station located at tREADA distribution control
Centre and remote sites which are installed inside the RTU enclosures.

5.3.1 RADIO SYSTEM RATINGS

. - , BIDDER'S
" Radio features Minimum features Required OFFER
ConfigurationModes PTP and PTMP
Transmission Modes Simplex and Duplex
Tx 100% of duty cycle at mal
Level of performance
power at max temperature
Carrier Sense (CS) and Carr
Collision avoidancg and Data Sensing Multipl
mechanism Access (CDSMA)selectable by
user
Number of retry attempts | Configurable by the user
1 | General Channel Spacing 12.5kHz —and = 25kHz  use

selectable by software

0.5ppm from -40°C to 70°C

Frequency Stability ambient

Frequency aging <= lppm/annum

0.05W to 10W configurable b

TX output power software

Overtemperature and high
VSWQ fold back

From 0 to 255 secong
configurable

TX Protection

TX timeout timer

TX spurious output <=-37dBm
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RX Mute

fully user (software) configurabl
digital mute

Datalntegrity

16 bit CRC error checking

Data Modulation Rate

Ch Data 10E® | BER
Bandwidth | Rate Sensitivity
12.5kHz 8kbps | -113
12.5kHz 16kbps | -110
12.5kHz 24kbps | -107
12.5kHz 32kbps | -100

25kHz 14kbps | -111

25kHz 28kbps | -109

25kHz 42kbps | -106

25kHz 56kbps | -99

Modulation

Narrow band 2,4,8 and 4ével
continuous phase modulation

Emission type

11K2F1D and 20KOF1D

Diagnostics Tools

Web, Telnet, SNMP, extern;
software

Error Testing

In built packet error rate testing

In built event log recording
Event Logs time/date of all critical events
Statistics In .bL.Jll'[ recording of radid
statistics

Remote
2 | Radio
Units
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Enclosure / Housing

Rugged alloy metal

DIN railing mounting

As an option

Dimensions 115 x 34 x 164mm
Operating Temperatur -40°C to 70°C ambient
range
Visible multimode LED

Indicator panel

indicators for DC power
transmit, receive, synchronize
data, serial interface 1 &
transmit & receive data, Ethern
1 & 2 transmit & receive data.

Nr of Ethernet ports

2

Ethernet type

10/100Mbps

Filtering methods

User configurable: No Filtering
Unicast Traffic & ARP Only
Unicast Traffic Only /

List of approved MAC addresse




Time server

Built in SNTP server & clien
with user configurablelate/time
override

Nr of RS232 serial data po
(not external converter
permitted)

2

Nr of serial port operating il
RS485

1

Signal Connector

Industry standard TNC female

Power Connector

2-pin industry standard polarize
type

Operating power
voltage range

supply

between +10Vdc and +30V(
(13.8vdc nominal / negativ
ground)

24 W @ 30dBm, 37 W

Typical ~ Tx  power| & 27 4Bm. and 54 W @ 40 dB
consumption ;

transmitter output power
Typical RX power

consumption

5w

Enclosure / Housing

1 RU Metal 19" rack mounted

Base/Repeater format

190 rack

Dimensions

483 x 45 x 410mm (1 RU)

Base/repeater redundancy

Hot-standby

Signal Connector

Dual industry standard N fema
for separate Tx and R
connection

Power Connector

Multi-pin industry standard

3 Repeater / Operating power suppl Between +11Vdc
Base P 9p PPY 1 and +30vdc (13.8vdc nominal
range .
negative ground)
55 W @ 30 dBm, 71 W @ 3
Typical TX power dBm, and
consumption 85 W @ 40 dBm transmitte
output power
Typical R)_( power 14W
consumption
Digital /0 Multi way locking screw termina|
connector
Weight < =5kg
Network Transmit Power (dBm)
4 Management| Minimum of parameters to| Received Signal Strength (dBm
and Remote be reported by radios Internal Temperature (degre
Diagnostics Celsius)
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External DC Power Suppl
(Volts)

Received frequency offset (Hz)
Reverse Antenna Power (VSW

Diagnostics Protocols

Firmware updating method

SNMP V1,v2c and RFC 1213
compliance

Both: locally (wire connection
and remotely (over the air)
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6 LOAD BREAK SWITCH EY SECTIONALISER S

ANNEX A: Guaranteed Technical Particulars (to be filled and signed by the Manufacture
submitted together with catalogues, brochures, drawings, technical data,
records andcertified true copies of type test certificates and type test report
tender evaluation)

6.1 APPLICABLE STANDARDS

IEC 60044.1 Instrument TransformeiisCurrent Transformers

IEC 600711 Insulation Ceordination

IEC 61000 Electromagnetic Compatibili¢eMC) 1 Parts 1,2,3,4 & 6

IEC 60815 Selection and dimensioning of higloltage insulators intended for u:

in polluted conditions

IEC 62271.103 High Voltage Switchgear & Control GeaiSwitches for rated voltag
from 1kV to 52kV.

IEC 62271.200 High Voltage Switchgear & Control Ge#.C. MetalEnclosed
Switchgearand Control gear for Rated Voltages above 1kV
including 52kV

IEC 623513 Security of Profiles including TCP/IP

IEC 623515 Security of Protocols

IEEE 1815 Standard for Electric Pow&ystems CommunicationDistributed
Network Protocol (DNP3)

ISO 1461 Hot dip galvanized coatings on fabricated iron and steel articles

6.2SERVICE CONDITIONS

Parameters Units Value
Elevation above sea level m 01000
Maximum ambient air temperature U 50
Minimum ambient air temperature U -20+
Maximum solar radiation level W/n? 1100
Maximum humidity % 100

Wind velocity-steady Km/h 80

Wind velocityGusts Km/h 160
Maximum Salt deposits per month mg/m2 30
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6.3SYSTEM CONDITIONS

Parameters Unit 11Kv 33Kv
Rated System Voltage kV 11 33
Maximum System Voltage kV 12 36
Phases 3 3
Frequency Hz 50 50
Lightning Impulse Withstand Commc kV 95 170
Value

Lightning Impulse Withstand acros kV 110 195
isolating gap

Power Frequency Voltage Withstal kV 28 70
Common Value

Power Frequency Voltage Withstar kV 32 80
across isolating gap

Short Circuit Level KA 16 16
Short Circuit Duration S 3 3

6.4LBS EQUIPMENT RATINGS

Parameters Unit 11Kv 33Kv
Nominal Voltage kv 11 33
Maximum Voltage kv 12 36
Phases 3 3
Frequency Hz 50 50
Rated Current A 630 630
Short Circuit Level KA 16 16
Fault Make Capacity kA (RMS) 16 16
Fault Make Peak (50Hz) kA 40 40
Rated Short Time Current s 3 3
Lightning Impulse Withstand Commaralue kv 95 170
Lightning Impulse Withstand across isolating ¢ kV 110 195
Power Frequency Voltage Withstand Commr kV 28 70
Value

Power Frequency Voltage Withstand acr kV 32 80
isolating gap

Breaking Capacity Mainly Active (0.7pf) A 630 630
Breaking Capacity Cable Charging A 20 20
Breaking Capacity Line Charging A 2 2
Mechanical Operations No. 5,000 5,000
Full Load Operations No. 400 400
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6.5SWITCHGEAR REQUIREMENTS
6.5.1 General Requirements
6.5.1.1The switchgear shall be fully enclosed and gas insulated.
6.5.1.2The switchgear shall be suitable for use as a disconnector and shall comply
with the requirements of IEC622-21D3
6.5.1.3The switchgear shall be capable withstanding throughput of rated fault current
for 3s.
6.5.1.4Provision shall be made for local manual opening and closing of the
switchgear. The speed of opening and closing of the contacts shall be operator
independent.
6.5.1.5Provision shall be made for local electrical opening and closing of the
switchgear.
6.5.1.6Electrical operation of the switchgear shall be independent of the status of the
HV supply and shall be via low voltage AC or DC source.
6.5.1.7The switchgear shall be capable of closing onto a fault up to its specified fault
rating.
6.5.1.8Clear and unambiguous mechanicali¢gation shall be provided to an operator
standing on the ground as to the status of the switchgear main contacts.
6.5.1.9The switchgear indicator shall be mechanically linked to the switching
mechanism of the switchgear.
6.5.1.10 The switchgear shall be provided withifaies to be mechanically locked.
The status of the mechanical lock shall be clearly visible.
6.5.2 Disconnector Function
6.5.2.1The switchgear shall be suitable for use as a disconnector providing a fully
rated point of isolation suitable to allow the applicatioteofiporary earth
conductors to enable work on the line to be effected safely. The switchgear
shall comply with the requirements of IEC62213 (dielectric) tests:
(IEC622711 Clause 6.2)
6.5.3 Material & Finish
6.5.3.1All exposed metal components of the switchgearl@eheg the bushing
terminals and mounting bracket) shall be manufactured from either an
aluminium casting or stainless steel of grades 304 or 316. Strong preference
will be given to items manufactured from 316 grade stainless steel.
6.5.3.2All support structurefi.e. mounting brackets for the circloteaker, surge
arresters, external voltage sensors, etc.) shall be made of stainless steel, or as a
minimum be hotip galvanized in accordance with 1ISO1461
6.5.3.3Bolts and nuts associated with the support structurestshabbtdip
galvanized in accordance with ISO1461
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6.5.4 Switchgear
6.5.4.1The equipment shall be suitable for both sifubée and Hpole mounting.

6.5.4.2The interface between the pole and the mounting bracket shall have two M20
mounting holes.

6.5.4.3The mounting holes shalke designed such that it will be possible to slide the
circuit-breaker into position without having to remove the nuts and washers
from the threaded rods

6.5.4.4All the required mounting hardware shall be supplied with the switchgear

6.5.4.5Bolts nuts and washers shiaét hot dipped galvanized

6.5.4.6Adequately rated lifting eyes shall be provided to allow the completely
assembled switchgear (fitted with surge arresters and external voltage sensors
(if applicable)) to be lifted without recourse to a sling spreader. The inside
diameter of the lifting eyes shall be a minimum of 25mm.

6.5.5 Earthing arrangement
6.5.5.1An M8 or larger earth stud welded to main tank shall be provided in an

accessible position.

6.5.6 Switchgear Terminations
6.5.6.1A fully insulated termination shall be provided by designiartkie use of

appropriate insulation guards

6.5.7 Terminals
6.5.7.1The terminals shall be suitable to accept aluminium or copper conductors

6.5.8 Bushings
6.5.8.1Details of the external insulation material shall be provided in the tender

documentation. Preference will be for bugiirmanufactured of a composite
material such as cycloaliphatic epoxy.

6.5.9 Creepage
6.5.9.1The switchgear shall be suitable for application in areas with very heavy

pollution levels as defined by IEC 60815.
6.5.9.2Minimum creepage will be 31mm / kV

6.5.10 Profile
6.5.10.1 Bushing profilecharacteristics shall comply with the guidelines of annex

D of IEC 60815.
6.5.10.2 Details of the critical dimensions and ratios, as defined in annex D of IEC
60815, shall be provided in the tender documentation.

6.5.11 Surge Arrester Mounting

6.5.11.1 Mounting brackets for surge arresters shall be provided on the source and
load side of the switchgear, adjacent to the bushings.
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6.5.12 Current Transformers
6.5.12.1 The switchgear shall be supplied with three (one per phase) current
transformers.
6.5.12.2 The current transfornmg with a minimum class of class 5P15 as defined in
IEC 60044 shall be preferred.
6.5.13 Voltage Sensors
6.5.13.1 The switchgear shall be supplied with six voltage sensors (e.g. VTs,
CVTs, etc.), one per phase on the source and the load side.
6.5.13.2 ltis preferable that the vialge sensors are an integral part of the
switchgear.
6.5.13.3 The accuracy of the total voltage measurement system shall not exceed
3%
6.5.14 Control Cable
6.5.14.1 An ultraviolet resistant cable, minimum 7m long, shall be provided to
connect the switchgear to the control unit.
6.5.14.2 Roaobust, multipin, weatherproof connectors shall be provided on both ends
of the control cable.
6.5.15 Rating Plate
6.5.15.1 Each switch shall bear a rating plate of an intrinsically correasistant
material, indelibly marked with the séavel rating for which thequipment
has been type tested. The rating plate shall be indelibly marked with:
i) the manufacturer's name;
i) the equipment type designation and serial number of the LBS;
iii) the mass, in kilograms;
iv) the date of manufacture; and
v) Frequency, f
vi) Rated Voltage, Ur
vii) Lightning Impulse Withstand Voltage, Up
viii) Rated Current, Ir
ix) Rated Breaking Current, Isc
x) Rated Making Current, Ima
xi) Rated Short Time Withstand Current, 1k
xii) Rated Duration of Short Circuit, tk
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6.5.16 Maintenance & Inspection

6.5.16.1 Tenderers shall provide all information egding the inspection, testing,
and maintenance required. Preference will be given to low maintenance
solutions. Tenderers shall state required maintenance intervals and provide list
of spare parts necessary for maintenance activities.

6.5.16.2 The equipment shailhcorporate a system that provides indication of the
approximate remaining life of the interrupters. This information shall also be
available viaSCADA for maintenance planning purposes

6.5.16.3 Switchgear containing SF6 shall have gas pressure measurement and
indication. The switchgear shall not be able to be opened / tripped or closed
when SF6 gas pressure is below the safe level for operation.

6.5.16.4 It shall be possible to disconnect the control cable at the control unit while
the switchgear is energised, live, andgiag load, without causing damage
or maloperation. Removing or connecting the control cable while the
switchgear is in service shall not result in the switchgear changing
open/closed state. The systehallalso be such that it ensures that CTs are
not opencircuited.

6.5.17 Test sets / tank simulators

6.5.17.1 All devices with electronic controllers shall have a suitable tank simulator
for testing and commissioning.

6.5.17.2 Tank simulators shall be supplied with all required cables for connection
to switchgear.

6.5.17.3 Tank simulatos shall be supplied with open/close contacts for switchgear
status.

6.5.17.4 Tank simulators shall be capable of secondary injection from a separate
piece of test equipment via banana plug fittings. Tanks simulators shall be
capable of simultaneous injection vig@rent inputs and 6 voltage inputs to
simulate 3 phase network events.

6.5.17.5 Preference will be given to equipment that can simulate voltages and
currents in the simulator / switchgear to reduce or avoid the requirement for
secondary injection

6.5.18 CONTROL UNITS

The Control unit shall be a microprocesbased electronic device that interfaces the
power equipment to a control system. It shall include all the functions required to monitor
and control the switchgear. It shall include an RTUSGADA communications.

6.5.18.1 Material & Finish

a. The control cabinet shall be manufactured from stainless steel of grades 304 or 316.
Strong preference will be given to items manufactured from 316 grade stainless
steel.
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b. The mounting bracket shall be made stainless steel of grades 308.0

6.5.18.2 Mounting Arrangement

a. The control cabinet shall be easily removable for workshop repair purposes.

b. The cabinet shall be supplied with a mounting bracket.

c. The mounting bracket shall have at least two, vertically spaced, mounting holes.
The holes shalbe designed such that it will be possible to slide the cabinet into
position without having to remove the pole mounting bolts (or coach screws).

d. The mounting bracket shall have at least two sets of, vertically spaced, slots for
temporary mounting by mean$ straps.

6.5.18.3 Earthing Arrangement
a. Control cabinets shall be provided with an M8 or larger earth stud.

6.5.18.4 Construction

(a) The control cabinet shall be separate from the switchgear (i.e. the switchgear and
control unit shall not be integrated into a sindgwice)

(b) Cabinets shall be protected from dust and water ingress to achieve an IP rating of
IP 55 or better as per IEC 60529

(c) The main electronics compartment shall be protected from dust and water ingress
to achieve an IP rating of IP 65 or better as g€ 60529.

(d) Cabinets shall be designed and internally treated to prevent moisture condensation.

(e) All metal components of the control cabinet shall be electrically bonded.

HProvision shall be made in the cabinet
equipment
@ The | ayout of t he cabinet shall ensu

communications equipment.

6.5.18.5 Door

(a) The cabinet shall have a hinged door.

(b) The door shall be fitted with a robust fastening arrangemkith can be locked
with a padlock that has a shackle of 8 mm diameter.

(c) The door shall be provided with three point locking.

(d) Means shall be provided to either secure the door in a fully open position (90° or
more), or to easily remove (without the use afl$) the door completely during
maintenance or similar activities.

(e) Good electrical contact shall be maintained between the door and the rest of the
cabinet at all times (excluding the condition when the door is completely removed).

() The cubicle shall be atmed such that when the door is open&CADA alarm
will be generated.



108|Page

6.5.18.6 Cable Entry

(a) The cabinet shall make provision for bottom entry of at least three cables.

(b) A suitable arrangement shall be provided to earth the gland plate.

(c) The holes in the blanking gtle shall be blanked off with blanking plugs that are
bolted or screwed in to position.

(d) The control cabinet shall be fitted with external antenna connectors.

6.5.18.7 Power Supply

(a) The control unit shall have an integral power supply.

(b) The capacity of the powsupply shall be rated to power all the electronic modules,
operate the switchgear (tripping/opening and closing) and power the data
communication equipment.

(c)Steps shall be taken to minimise the de

(d) Adequately rated miniature circtbreakers shall be provided for individually
isolating the control from the following:

(i) Auxiliary Supply

(i) Battery Supply

(iif) Power Supply Input

(iv) The auxiliary supply will be derived from an external power source.
The required supply shall be one of the following:

(a) 110 V (x10%) AC at a frequency of 50 Hz;

(b) 240 V (x10%) AC at a frequency of 50 Hz;

(c) The device shall provide a visual indication, on the control panel and in the event
log, of the status of the auxiliary supply.

(d) An auxiliary supply fail function shall be gvided; it shall operate an alarm output.

(e) Loss or restoration of the auxiliary supply voltage, and urdiage conditions in
the auxiliary supply shall not result in damage or spurious operation of the
equipment.

6.5.18.8 Power Supply Protection

(a) The powersupply shall include the necessary euarrent protection to protect the
supply from current excursions.

(b) The use of fuses for oweurrent protection on the auxiliary input circuit(s) is not
acceptable.

(c) The power supply shall include the necessary surgstars and/or voltage limiting
devices to inhibit damage due to voltage surges. (Surge protected up to 20kV, in
compliance with IEC60255)



6.5.18.9 Battery Backup Supply
(a) A battery backup supply consisting of batteries and a constant voltage battery

charger, wih current limiting, shall be provided with the control unit.

(b) The Battery standbtime shall be a minimum of B4 allowing for the

following:

(i) Ten switchgear operations;

(i) 3Ah for the communications device

(iif) The battery charger shall be capable of rechargindpaittery from flat to
80% of its capacity within 15 hours

(c) The switchgear shall be prevented from operating if the battery does not have
enough stored energy to complete the operation.

(dBatteries shall be automati catifiedd di s c
minimum voltage and automatically reconnected when auxiliary power is
restored.

(e) The minimum operational battery life expectancy (to 80% of rated capacity at
i110eC) shall exceed 3 years.

() Provision shall be made for an orderly shutdown when the pattdtage
reaches the manufacturerdés specified n

6.5.18.10 SelMonitoring

(a) The battery charging system shall be temperature compensated

(b) The battery system shall incorporate a battery test facility. During the test the
auxiliary power supply will belisconnected and a load placed on the battery,
rate of voltage drop and voltage recovery time etc. shall be analysed to
determine the health of the battery. The battery test shall be configurable to
occur periodically and shall be delayed during an opmratir when the
auxiliary supply has failed.

(c) The power system shall incorporate means to prevent deep discharge of the
batteries

(d) The power supply shall deliver the following status toSKRADA.
(i) Battery disconnected;
(i) Absence of power input /Auxiliary Supphail
(iif) Battery Low volts
(iv) Battery Low Capacity (Low Power Mode)
(v) Battery End of Life (Battery Test Fail)

Electronic modules shall perform continuous diagnostic monitoring and shall

contain hardware and software watchdog checking.
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6.5.18.11 Cyber security

The load brealswitches/sectionalizers control units shall be provided to respect the
same cyber security requirements as the I
mounted substations remote ter minal uni t s

6.5.18.12 EMC
EMC testing shall be effected as per the Type Test Requirements detailed in Type Test
Clause below.

6.5.18.13 Interoperability

Preference will be given to providers whose control unit is common between reclosers
and LBS and which do not require alternative firmware to be loaded in the controller,
rather the controlleshall automatically detect the switchgear type and display the
appropriate settings and configuration screens.

6.5.18.14 Configuration Software & Engineering Access

(a) The switchgear shall be fully configurable from a PC, utilising the configuration
software.

(b) A configuration port shall be provided to facilitate rematnfiguration via
standard Data Communication Equipment.

(c) The configuration port shall be an EE82 port, a USB port or an Ethernet port.

(d) The configuration software shall be compatible with Microsoft Windows Operating
System 7or equivalent.

(e) Configurationsoftware is regarded as an integral part of the offer and shall be
provided at no additional charge.

() It shall be possible to perform future controller firmware upgrades via the local
communication ports.

(9) Engineering access shall be possible locally andotelyn using appropriate
communications media

(h) Units shall support both engineering &@ADA access on a single Ethernet port.
Neither communication shall interfere with the other

() It shall be possible to change settings by discreet functions for exarspbdlibe
possible to write all detection settings without affecting telemetry settings or
operator settings etc.

6.5.18.15 Human Machine Interface
(a) The operator interface shall be designed for ease of operation to minimise training
and avoid operator error.

(b) Engineering access to all configuration parameters shall be possible via an easy to
use menu with dedicated menu navigation buttons.

110|P age



(c) Operator access to all status indicators, operator controls and logged data will be
possible via the operator interface.

(d) The operator interface shall provide a facility to electrically disable any electrical
operation of the switchgear. Disabling circuits shall be by physically disconnecting
the circuit from the close energy source.

(e) Trip/Open operation shall be via a dedicaggeen button. This button shall also
include status indication. (See Appendix 1)

() Close operation shall be via a dedicated red button. This button shall also include
status indication.

6.5.18.16 Local Controls & Indications

A customer configuration utility wilbe provided to allow customisation of status
indications and command buttons on the HMI. The configuration utility will allow
modification of the lamp and button text labels, lamp colours and logic functions
driving the lamp output. It will also be posshbio assign different functions to the
command buttons.

6.5.19 ANALOGUE MEASUREMENT REQUIREMENTS
(a) Measurement shall be done with one of the following methods:
(b) threephase3-wire method; and
(c) or the thregphase4-wire method
Quantities to be measured/calculatechvgipecified accuracy are:

r.m.s. phas¢o-phase and phage-ground voltage of all +2.5%;
three phases

Positive phase sequence voltage +2.5%;
Negative phase sequence voltage +2.5%;
Zero phase sequence voltage +2.5%;
r.m.s current per phase (withiated current range) +2.5%;
Earth Current +2.5%;
Positive phase sequence current +2.5%;
Negative phase sequence current +2.5%;
three phase active power in KW + 5%;
three phase reactive power in kVar + 5%);
total threephase active energy in kWh + 5%);
Power factor + 5%;
Maximum demand + 5%;

The real power energy and maximum demand measurement shall be integrated with respect to
time. Energy values shall be calculated with selectable time integration periods of 5 min, 15
min, 30 min or 60 min. Thdata buffer shall work on the FIFO principle and a minimum size

for the data buffer shall store values for a minimum of 4 months on the 30 minutes integration
period.
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6.5.20 OUTAGE MEASUREMENTS

The switchgear and Control element shall have the facilities to record the cumulative
number and duration of outages. The information shall be assessable locally or remotely
via telemetry messaging td&&CADA system. The following parameters shall be rdedr

(a) Cumulative total number of outages;
(b) Cumulative total outage duration; and
(c) Time and duration of each outage in the form of an event log.

6.5.21 HARMONIC ANALYSIS

Harmonics to thel6 and the Total Harmonic Distortion (THD) shall be provided for the
phase curnets, source side voltages and load side voltages. The captured harmonics shall
be available via PC for off line display and analysis.

The magnitude and the phase angle between the corresponding voltages and currents of the
analogues listedhallbe displagd:

a) Positive phase sequence voltage,

b) Negative phase sequence voltage,

c) Zero phase sequence voltage,

d) Positive phase sequence current,

e) Negative phase sequence current, and
f) Zero phase sequence current.

6.5.22 DETECTION REQUIREMENTS
6.5.22.1 General Requirements

The control unit shall provide the following Detection features.
Phase over current

(a) Earth Fault current

(b) Sensitive Earth Fault current

(c) Negative Phase Sequence current

(d) Directional Phase over current

(e) Directional Earth Fault current

(H Directional Sensitive Earth Fault current

(g9) Directional Negative Phase Sequence current
(h) Broken Conductor

() Under voltage

(1) Over voltage

(k) Loss of Phase
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6.5.22.2 Phase over Current Detection Requirements

(&) The minimum setting range for Pickup shall be82DA

(b) ThePickup setting range shall be user selectable in steps of 5A or less

(c) Phase Overcurrent shall support a definite time characteristic.

(d) The minimum Setting Range for the Definite Time element shall be-0L0&s

(e) The Definite Time Setting Range shall be usdedable in steps of 20ms or
less

() An Instantaneous characteristic shall be provided.

(9) An instantaneous characteristic shall be selectable either as the only curve for
the selected trip or as an overlay on a definite time characteristic

6.5.22.3 Earth over Current Detection Requirements

(a) The minimum setting range for Pickup shall beS2DA

(b) The Pickup setting range shall be user selectable in steps of 5A or less

(c) Earth Overcurrent shall support a definite time characteristic.

(d) The minimum Setting Range for the DéfenTime element shall be 0.02:0s

(e) The Definite Time Setting Range shall be user selectable in steps of 20ms or
less

() An Instantaneous characteristic shall be provided.

(9) An instantaneous characteristic shall be selectable either as the only curve for
theselected trip or as an overlay on a definite time characteristic

6.5.22.4 Negative Phase Sequence (NPS) over Current Detection Requirements

(a) The minimum pickup setting range shall bB8BGA

(b) The pickup setting range shall be user selectable in steps of 1A.

(c) NPS Ovecurrent shall support a definite time characteristic.

(d) The minimum Setting Range for the Definite Time element shall be-Q08s

(e) The Definite Time Setting Range shall be user selectable in steps of 20ms or
less

(H An Instantaneous characteristic shall be provided.

(9) An instantaneous characteristic shall be selectable either as the only curve for
the selected trip or as an overlay on a definite time characteristic

6.5.22.5 Sensitive Earth Fault (SEF) Detection Requirements

(a) The SEF element shall support a definite time characteristic.

(b) The SEF elemerghallsupport IDMT characteristics.

(c) The SEF function shall be equipped with harmonic filtering to prevent operation
when harmonics are present in the primary residual eartbntsirr A lowpass
filter shall be supplied, with:
1 2nd harmonic rejection > 6: 1;
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1 3rd harmonic rejection > 50: 1.

The SEF shall be settable fronrR8A in 1A steps.

1 The minimum Setting Range for the Definite Time element shall be 0.1s
30s

1 The Definite TimeSetting Range shall be user selectable in steps of
100ms or less

=

6.5.22.6 Broken Conductor Detection

Broken conductor detection shall be current based and shall be able to detect a broken
conductor downstream (in the direction of the power flow).

a) A Broken Conductor shall be detected by comparing the ratio of negative phase
sequence current to positive phase sequence current.

b) The Broken Conductor element shall support a definite time characteristic.

c) The minimum Setting Range for the Definite Tiglement shall be 0.2420s

d) The Definite Time Setting Range shall be user selectable in steps of 100ms or less

e) The detection setting (Inps / Ipps) sHadl settable over the range 0.1.

f) The Broken Conductor setting ratio shall be selectable in stép% of less.

6.5.22.7 IDMT Overcurrent Characteristics
The Phase, Earth Fault and NPS elemshddl support IDMT characteristics.

Further preference will be given to units where the SEF characteristic also supports use
of an IDMT characteristic.

Where IDMT charateristics are supported, the following IDMT characterissicall
be supported:

a) Normal inverse (NI),

b) Very inverse (VI) and

c) Extremely inverse (El) in accordance with IEC 60255, standard moderately
inverse, very inverse and extremely inverse in accosdwiit IEEE C37.112.

d) Itis preferablghat the relay also supports traditional TCC curves.

Where IDMT characteristics are supported

i) A threshold or pick up multiplier shall be provided.

i) The minimum setting range for the Pick Up Multiplier shall beS.®M

iii) The Pickup Multiplier setting range shall be user selectable in steps of 0.1 or less

iv) The minimum setting range for the IDMT characteristic Time Multiplier shall be
0.17 2A wider rangas preferred

v) The IDMT characteristic Time Multiplier setting range shall be user selectable in
steps 0.05 or less.
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vi) An Instantaneous characteristic shall be provided.

vii) An instantaneous characteristic shall be selectable either as the only curve for the
selected trip or as an overlay on an inverse time curve

viii) The IDMT characteristics shall be configurable with a Minimum Time
Modifier.

iX) The minimum setting range for the Minimum Time Modifier shall 5e23

X) The Minimum Time Modifier setting range shall be uselectable in steps of 0.
05s or less.

xi) The IDMT characteristics shall be configurable with a Maximum Time modifier.

xii) The minimum setting range for the Maximum Time Modifier shall b& A.@s

Xiii) The Maximum Time Modifier setting range shall be user selextab
steps of 0.1s or less.

Xiv) The IDMT characteristics shall be configurable with an Additional Time
Modifier.

xv) the minimum setting range for the Additional Time Modifier shall He28

XVi) The Additional Time Modifier setting range shall be user selectable i
steps of 0.05s or less.

6.5.22.8 Detection Reset

a) Drop off current shall be a maximum of 95% of the Pickup Current and a
minimum of 85% of the Pickup Current for all Detection functions.

b) A definite time characteristic shall be provided for the reset time.

¢) Theminimum setting range for the Fault Reset Time shall be 10ms to 10s.

d) The Fault Reset Time shall be configurable in steps of 50ms or less.

e) Once pickup has occurred, shall the measured current fall below the Pickup
threshold but remain above the reset tho&sthe detection timing will be
paused and rstarted if the current on@gain exceedsie Pickup.

6.5.22.9 Inrush Restraint

a) A harmonic current inrush restraint function shall be supplied. Transformer
magnetising current is characterised by a signifipententage of second for
the inrush restraint fee trigger order harmonic current relative to the
fundamental current. The trigger for the inrush restraint feature shall not be
zero amps current but rather a user configurable percentage of second order
harmonic current relative to the fundamental current.

b) The minimum range for the restraint period, the Inrush Restraint Time, shall
be 50ms to 30s

c) The Inrush Restraint Time shall be user selectable in steps of 10ms or less

d) The minimum range for the Inrush Resiit Multiplier shall be 1 to 30

e) The Inrush Restraint Multiplier shall be user selectable in steps of 0.1 or less
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f)

9)

The minimum range for the percentage of second order harmonic relative to
the fundamental, the Inrush Restraint Threshold, shall be 20% % 200
The InrushRestraint Threshold shall be user selectable in step% afr less

6.5.22.10 Cold Load

a)

b)
C)

d)
e)
f)
¢)
h)

A cold load pickup (CLP) feature shall be provided that allows user
selectable modification of protection element characteristics under conditions
of system powerestoration.

The elements to be modified by the cold load funcsioallbe selectable.

This CLP feature shall allow the Pick Up current of the selected elements to
be raised to a user configured multiple of the Pick Up current, (Cold Load
Multiplier), in a linear fashion over a user selectable time (Cold Load Time)
The minimum setting range for the Cold Load Time shall b6®minutes

The Cold Load Time shall be user configurable in steps of 5 minutes or less.
The minimum setting range for the Cdldad Multiplier shall be 14.

The Cold Load Multiplier shall be user configurable in steps of 0.1.

The vendomay propose an alternative arrangement for consideration by the
purchaser.

6.5.22.11 Voltage Detection Requirements

a)
b)
c)

d)
e)

f)

9)

h)

)

The over voltage detection functishall detect voltages above the nominal
phase to earth system operating voltage.

The minimum setting range for the Overvoltage Alarm Threshold shall be
110%- 180%,

The Overvoltage Alarm Threshold shall be user configurable in steps 5%, or
less.

The OverVoltage detection function shall use a Definite Time Characteristic.
The minimum setting range Over Voltage Alarm Delay Time shall be-0.2s
60s.

The Over Voltage Alarm Delay Time shall be user configurable in steps of
100ms or less.

It shall be possibléo configure the over voltage detection function to detect
under voltage on a single phase, all three phases or the average of all three
phases.

The under voltage Detection function shall detect voltages below the nominal
phase to earth system operatingfage.

The minimum setting range for the Under Voltage Alarm Threshold shall be
50%- 90%,

The Under Voltage Alarm Threshold shall be user configurable in steps 5%,
or less.



k) The Under Voltage detection function shall use a Definite Time
Characteristic.

[) The minimum setting range Under Voltage Alarm Delay Time shall be-0.2s
60s.

m) The Under Voltage Alarm Delay Time shall be user configurable in steps of
100ms or less.

n) It shall be possible to configure the under voltage detection function to detect
under volage on a single phase, all three phases or the average of all three
phases.

0) It shall be possible to separately enable / disable the Over and Under Voltage
Detection functions

6.5.22.12 Directional Detection

a) A Directional Detection feature shall be provided.

b) Theminimum time to determine fault direction for Phase Overcurrent, Earth
Fault and NPS shall not exceed 50ms

c) The relay minimum time to determine fault direction for SEF shall not exceed
500ms

d) The relayshall have independent settings for each element fdollogving
guantities

i.  Characteristic Fault Angle
ii.  Forward Sector Width
iii. Reverse Sector Width
iv.  Low Polarising Voltage Threshold
v. Low Polarising Voltage Action

e) The minimum setting range for the Characteristic Fault Angli lséa
17918Gk o
f) The CharacteristEaul t Angl e shall be user conf
g) The minimum setting range for the for Forward and Reverse Sector Widths
shal |l-9We 45c¢
h) The Forward and Reverse Sector Widths shall be user configurable in steps of
le
i) The minimum setting range forahLow Polarising Voltage Threshold shall be
300-15,000 Volts
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6.5.22.13 SectionalizingFunction

a)

b)

9)

h)

It shall be possible to use the LBS as an automatic Sectionaliser when the LBS
is used in conjunction with an upstream Automatic Circuit Recloser. (ACR)

If a fault is detected and both the measured current and voltage drop to zero
the LBS shall count one ACR operation and register a count of 1 in an
interruption counter register.

Subsequent faults detected followed by both the measured current and voltage
dropping to zero the LBS shall further increment the interruption counter.
When a predetermined count is reached the LBS shall automatically open to
isolate the faulty circuit while the ACR is in the open position. The ACR can
then restore power to thedithy part of the system.

The minimum setting range for the Interruption Counter shall®e 1

If the fault is of temporary nature and is cleared before the LBS count reaches
the predetermined number, the LBS shall remain closed and shall reset to its
pre-fault condition after the reset time is expired.

The minimum setting range for Sequence Reset Time shall be selectable from
3s to 120s

The Sequence Reset Time shall be configurable in steps of 1 s or less.

6.5.22.14 Fault Locator

All units shall be provided with a function that calculates the distance to fault following
detection of a fault. Details of the proposed system shall be provided.



6.5.23 COMMUNICATIONS AND HARDWARE
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6.5.23.1 Remote Terminal Unit RTU

(a) The Control unishallinclude a Remig Terminal Unit RTU

(b) The RTUshallsupport telemetry messaging using the DNP3 protocol. Preference
will be given to equipment which also supports IEC-87104 |IEC 8765-101

6.5.23.2 Telemetry Communications Ports
(a) An RS232 port shall be provided for telemetgymmunications

(b) A 10BaseT or 100Basel Ethernet port shall be provided for telemetry
communications

(c) Preference will be given to equipment which provides additional RS232, RS485,
Ethernet or V23 modem ports.

6.5.23.3 Communications Equipment

(a) Provision will be madé& mount communications equipment to include modems or
radios in the control box. The available space to mount equipment will be detailed.

(b) Provision shall be made in the bottom entry gland plate for at least two keyed holes
for the external antenna connecs.

6.5.23.4 Communications Equipment Power Supply
(a) A user programmable communications equipment power supply shall be provided.

(b) The minimum setting range for the Communications Equipment Power Supply
shall be 1615V dc

(c) The Communications Equipment Power Supgiglsbe configurable in steps of
not more than 1V.

(d) The communications equipmembwer supply shall have a continuous rating of at
least 30W

6.5.23.5 Remote Controls & Indications

(a) The required remote controls, indications and analogues are detailed in Appendix
2

(b) The 1/0O map shall be user configurable to add or delete points



6.5.23.6 Indications

(a) Each indication shall be configurable to provide time stamping of status changes
with an accuracy of 10ms or better.

(b) Status changes shall be reported and recorded in the eventtlegsequence in
which they occur

(c) A facility shall be provided to invert the status of indications

(d) An event buffer to store all changes in configuB€ADA points as timestamped
events shall be provided. The buffer shall have a capacity of at least@33.

6.5.23.7 Controls

(a) The control output subystem shall support both DireOperate and Select
Before Operate controls. The selection of type will be made at the master station.

(b) Failure of any one component shall not result in an undesired control output
(©)ltshall be possible to test the control

6.5.23.8 11.8 Counters

(a) At least two counters shall be provided (minimum 16 bits).
(b) Counters shall be stored in rwalatile memory
(c) It shall be possible to assign the counters to courdrdift points in the device

(d) The counters shall have a user configurable report facility (time referenced to the
hour or count based). I f the counterds
shall operate in a rollover fashion. It shall be possible tdigua jitter, reporting
and other settings per counter.

6.5.23.9 Analogues

(a) All analogues shall have a resolution of at least 16 bits.

(b) A dead band facility shall be provided to report analogue changes on the
transgression of a configurable setting range

(c) A facility to report the transgression of high and low analogue values as digital
alarmsshallbe provided.
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6.5.23.10 Time Synchronization Management

(a) The control shall be equipped with a battery backed real time clock with leap year
support.

(b) It shall be possible to set tletock via the configuration software and via a DNP3
master to within 1ms of the synchronisation clock.

(c) The accuracy of the clock shall be better than 12 (twelve) parts per million
(d) The precision of the clock shall be 1 millisecond or better

(e) The real time @ck battery, or other power source, shall provide at least 20 days of
total standby time. The power soust&linot need replacing more often than every
ten years.

6.5.23.11 Custom Logic Functionality
6.5.23.11.Custom Logic inputs and operations

(a) The control system shall prioke a CLF (custom logic functionality) to allow
the creation of unigue logic status monitoring functions.

(b) It shall be possible to monitor the status of:

() Digital control data (Switchgear and controller status, Operator control
settings, Protection eventsxternal Inputs & Outputs, and protocol
triggers)

(i) Analogue signals (Line Current and Voltage measurement, Counters and
Timers)

a) It shall be possible to create logic expressioasg Boolean Logic
operandssuch as AND, OR, NOT to evaluate the status of digital and
analogue database values.

b) It shall be possible to create multiple logic expressions.

6.5.23.11. Atilisation of the Custom Logic functions
(a) The results of the logic expressions shall be available via pidtoadditional

indication back to the control centre.

(b) It shall also be possible to display the results of these logic expressions via
LEDs located on the operator interface.

(c) Furthermore the results of the logic expressions shall be available to perform

automatic actions (turn features on/off) and control external equipment.
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6.5.24 TYPE TESTS
All switchgear shall be type tested for the following and the appropriate values shall be
stated in the tender documentation:

6.5.24.1 Insulation (dielectric) testgIEC62271103 Clause 6.2)
a) power frequency withstand voltage test (Wet & Dry)
b) Lightning impulse withstand voltage test.
6.5.24.2 Measurement of the resistance of the main circuit (IEC622B1Clause
6.4)
6.5.24.3 Temperature Rise (IEC622-1D3 Clause 6.5)
6.5.24.4 Shorttime withstand current & peak withstand current (IEC622D3B
Clause6.6)
6.5.24.5 Verification of protection (IEC6227%1/60529 Clause 6.7)
6.5.24.6 Tightness test (IEC6227103 Clause 6.8)
6.5.24.7 EMC test (IEC62271.03 Clause 6.9)
6.5.24.8 Additional tests on auxiliary and control circuitE(@62271103 Clause
6.10)
6.5.24.9 Making and breaking tests: (IEC622I03 Clause 6.101)
a) Mainly Active
b) Closed Loop
c) Cable charging
d) Line charging
e) Short circuit making
f) Earth Fault Current switching
6.5.24.10 Mechanical and environmental tests:
a) Mechanical Endurance Test (IECG22103 Clause 6.102.2)
b) Operation at Minimum Ambient temperature (IEC62210B Clause 6.102.3)
c) Operation at Maximum Ambient temperature (IEC62203B Clause 6.102.3)
d) Tests to verify the proper functioning of the position indicating device
(IEC62271103 Clase 6.102.6
6.5.24.11 Internal Arc (IEC62274200, Sukclause 6.107 and Annex A)
6.5.24.12 Mechanical Impact (IEC6227200, Sukclause 6.7.)
6.5.24.13 Control Element Surge Withstand Test (IEC622721 Clause 6.13)
6.5.24.14 EMC Testing as per the table betow
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Standard Description Test Level
|IEC 610004-2 Electrostatic Discharg ki
+/- 15kV
Radiated 10V/m, 80 MHz- 1000 MHz
IEC 610004-3 Electromagnetic Field 3V/m, 1000 MHz- 2700 MHz
10V/m, 1000 MHz 2700 MHz
+/- 4kV
+/- 4kV
+/- 4kV
IEC 610004-4 Fast Transient +/- 4kV
+/- 4kV
+/- 4kV
+/- 4kV
+/- 4kV line-to-earth, + 2kV line-to-line,
1.25/50usec
+/- 4kV, 1.25/50usec
+/- 4kV, 10/700usec
IEC 610004-5 Surge +1- 4KV, 10/700usec
+/- 4kV, 1.25/50usec
+/- 4kV, 1.25/50usec
+/- 4kV, 1.25/50usec
10V RMS
10V RMS
10V RMS
IEC 610004-6 Conduced Disturbancg 10V RMS
10V RMS
10V RMS
10V RMS
Power Frequenc
IEC 610004-8 Magnetic Field 100A/m continuous, 1000A/m for 1s
Voltage Dips  and Voltage dips 0% 1 cycle, 40% for 10 cycle
IEC 610004-11 Interruptions 70% for 25 cycles, 80% for 250 cycles
Voltage interruptions 0% for 250 cycles
Conducted Commol 30V continuous, 300V 1 sec, 50/60Hz
IEC 610004-16 mode disturbances - (
150kHz 30V continuous, 300V 1 ses0/60Hz
Damped Oscillatory 2.5kV Common mode, 1kV diff@ 100kHz
IEC 610004-18 Wave and 1MHz
2.5kV common mode @ 100kHz and 1MH
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6.5.25 ROUTINE TESTS

All switchgear shall be tested for the following and the appropriate values shall be stated
in the tendedocumentation:

6.5.25.1 Calibration

6.5.25.2 Control, secondary wiring

6.5.25.3 Dielectric withstand test;-inin. dry powetfrequency
6.5.25.4 Partial discharge test

6.5.25.5 No load mechanical operation test

6.5.25.6 Gas leak test where applicable
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7 11KV AND 33KV RECLOSER REQUIREMENTS
7.1APPLICABLE STANDARDS

IEC 60044.1
IEC 600711
IEC 61000
IEC 60815

IEC 62271.100

IEC62271111
(ANSI/IEEE
C37.60)

IEC 62271.200

IEC 623513
IEC 623515
IEEE 1815

ISO 1461

Instrument TransformeiisCurrent Transformers

Insulation CeOrdination

Electromagnetic Compatibility (EMQ) Parts 1,2,3,4 & 6

Selection and dimensioning of higioltageinsulators intended for us
in polluted conditions

High Voltage Switchgear and Control géafigh Voltage Alternating
Current Circuit Breakers

High voltage switchgear and control géaPart 111: Overhead?ad
Mounted, Dry Vault, and Submersible Automatic CircuitdResers
and Fault Interrupters for AC Systems.

High Voltage Switchgear & Control Ge&r.C. MetalEnclosed
Switchgearand Control gear for Rated Voltages above 1kV
including 52K/

Security of Profiles including TCP/IP

Security of Protocols

Standard for Electric Power Systems Communicatiddistributed
Network Protocol (DNP3)

Hot dip galvanized coatings on fabricated iron and sidigles

7.2SERVICE CONDITIONS

Parameters Units Value
Elevation above sea level m 01000
Maximum ambient air temperature c 50
Minimum ambient air temperature c -20+
Maximum solar radiation level W/m? 1100
Maximum humidity % 100

Wind velocity-steady Km/h 80

Wind velocityGusts Km/h 160
Maximum Salt deposits per month mg/m2 30
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7.3SYSTEM CONDITIONS
Parameters
Rated System Voltage
Maximum System Voltage
Phases
Frequency
Lightning Impulse Withstand Common
Value (Load Break Switch & recloser)
Lightning Impulse Withstand across
isolating gap (Load Break Switch)
Lightning Impulse Withstand across
isolating gap (Recloser)
Power Frequency Voltage Withsth
Common Value (Load Break Switch
&Recloser)
Power Frequency Voltage Withstand

across isolating gap (Load Break Switch)

Power Frequency Voltage Withstand
across isolating gap (Recloser)
Short Circuit Level

ShortCircuit Duration
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Unit
kV
kV

Hz
kV

kV

kV

kV

kV

kV

KA

S

11Kv
11
12

50
95

110

95

28

32

28

16

33Kv
33
36

50
170

195

170

70

80

70

16



7.4RECLOSER EQUIPMENT RATINGS

Parameters Unit 11Kv 33Kv
Nominal Voltage kV 11 33
Maximum Voltage kV 12 36
Phases No. 3 3
Frequency Hz 50 50
Rated Current A 630 630
Short CircuitLevel KA 16 16
Fault Break Capacity KA (RMS) 16 16
Fault Make Capacity KA (RMS) 16 16
Fault Make Peak (50Hz) KA 40 40
Rated Short Time Current S 3 3
Lightning Impulse Withstand Commc kV 95 170
Value

Lightning Impulse Withstand acros kV 95 170
isolating gap

Power Frequency Voltage Withstal kV 28 70
Common Value

Power Frequency Voltage Withstand acr kV 28 70
isolating gap

Breaking Capacity Mainly Active (0.7pf) A 630 630
Breaking Capacity Cable Charging A 25 40
Breaking Capacity Lin€harging A 5 5
Breaking Capacity Transformer Magnetising A 22 22
Mechanical Operations No 10,000 10,000
Full Load Operations No 10,000 10,000
Opening Time ms <50 <50
Interrupting Time ms <60 <60
Fault Clearing Time Instantaneol ms <80 <80
Protection
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7.5SWITCHGEAR REQUIREMENTS
7.5.1 General Requirements

7.5.1.1The switchgear shall use vacuum as the medium for interruption.

7.5.1.2The switchgear insulation medium shall be either gas insulated or utilise a
solid dielectric insulation medium.

7.5.1.3The switchgear shall be capabdewithstand throughput of rated fault current
for 3s.

7.5.1.4Provision shall be made to manually trip the switchgear. The speed of opening
of thecontacts shall be operator independent.

7.5.1.5Provision shall be made to locally electtigdrip and close the switchgear.

7.5.1.6Electrical Operation of the switchgear shall be independent of the status of the
HV supply and shall be via low voltage solenoid or by low voltage magnetic
actuator.

7.5.1.7The switchgear shall be capable of breaking fault atiup to its specified
fault rating.

7.5.1.8The switchgear shall be capable of closing onto a fault up to its specified fault
rating.

7.5.1.9Clear and unambiguous mechanical indication shall be provided to an operator
standingon the ground as to the status of the dvggar main contacts.

7.5.1.10 The switchgear indicator shall be mechanically linked to the switching
mechanism of thewitchgear.

7.5.2 Material & Finish

7.5.2.1All exposed metal components of the switchgear (excluding the bushing
terminals andnounting bracket) shall be mamgtured from either an
aluminium casting or stainless steel of grades 304 or 316. Strong preference
will be given to items manufactured from 316 grade stainless steel.

7.5.2.2All support structures (i.e. mounting brackets for the citbtgtaker, surge
arrestersexternalvoltage sensors, etc.) shall be made of stainless steel, or as a
minimum be hodip galvanized in accordance with 1ISO1461

7.5.2.3Bolts and nuts associated with the support structures shall {ggphot
galvanized imaccordance with 1ISO1461
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7.5.3 SwitchgearMounting Arrangement
7.5.3.1The equipment shall be suitable for both siqgde and Hpole mounting.
7.5.3.2The interface between the pole and the mounting bracket shall have two M20
mounting holes.
7.5.3.3The mounting holes shall be designed such that it will be possibliel¢éathe
Load break switcimto position without having to remove the nuts and
washers from the threaded rods
7.5.3.4All the required mounting hardware shall be supplied with the switchgear
7.5.3.5Bolts nuts and washers shall be hot dipped galvanized
7.5.3.6Adequately ratedfting eyes shall be provided to allow the completely
assembled switchgeéitted with surge arresters and extermaltage sensors
(if applicablg) to be lifted without recourse to a sling spreader. The inside
diameter of the lifting eyes shall be a nmmum of 25mm.
7.5.4 Earthing Arrangement
7.5.4.1An M8 or larger earth stud welded to main tank shall be provided in an
accessible position.
7.5.5 Switchgear Terminations
7.5.5.1Terminations

A fully insulated terminationshall be provided by design or via the use of
appropriate insulation guards

7.5.6 Terminals
7.5.6.1Theterminals shall be suitable to accept aluminium or copper conductors
7.5.7 Bushings
7.5.7.1Material
Details of the external insulation material shall be provided in the tender
documemation. Preference will be for bushings manufactured of a composite
material such as cycloaliphatic epoxy.

7.5.7.2Creepage
The switchgear .shall be suitable for application in areas with very heavy pollution
levels as defined by IEC 60815.

Minimum creepage wilbe 31mm / kV

7.5.7.3Profile

(a) Bushing profile characteristics shall comply with the guidelines of annex D of
IEC 60815.

(b) Details of the critical dimensions and ratios, as defined in annex D of IEC
60815, shall be provided in the tender documentation.
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7.5.8 Surge Arreste Mounting
7.5.8.1Mounting brackets for surge arresters shall be provided on the source and load
side of the recloser, adjacent to the bushings.
7.5.9 Current Transformers
7.5.9.1The switchgear shall be supplied with three (one per phase) current
transformers.
7.5.9.2The current trasformers with a minimum class of class 5P15 as defined in
IEC 60044 shall be preferred.
7.5.10 Voltage Sensors
7.5.10.1 The switchgear shall be supplied with six voltage sensors (e.g. VTs,
CVTs, etc.), one per phase on the source and the load side.
7.5.10.2 ltis preferable thathe voltage sensors are an integral part of the
switchgear.
7.5.10.3 The accuracy of the total voltage measurement system shall not exceed
3%

7.5.11 Control Cable
7.5.11.1 An ultraviolet resistant cable, minimum 7m long, shall be provided to
connect theswitchgear to the contrainit.
7.5.11.2 Robust, multipin, weatherproof connectors shall be provided on both ends
of the controkcable.

7.5.12 Rating Plate
7.5.12.1 Each switch shall bear a rating plate of an intrinsically correxasistant
material, indelibly marked with the séavel rating for whiclthe equipment
has been type tested. The rating plate shall be indelibly marked with:
(a) the manufacturer's name;
(b) the equipment type designation and serial number of therecituser;
(c) the mass, in kilograms;
(d) the date of manufacture; and
(e) Frequency
() Rated Volage Ur
(9) Lightning Impulse Withstand Voltage Up
(h) Rated Current Ir
() Rated Breaking Current Isc
() Rated Making Current Ima
(k) Rated Short Time Withstand Current Ik
() Rated Duration of Short Circuit tk
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7.5.13 Maintenance & Inspection

7.5.13.1 Tenderers shall provide all informatiomgarding the inspection, testing,
and maintenance required. Preference will be given to low maintenance
solutions. Tenderers shall state required maintenance intervals and provide list
of spare parts necessary for maintenance activities.

7.5.13.2 The equipment sl incorporate a system that provides indication of the
approximate remaining life of the interrupters. This information shall also be
available viaSCADA for maintenance planning purposes

7.5.13.3 Switchgear containing SF6 shall have gas pressure measurement and
indication. The switchgear shall not be able to be opened / tripped or closed
when SF6 gas pressure is below the safe level for operation.

7.5.13.4 It shall be possible to disconnect the controleah the control unit while
the switchgear is energised, live, and carrying load, without causing damage
or maloperation. Removing or connecting the control cable while the
switchgear is in service shall not result in the switchgear changing
open/closedtate. The systeshallalso be such that it ensures that CTs are
not openrcircuited.

7.5.14 Test Sets / Tank Simulators

7.5.14.1 All devices with electronic controllers shall have a suitable tank simulator
for testing and commissioning.

7.5.14.2 Tank simulators shall be supplied with all required cables for connection
to switchgear.

7.5.14.3 Tank simulators shall be supplied with open/close contacts for switchgear
status.

7.5.14.4 Tank simulators shall be capable of secondary injection from a separate
piece of tesequipment via banana plug fittings. Tanks simulators shall be
capable of simultaneous injection via 3 current inputs and 6 voltage inputs to
simulate 3 phase network events.

7.5.14.5 Preference will be given to equipment that can simulate voltages and
currents irthe simulator / switchgear to reduce or avoid the requirement for
secondary injection
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7.5.15 Control units

The Control unit shall be a microprocesbased electronic device that interfaces the
power equipment to a control system. It shall include alfuhetions required to monitor
and control the switchgear. It shall include an RTUSGIADA communications.

7.5.15.1 Material & Finish

a) The control cabinet shall be manufactured from stainless steel of grades
304 or 316. Strong preference will be given to itemaufectured from
316 grade stainless steel.

b) The mounting bracket shall be made stainless steel of grades 304 or 316.

132|P age



7.5.16 Mounting Arrangement
7.5.16.1 The control cabinet shall be easily removable for workshop repair
purposes.
7.5.16.2 The cabinet shall be supplied wittmounting bracket.
7.5.16.3 The mounting bracket shall have at least two, vertically spaced, mounting
holes. The holes shall be designed such that it will be possible to slide the
cabinet into position without having to remove the pole mounting bolts (or
coach screw).
7.5.16.4 The mounting bracket shall have at least two sets of, vertically spaced,
slots for temporary mounting by means of straps.
7.5.17 Earthing Arrangement
7.5.17.1 Control cabinets shall be provided with a8 bt larger earth stud.
7.5.18 Construction
7.5.18.1 The control cabinet shall be separate from the switchgear (i.e. the
switchgear and control unit shall not be integrated into a single device)
7.5.18.2 Cabinets shall be protected from dust and water ingress to achieve an IP
rating of IP 65 or better as per IEC @35
7.5.18.3 The main electronics compartment shall be protected from dust and water
ingress to achieve an IP rating of IP 65 or better as per IEC 60529.
7.5.18.4 Cabinets shall be designed and internally treated to prevent moisture
condensation.
7.5.18.5 All metal components of theontrol cabinet shall be electrically bonded.
75186 Provision shal/l be made in the cabin
communication equipment.
75187 The | ayout of the cabinet shall ensu
communications equipment.
7.5.19 Door
7.5.19.1 The cabinet shahave a hinged door.
7.5.19.2 The door shall be fitted with a robust fastening arrangement which can be
locked with apadlock that has a shackle of 8 mm diameter.
7.5.19.3 The door shall be provided with three point locking.
7.5.19.4 Means shall be provided to either secure the door in a fully open position
(90° or more), or teasily remove (without the use of tools) the door
completely during maintenance or similar activities.
7.5.19.5 Good electrical contact shall be maintained betweendbeahd the rest
of the cabinet at atimes (excluding the condition when the door is
completely removed).
7.5.19.6 The cubicle shall be alarmed such that when the door is op&SEARA
alarm will begenerated.
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7.5.20 Cable Entry
7.5.20.1 The cabinet shall make provision forttmom entry of at least three cables.
7.5.20.2 A suitable arrangement shall be provided to earth the gland plate.
7.5.20.3 6.6.3 The holes in the blanking plate shall be blanked off with blanking
plugs that are bolted or screwed in to position.
7.5.20.4 The control cabinet shall b&téd with external antenna connectors.
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7.5.21 Power Supply
7.5.21.1 The control unit shall have an integral power supply.
7.5.21.2 The capacity of the power supply shall bedato power all the electronic
modules, operate the switchgear (tripping/opening and closing) and power the
data communication equipment.
75213 Steps shall be taken to minimise the
7.5.21.4 Adequately rated miniature circtbreakers shall be provided for
individually isolating the control from the following:
7.5.21.5 Auxiliary Supply
7.5.21.6 Battery Supply
7.5.22 Power Supply Input
7.5.22.1 The auxiliary supply will be derived from an external power source.
7.5.22.2 The required supply shall be one of the following:
7.5.22.3 110V (x10%) AC at a frequency of 50 Hz;
7.5.22.4 240V &10%) AC at a frequency of 50 Hz;
7.5.22.5 The device shall provide a visual indication, on the control panel and in
the event log, of the status of the auxiliary supply.
7.5.22.6 An auxiliary supply fail function shall be provided; it shall operate an
alarm output.
7.5.22.7 Loss orrestoration of the auxiliary supply voltage, and unddtage
conditions in the auxiliary supply shall not result in damage or spurious
operation of the equipment.
7.5.23 Power Supply Protection
7.5.23.1 The power supply shall include the necessary-cuerent proteebn to
protect the supply from current excursions.
7.5.23.2 The use of fuses for oweurrent protection on the auxiliary input
circuit(s) is not acceptable.
7.5.23.3 The power supply shall include the necessary surge arresters and/or
voltagelimiting devices to inhibit dalsge due to voltage surges. (Surge
protected up to 20kV, in compliance with IEC60Z95
7.5.24 Battery Backup Supply
7.5.24.1 A battery backup supply consisting of batteries and a constant voltage
battery charger, with current limiting, shall be provided with the contril u
7.5.24.2 The Battery standbtime shall be a minimum of B4allowing for the
following:

(a) Ten switchgear operations;
(b) 3Ah for the communications device
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7.5.24.3 The battery charger shall be capable of recharging the battery from flat to
80% of its capacity within 1Bours

7.5.24.4 The switchgear shall be prevented from operating if the system does not
have enough stored energy to complete the operation. Close operations will
also be prevented if the system does not have enough stored and complete the
close operation an immedsatrip operation.

75245 Batteries shall be automatically dis
specified minimum voltage and automatically reconnected when auxiliary
power is restored.

7.5.24.6 The minimum operational battery life expectancy (to 80% of rated
capacity ai 1 0 es@allexceed 3 years.

7.5.24.7 Provision shall be made for an orderly shutdown when the battery voltage

A

reaches the manufacturerds specified n

7.5.25 Self-Monitoring

7.5.25.1 The battery charging system shall be temperature compensated

7.5.25.2 The battery system shaticorporate a battery test facility. During the test
the auxiliary power supply will be disconnected and a load placed on the
battery, rate of voltage drop and voltage recovery time etc. shall be analysed
to determine the health of the battery. The batiesyshall be configurable to
occur periodically and shall be delayed during an operation or when the
auxiliary supply has failed.

7.5.25.3 The power system shall incorporate means to prevent deep discharge of
the batteries

7.5.25.4 The power supply shall deliver the foliong status to th& CADA.

7.5.25.5 Battery disconnected;

7.5.25.6 Absence of power input / Auxiliary Supply Falil

7.5.25.7 Battery Low volts

7.5.25.8 Battery Low Capacity (Low Power Mode)

7.5.25.9 Battery End of Life (Battery Test Fail)

7.5.25.10 Electronic modules shall perform continuous diagnostic monita@nirg
shall contain hardware and software watchdog checking.

7.5.26 EMC

7.5.26.1 EMC testing shall be effected as per the Type Test Requirements detailed

below.
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7.5.27 Cyber security
7.5.27.1 The load break switches/sectionalizers control units shall be provided to
respect the same cybscurity requirements as the RTUs described in 2.8 of
APart 1 for ground mounted substations

7.5.28 Interoperability
7.5.28.1 Preference will be given to providers whose control unit is common
between reclosers and LBS and which do not requigenaitive firmware to
be loaded in the controller, rather the contraleallautomatically detect the
switchgear type and display the appropriate settings and configuration screens.

7.5.29 Configuration Software & Engineering Access

7.5.29.1 The switchgear shall be fulconfigurable from a PC, utilising the
configuration software.

7.5.29.2 A configuration port shall be provided to facilitate remote configuration
via standard Data Communication Equipment.

7.5.29.3 The configuration port shall be an ER82 port, a USB port or an
Ethernetport.

7.5.29.4 The configuration software shall be compatible with Microsoft Windows
Operating System 7

7.5.29.5 Configuration software is regarded as an integral part of the offer and shall
be provided at no additional charge.

7.5.29.6 It shall be possible to perform futucentroller firmware upgrades via the
local communication ports.

7.5.29.7 Engineering access shall be possible locally and remotely using
appropriate communications media

7.5.29.8 Units shall support both engineering &dADA access on a single
Ethernet port. Neither commication shall interfere with the other

7.5.29.9 It shall be possible to change settings by discreet functions for example it
shall be possible to write all protection settings without affecting telemetry
settings or operator settings etc.
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7.5.30 Human Machine Interface

7.5.30.1 The operator interface shall be designed for ease of operation to minimise
trainingand avoid operator error.

7.5.30.2 Engineering access to all configuration parameters shall be possible via an
easy to use menu with dedicated menu navigation butipesator acess to
all status indicators, operator controls and logged data will be possible via the
operator interface.

7.5.30.3 The operator interface shall provide a facility to electrically disable any
electrical operation of the switchgear. Disabling circuits shall hghlggically
disconnecting the circuit from the close energy source.

7.5.30.4 Trip/Open operation shall be via a dedicated green button. This button
shall also include status indication. (See Appendix 1)

7.5.30.5 Close operation shall be via a dedicated red button.btitien shall also
include status indication. (See Appendix 1)

7.5.30.6 Local Controls & Indications

7.5.30.7 Appendix 1 details the minimum requirements

7.5.30.8 A customer configuration utility will be provided to allow customisation
of status indications and command buttons @eHMI. The configuration
utility will allow modification of the lamp and button text labels, lamp colours
and logic functions driving the lamp output. It will also be possible to assign
different functions to the command buttons.

7.5.31 Analogue measurement regirements
7.5.31.1 Measurement shall be done with one of the following methods:

(a) threephase3-wire method; and
(b) or the thregphase4-wire method

Quantities to be measured/calculated with specified accuracy are:

r.m.s. phas¢o-phase and phage-ground voltage +2.5%;
of all three phases

Positive phase sequence voltage +2.5%;
Negative phase sequence voltage +2.5%;
Zero phase sequence voltage +2.5%;
r.m.s current per phase (within rated current rar +2.5%;
Earth Current +2.5%;
Positive phase sequence current +2.5%;
Negative phase sequence current +2.5%;
Three phase active power in kKW + 5%;
Three phase reactive power in kKVARS + 5%;
Total threephase active energy in KWh + 5%);
Power factor + 5%);
Maximum demand + 5%);
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7.5.31.2 The real power energy and maximaemand measurement shall be
integrated with respect to time. Energy values shall be calculated with
selectable time integration periods of 5 min, 15 min, 30 min or 60 min. The
data buffer shall work on the FIFO principle and a minimum size for the data
buffer shall store values for a minimum of 4 months on the 30 minutes
integration period.

7.5.31.3 The switchgear and Control element shall have the facilities to record the
cumulative number and duration of outages. The information shall be
assessable locally or retety via telemetry messaging t&iG&€ADA system.
The following parameters shall be recorded:

(a) Cumulative total number of outages;
(b) Cumulative total outage duration; and
(c) Time and duration of each outage in the form of an event log.

7.5.31.4 A Waveform Capture featushall be provided. Triggered when the
recloser trips or closes, the control element shall capture the source side phase
voltages, load side phase voltages, phase currents and earth current. The
captured waveforms shall include grigger and postriggerdata. The
captured data shall be available via PC for off line display and analysis.

7.5.31.5 Harmonics to thd6 and the Total Harmonic Distortion (THD) shall be
provided for the phase currents, source side voltages and load side voltages.
The captured harmonichall be available via PC for off line display and
analysis.

7.5.31.6 The magnitude and the phase angle between the corresponding voltages
and currents of the analogues lissidllbe displayed:

(a) Positive phase sequence voltage,

(a) Negative phase sequence voltage,

(b) Zerophase sequence voltage,

(c) Positive phase sequence current,

(d) Negative phase sequence current, and
(e) Zero phase sequence current.

7.5.32 Protection requirements
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7.5.32.1 General Requirements
The control unit shall provide the following protection features.
(a) Phase over current
(b) Earth Fault
(c) Sensitive Earth Fault
(d) Negative Phase Sequence
(e) Directional Phase over current
(f) Directional Earth Fault
(g) Directional Sensitive Earth Fault
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(h) Directional Negative Phase Sequence
() Under voltage

() Over voltage

(K) Under Frequency

(I) Over Frequency

(m)Loss of Phase

7.5.32.2 Phase Over Current Protection Requirements

(a) The minimum setting range for Pickup shall beS2DA

(b) The Pickup setting range shall be user selectable in steps of 5A or less

(c) Phase Overcurrent shall support both definite time and IDN&Facteristics.

(d) Theminimum Setting Range for the Definite Time element shafll.02s10s.

(e) The Definite Time Setting Range shall be user selectable in st&isnsf or
less

(H An Instantaneous characteristic shall be provided.

(9) An instantaneous characteristic shall be seleetalther as the onlgurve for
the selected trip or as an overlay on a definite time characteristic

(h) The following IDMT characteristics shall be supported: normal invésg
very inverse (VI) and extremely inverse (EI) in accordance with IEC 60255,
standrd moderately inverse, very inverse and extremely inverse in accordance
with IEEE C37.112. It is preferable that the relay also supports traditional TCC
curves.

(i) The minimum setting range for Pickup shall beSBPDA

() The pickup setting range shall bsg selectable in steps of 5& less

(k) A threshold or pick up multiplier shall be provided.

(D The minimum setting range for the Pick Up Multiplier shallll@5.0

(m)The Pick Up Multiplier setting range shall be user selectaldéeios of 0.1 or
less

(n) Theminimum setting rangeof the IDMT characteristic Tim®lultiplier shall
be 0.1i 2. A wider range is preferable.

(o) The IDMT characteristic Time Mtiplier setting range shall beser selectable
in steps 0.05 or less.

(p) An instantaneous characteristic shall bkestableeither as the only curve for
the selected trip or as an overlay on an inverse time curve.

(q) IDMT characteristics shall be configurable with a Minimdime Modifier.
The minimum setting range for the Minimum Time Modifier shall Ke23

( The MinimumTime Modifier setting range shall be uselectable in steps of
0.05s or less.

(s) IDMT characteristics shall be configurable with a Maximtime modifier.

(t) The minimum setting range for the Maximum Time Modifkall be 0.2 10s.

(u) The Maximum Time Modifiesetting range shall be usszlectable in steps of
0.1s or less.

(v) IDMT characteristics shall be configurable with an Additiohiahe Modifier.

(w) The minimum setting range for the Additional Time Modiseall be O 2s
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(x) The Additional Time Modifier settingange shall be useelectable in steps of
0.05s or less.

(y) An Additional Time nodifier shallalso be supported.

(z) Additional time shall be selectable over the range&6 with a 0.01s resolution.

7.5.32.3 Earth Over Current Protection Requirements

(a) The minimum setting range for Pickup shall beS2DA

(b) The Pickup setting range shall be user selectable in steps of 5A or less

(c) Earth Overcurrent shall support both definite time and IDddracteristics.

(d) The minimum Setting Range for the Definite Timenedamt shall b&®.02s- 10s

(e) The Definite Time Setting Range shall be user selectable in st&isnsf or
less

(H An Instantaneous characteristic shall be provided.

(9) An instantaneous characteristic shall be selectable either as theuordyfor
the selectedkrip or as an overlay on a definite time characteristic

(h) The following IDMT characteristics shall be supported: normal invése
very inverse (VI) and extremely inverse (EI) in accordance with IEC 60255,
standard moderately inverse, very inverse anemély inverse in accordance
with IEEE C37.112. It is preferable that the relay also supports traditional TCC
curves.

(i) A threshold or pick up multiplier shall be provided.

() The minimum setting range for the Pick Up Multiplier shalllb@5.0

(k) The Pick Up Multiplier setting range shall be user selectablst@ps of 0.1 or
less

() The minimum setting range for the IDMT characteristic Tivhdtiplier shall
be 0.1i 2. A wider range is preferable.

(m)The IDMT characteristic Time Multiplier setting range shalulserselectable
in steps 0.05 or less.

(n) An instantaneous characteristic shall be selectable either asltheurve for
the selected trip or as an overlay on an inverse time curve

(o) IDMT characteristics shall be configurable with a Minimlirme Modifier.

(p) The mnimum setting range for the Minimum Time Modif&nall be O 2s

(q) The Minimum Time Modifier setting range shall be uselectable in steps of
0.05s or less.

(r) IDMT characteristics shall be configurable with a Maximtime modifier.

(s) The minimum setting rage for the Maximum Time Modifieshall be 0.2 10s

(t) The Maximum Time Modifier setting range shall be ussectable in steps of
0.1s or less.

(u) IDMT characteristics shall be configurable with an Additiofiahe Modifier.

(v) The minimum setting range for the Additional Time Modiseall be O 2s

(w) The Additional Time Modifier setting range shall be usalectable in steps of
0.05s or less.

(x) An Additional Time modifiershallalso be supported. Additiontine shall be
selecthle over the range02s with a 0.01s resolution.



7.5.32.4 NPS Over Current Protection Requirements

(a) The minimum setting range for Pickup shall bB@A

(b) The Pickup setting range shall be user selectable in steps of 1A.

(c) NPS Overcurrent shall support batéfinite time and IDMT characteristics.

(d) The minimum Setting Range for the Definite Time element shall be-0L0&s

(e) The Definite Time Setting Range shall be user selectable in steps of 20ms or
less

() An Instantaneous characteristic shall be provided.

(9) An ingantaneous characteristic shall be selectable either as the only curve for
the selected trip or as an overlay on a definite time characteristic

(h) The following IDMT characteristics shall be supported: normal inverse (NI),
very inverse (VI) and extremely inkse (EIl) in accordance with IEC 60255,
standard moderately inverse, very inverse and extremely inverse in accordance
with IEEE C37.112. It is preferable that the relay also supports traditional TCC
curves.

() A threshold or pick up multiplier shall be proeui

() The minimum setting range for the Pick Up Multiplier shall beSL.®M

(k) The Pick Up Multiplier setting range shall be user selectable in steps of 0.1 or
less

(D The minimum setting range for the IDMT characteristic Tivhdtiplier shall
be 0.1i 2. A widerrange is preferable

(m)The IDMT characteristic Time Multiplier setting range shalulser selectable
in steps 0.05 or less.

(n) An instantaneous characteristic shall be selectable either asltheurve for
the selected trip or as an overlay on an inverse ¢umes

(o) IDMT characteristics shall be configurable with a Minimilirme Modifier.

(p) The minimum setting range for the Minimum Time Modifséall be ' 2s

(q) The Minimum Time Modifier setting range shall be uselectable in steps of
0.05s or less.

(r) IDMT characteristics shall be configurable with a Maximdime modifier.

(s) The minimum setting range for the Maximum Time Modigkall be 0.2 10s

(t) The Maximum Time Modifier setting range shall be ussectable in steps of
0.1s or less.

(u) IDMT characteristics shall be configurable with an Additiofiahe Modifier.

(v) The minimum setting range for the Additional Time Modiseall be O 2s

(w) The Additional Time Modifier setting range shall be usalectable in steps of
0.05s or less.

7.5.32.5 User Defined Curves

Relays will be equipped with a function ¢toeate at least 3 user definE@MT
curves.

7.5.32.6 SEF Protection Requirements

(a) The SEF element shall support a definite time characteristic.
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(b) The SEF elemerghallsupport IDMT characteristics.

(c) The SEHRunction shall be equipped with harmonic filtering to prevent operation
when harmonics are present in the primary residual earth currents.-pgagsy
filter shall be supplied, with:

(d) 2nd harmonic rejection > 6: 1,

(e) 3rd harmonic rejection > 50: 1.

() The SEF ball be settable from-20A in 1A steps.

(g9) The minimum Setting Range for the Definite Time element shall be 30%s

(h) The Definite Time Setting Range shall be user selectable in steps of 100ms or
less

(i) The SEF element shall support an IDMT characteristic

() Where IDMT characteristics are supported, the following IDMT characteristics
shall be supported: normal inverse (NI), very inverse (VI) and extremely
inverse (El) in accordance with IEC 60255, standard moderately inverse, very
inverse and extremely inversedocordance with IEEE C37.112. It is preferable
that the relay also supports traditional TCC curves.

(K) Where IDMT characteristics are supported, a threshold or pick up multiplier
shall be provided.

() Where IDMT characteristics are supported, the minimum gettinge for the
Pick Up Multiplier shall be 1:5.0

(m)Where IDMT characteristics are supported, the Pick Up Multiplier setting range
shall be user selectable in steps of 0.1 or less

(n) Where IDMT characteristics are supported, the minimum setting range for the
IDMT characteristic Time Multiplier shall be 0.12. A wider range is
preferable

(0) Where IDMT characteristics are supported, the IDMT characteristic Time
Multiplier setting range shall be user selectable in steps 0.05 or less.

(p) Where IDMT characteristics arsupported, an Instantaneous characteristic
shall be provided.

(q) Where IDMT characteristics are supported, an instantaneous characteristic shall
be selectable either as the only curve for the selected trip or as an overlay on an
inverse time curve

(r) WhereIDMT characteristics are supported, the IDMT characteristics shall be
configurable with a Minimum Time Modifier.

(s) Where IDMT characteristics are supported, the minimum setting range for the
Minimum Time Modifier shall be 0 2s

(t) Where IDMT characteristicare supported, the Minimum Time Modifier
setting range shall be user selectable in steps of 50ms or less.

(u) Where IDMT characteristics are supported, the IDMT characteristics shall be
configurable with a Maximum Time modifier.

(v) Where IDMT characteristics aseipported, the minimum setting range for the
Maximum Time Modifier shall be 0.2 10s

(W)Where IDMT characteristics are supported, the Maximum Time Modifier
setting range shall be user selectable in steps of 0.1s or less.

(X) Where IDMT characteristics are supted, the IDMT characteristics shall be
configurable with an Additional Time Modifier.
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(y) Where IDMT characteristics are supported, the minimum setting range for the
Additional Time Modifier shall be D 2s

(z) Where IDMT characteristics are supported, the iAoigal Time Modifier
setting range shall be user selectable in steps of 0.05s or less.

7.5.32.7 Broken Conductor Protection

(a) Broken conductor protection shall be current based and shall be able to detect a
broken conductor downstream (in the direction of theeydlow). A Broken
Conductor shall be detected by comparing the ratio of negative phase sequence
current to positive phase sequence current.

(b) The Broken Conductor element shall support a definite time characteristic.

(c) The minimum Setting Range for the Defe Time element shall be 0:2820s

(d) The Definite Time Setting Range shall be user selectable in steps of 100ms or
less

(e) The detection setting (Inps / Ipps) shadl settable over the range 0.1.

() The Broken Conductor setting ratio shall be selectabdteps of 0.1 or less.

7.5.32.8 Protection Reset

It is preferable that the drop off current is less than the Pick Up current.

(a) The Reset Threshokhallbe configurable in the range 16200% in steps of
1%.

(b) Where the reset threshold is not configurablertt® of dropoff current to
pick-up current shall be a maximum of 95 % and a minimum of 85% for all
protection functions.

(c) Once pick up has occurreshallthe measured current fall below the Pick Up
Threshold but remain above the reset threshold thegron timing will be
paused and rstarted if the current once again exceeds the Pick Up.

(d) A configurable protection reset time or time characteristic shall be provided.

(e) As a minimum definite characteristic configurable in 10ms steps from 10ms to
10s sh# be provided.

(f) Preference will be given to devices which simulate the reset time of an
electromechanical protection relay. The preferred method of disk reset shall be
according to IEC 60258 Class A, Class B, Class C, Lotime inverse and
Shorttime inverse reset curves

7.5.32.9 Inrush Restraint

(&) A harmonic current inrush restraint function shall be suppli@dnsformer
magnetising current is characterised by a significant percentage of second for
the inrush restraint fee trigger order harmonic current relatovethe
fundamental current. The trigger for the inrush restraint feature shall not be zero
amps current but rather a user configurable percentage of second order
harmonic current relative to the fundamental current.
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(b) The minimum range for the restraint joek, the Inrush Restraint Time, shall be
50ms to30s

(c) The Inrush Restraint Time shak user selectable in steps 6fis or less

(d) The minimum range for the Inrush Restraint Multiplier shall be 30to

(e) The Inrush Restraint Multiplier shall be user selectabkteps of A or less

(H The minimum range for the percentage of second order harmonic relative to the
fundamental, the Inrush RestraThreshold, shall be 20% t®Q%

(9) The Inrush Restraint Threshold shall be user selectable in stépsafless

7.5.32.10 ColdLoad

(a) A cold load pickup (CLP) feature shall be provided that allows user selectable
modification of protection element characteristics under conditions of system
power restoration.

(b) The elements to be modified by the cold load funcsioallbe selectable

(c) This CLP featureshallallow the Pick Up current of the selected elements to be
raised to a user configured multiple of the Pick Up current, (Cold Load
Multiplier), in a linear fashion over a user selectable time (Cold Load Time)

(d) The minimum setting rege for the Cold Load Timghallbe 5-60 minutes

(e) The Cold Load Timehallbe user configurable in steps of 5 minutes or less.

() The minimum setting range for the Cold Load Multipkballbe 1-4.

(g) The Cold Load Multiplieshallbe user configurable in ste of 0.1.

(h) The vendor may propose an alternative arrangement for consideration by the
purchaser.

7.5.32.11 Directional Protection

(a) A Directional Protection feature shall be provided.
(b) The minimum time to determine fault direction for Phase Overcurrent, Earth
Fault and NPS shall not exceed 50ms
(c) The relay minimum time to determine fault direction for SEF shall not exceed
500ms
(d) The relayshall have independent settings for each element for the following
guantities
I. Characteristic Fault Angle
ii. Forward Sector Width

iii. ReverseSector Width
iv. Low Polarising Voltage Threshold
V. Low Polarising Voltage Action

(e) The minimum setting range for the Characteristic Fault Angle shalle9 ¢ t o
180 e
I. The Characteristic Fault Angle shall be user configurable in steps of
le
il. The minimum setting range for the for Forward and Reverse Sector
iii. Wi dt hs s¥®alkl be 45e¢
2 The Forward and Reverse Sector Widths shall be user configurable
insteps of 1le



V. The minimum setting range for the Low Polarising Voltage
Thresholdshall be 30615000volts

7.5.32.12 High Current Lockout

(a) A feature to lockout the recloser to prevent reclosing on high energy faults
shall be provided. This feature will allow the user to configure a maximum
fault current level which if exceeded will cause the recloser to locktaut a
the trip event.

7.5.32.13 Auto-reclose operation parameters

(a) The number of sequential trips to reach lockout shall be selectable to be 1,
2,30r4.

(b) The minimum setting range for Sequence Reset Time shall be selectable
from 3s to 120s

(c) The Sequence ResEime shall be configurable in steps of 1 s or less.

(d) Dead times shall ideally be individually selectable for SEF, NPS and the
combination of ovecurrent and earth fault functions.

(e) The minimum setting range for the first dead time shall be 0.5s to 180s

() The minimum setting range for subsequent dead times shall be 2s to 180s.

(g) Dead times shall be configurable in steps of 0.5s or less.

(h) An operator close command initiated locally or remotely during a dead time
shall result in lockout if a fault is present upzosure.

(i) A user selectable Dead Lockout feature shall be provided to prevent a
reclose attempt when the source and load side terminals of the recloser are
dead.

7.5.32.14 Sequence COrdination

(a) A Sequence cordination feature shall be provided &nsure trigclose
sequencecoordination for combinations of rapid and delayed protection
operations applied to Autieclosers in series. The Sequencentination
functionality shall be such that:

I The sequence eordination feature shall be independgntl
selectable for each protection setting group.

ii. The sequence eordination feature will cause the circuit breaker to
step to the next count in the reclose sequence on reset of all
protection elements whether or not the recloser tripped

iii. For multiple pick @ excursions, the recloser shall advance
sequentially to the last programmed trip and this charactesisit
remain the active until the sequence resets.
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7.5.32.15 Non-Auto Mode

(a) When the AuteReclosing function is OFF or disabled a separate protection
characeristic, NorAuto or Single Shot Mode, will be selected for all over
current elements. This characteristic will be fully configurable as per trips
1-4

7.5.32.16 Operator Close Mode

(a) An operator close, whether effected locally or remotely, shall always select
theNon-Auto or Single Shot Mode Characteristic.

(b) This characteristic will remain active (Auto reclose will be prevented) for a
user configurale time, the NorAuto or SingleShot Timer.

(c) The minimum setting range for the Néwito or Single Shot Timer shall be
0-60s

(d) If O is selected, and Auto Reclose Mode is ON and if a fault exists on the
line the recloser will execute the full configured Auto Reclose sequence

(e) The NonrAuto or Single Shot Timer shall be user configurable in steps of
1s or less.

7.5.32.17 FrequencyProtection Requirements

(a) The over frequency protection function shall detect frequencies above the
normal system frequency.

(b) The minimum setting range for the Over Frequency Trip Threshold shall be
from the nominal system frequency to the nominal systeaquéncy plus
SHz.

(c) The Over Frequency Trip Threshold shall be user configurable in steps not
greater than of 0.1Hz.

(d) The Over Frequency protection function shall use a Definite Time
Characteristic.

(e) The minimum setting range Over Frequency Trip Delay Tinadl e 40ms
-3s or 2 cycle$ 150cycles.

() The Over Frequency Trip Delay Time shall be user configurable in steps of
20ms or less.

(g) The Under Frequency protection function shall detect frequencies below the
normal system frequency.

(h) The minimum setting randger the Under Frequency Trip Threshold shall
be from the nominal system frequency minus 5Hz to the nominal system
frequency.

() The Under Frequency Trip Threshold shall be user configurable in steps not
greater than of 0.1Hz.

() The Under Frequency protectidinnction shall use a Definite Time
Characteristic.

(k) The minimum setting range Under Frequency Trip Delay Time shall be
40ms-3s or 2 cycle$ 150cycles.



() The Over Frequency Trip Delay Time shall be user configurable in steps of
20ms or less.

(m)It shall be pogble to separately enable / disable the Over and Under
Frequency protection functions.

(n) An Auto close function shall be provided to enable the-settser to close
once the frequency returns to normal.

(o) The minimum setting range for the Auto Close Delayd shall be 1%
300s

(p) The AuteClose Delay Time shall be user configurable in steps of 1s or less.

7.5.32.18 Voltage Protection Requirements

(&) The over voltage protection function shall detect voltages above the
nominal phase to earth system operating voltage.

(b) The minimum setting range for the Overvoltage Trip Threshold shall be
110%- 180%,

(c) The Overvoltage Trip Threshold shall be user configurable in steps 5%, or

less.

(d) The Over Voltage protection function shall use a Definite Time
Characteristic.

(e) The minimum stting range Over Voltage Trip Delay Time shall be 0.2s
60s.

() The Over Voltage Trip Delay Time shall be user configurable in steps of
100ms or less.

(9) It shall be possible to configure the over voltage protection function to
protect for over voltage on a gile phase, all three phases or the average of
all three phases.

(h) The under voltage protection function shall detect voltages below the
nominal phase to earth system operating voltage.

(i) The minimum setting range for the Under Voltage Trip Threshold shall be
50%- 90%,

() The Under Voltage Trip Threshold shall be user configurable in steps 5%,
or less.

(k) The Under Voltage protection function shall use a Definite Time
Characteristic.

(I) The minimum setting range Under Voltage Trip Delay Time shall be-0.2s
60s.

(m)The Urder Voltage Trip Delay Time shall be user configurable in steps of
100ms or less.

(n) It shall be possible to configure the under voltage protection function to
protect for low voltage on a single phase, all three phases or the average of
all three phases.

(o) It shall be possible to separately enable / disable the Over and Under
Voltage Detection functions.

(p) An Auto close function shall be provided to enable the-eettoser to close
once the voltage returns to normal.
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(9) The minimum setting range for the Auto Cld3elay Time shall be 15
300s
() The Auto Close Delay Time shall be user configurable in steps of 1s or less.

7.5.32.19 Loss of Phase Protection Requirements

(a) The relay shall be capable of detecting an open circuit upstream. This
feature is typically referred to &®ss of Phase (LOP) Protection.

(b) The reclosershall be configurable to Trip or alarm for a loss of phase
condition.

(c) Loss of voltage on all three phases shall not generate a LOP alarm or LOP
protection trip.

(d) The minimum setting range Loss of Phase Voltageshold shall be 2000
- 15000V

(e) The Loss of Phase Voltage Threshold shall be configurable in steps of 100V
or less.

() When configured to Trip the recloser shall trip to lockout if there is a loss
of voltage on one phase upstream of the recloser.

(g) The Loss of Phase protection function shall use a Definite Time
Characteristic.

(h) The minimum setting range Loss of Phase Time shall be ®28s

(i) The loss of Phase Trip Delay Time shall be user configurable in steps of
500ms or less.

() Information about LOP operationahbe recorded to include details of the
affected phase(s).

7.5.32.20 Synchronism Check Requirements

(a) The systenshall check voltage magnitude, frequency, and voltage phase
angle.

(b) The minimum setting range for the allowed Voltage Magnitude Difference
between teninals of the same phase shall be 0.02PU to 0.3 PU

(c) The Voltage Magnitude Difference shall be configurable in steps not greater
than 0.01 PU

(d) The minimum setting range for the allowed Frequency Variation between
terminals shall be selectable in the ran@glBz to 0.12Hz

(e) The allowed Frequency Variation shall be selectable in steps of 0.01Hz

() The minimum setting range for the allowed Phase angle variation shall be
selectable in the 6e to 45¢

(g9) The allowed Phase angle variation shall be configurable in stepsof o r
less.

(h) The relayshall provide a means to compensate for the potential for phase
angle difference between the two sources to alter between the time of
request and the actual time when the contacts first touch. Essentially the
systemshallallow for the change in phase angle that may occur during the
mechanism operation time.



(i) A close retry time period shall be allowed during which if the sources come
in to sync the switchgear will automatically close.

() The minimum setting range for Close Retry TiReriod shall be 15 300s

(k) The Close Retry Time Period shall be selectable in steps of not greater than
1s

7.5.32.21 Fault Locator

(a) Preference will be given to relays with a function that calculates the distance
to fault following detection of a fault. Details dfa proposed system shall
be provided.

7.5.32.22 Circuit Breaker Fail

(a) A Circuit Breaker Fail Alarm feature shall be provided to alert the operator
if the switchgear fails to break all phase currents after a protection trip
operation.

7.5.33 Communications and hardware
7.5.33.1 Remote Terminal Unit RTU

(a) The Control unishallinclude a Remote Terminal Unit RTU

(b) The RTU will support telemetry messaging using the DNP3 protocol.
Preference will be given to equipment which also supports IEC 68870
104 |IEC 608765-101

7.5.33.2 TelemetryCommunications Ports

An RS-232 port shall be provided for telemetry communications

(@) A 10BaseT or 100Base€l Ethernet port shall be provided for telemetry
communications

(b) Preference will be given to equipment which provides additional RS232,
RS485, Ethernadr V23 modem ports.

7.5.34 Communications Equipment
7.5.34.1 Provision will be made to mount communications equipment to include
modems or radios in the control box. The available space to mount equipment
will be detailed.
7.5.34.2 Provision shall be made in the bottom entryndiplate for at least two
keyed holes for the external antenna connections.
7.5.34.3 Communications Equipment Power Supply

(a) A user programmable communications equipment power supply shall be
provided.
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(b) The minimum setting range for the Communications Equipment Powssly
shall be 1615V dc
(c) The Communications Equipment Power Supply shall be configurable in steps
of not more than 1V.
(d) The communications equipmegawer supply shall have a continuous rating of
at least 30W
7.5.35 Remote Controls & Indications
7.5.35.1 The required naote controlsindications and arlagues are detailed in
Appendixd
7.5.35.2 The I/0O map shall be user configurable to add or delete points
7.5.36 Indications
(a) Each indication shall be configurable to provide time stamping of status
changes with an accuracy of 10mdetter.
(b) Status changes shall be reported and recorded in the event log in the sequence
in which they occur
(c) A facility shall be provided to invert the status of indications
(d) An event buffer to store all changes in configuGADA points as time
stamped evedn shall be provided. The buffer shall have a capacity of at least
250 events.
7.5.37 Controls
(a) The control output subystem shall support both Dire©perate and Select
BeforeOperate controls. The selection of type will be made at the master

station.
(b) Failure ofany one component shall not result in an undesired control output
't shall be possible to test the contr

7.5.38 Counters
(a) At least two counters shall be provided (minimum 16 bits).
(b) Counters shall be stored in rwalatile memory
(c) It shall be possible to assign the counters to count different points in the device
(d) The counters shall have a user configurable report facility (time referenced to
t he hour or count based) . | f the cou
accumulatoshall operate in a rollover fashion. It shall be possible to configure
jitter, reporting and other settings per counter.
7.5.39 Analogues
(a) All analogues shall have a resolution of at least 16 bits.
(b) A dead band facility shall be provided to report analogue chaogethe
transgression of a configurable setting range
(c) A facility to report the transgression of high and low analogue values as digital
alarmsshallbe provided.

151|Page



7.5.40 Time Synchronisation Management

7.5.40.1 The control shall be equipped with a battery backed realdiood with
leap year support.

7.5.40.2 It shall be possible to set the clock via the configuration software and via a
DNP3 mater to within Ins of the synchronisation clock.

7.5.40.3 The accuracy of the clock shall be better than 12 (twelve) parts per million

7.5.40.4 The precisiorof the clock shall be 1 millisecond or better

7.5.40.5 The real time clock battery, or other power source, shall provide at least
20 days of total standby time. The power sosttalnot need replacing more
often than every ten years.

7.5.41 Custom Logic Functionality
7.5.41.1 Custom Logic inputs and operations

(a) The control system shall provide a CLF (custom logic functionality) to allow
the creation of unigue logic status monitoring functions.
(b) 1t shall be possible to monitor the status of:

)] Digital control data (Switchgear andmtroller status, Operator control
settings, Protection events, External Inputs & Outputs, and protocol triggers)

i) Analogue signals (Line Current and Voltage measurement, Counters and
Timers)

(c) It shall be possible to create logic expressions using Boolegic bperands
such as AND, OR, NOT to evaluate the status of digital and analogue database
values.

(d) It shall be possible to create multiple logic expressions.

7.5.41.2 Utilisation of the Custom Logic functions

(a) The results of the logic expressions shathbailable via protocol for additional
indication back to the control centre.
(b) It shall also be possible to display the results of these logic expressions via
LEDs located on the operator interface.
(c) Furthermore the results of the logic expressions shallvaidable to perform
automatic actions (turn features on/off) and control external equipment.
7.6 TYPE TESTS
All switchgear shall be type tested for the following and the appropriate values shall be stated
in the tender documentatipfurther details are as agmpdix 12

7.6.1 Insulation (dielectric) tests: (IEC622-2111 Clause 6.2)

a) power frequency withstand voltage test
b) Lightning impulse withstand voltage test.
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7.6.2 Measurement of the resistance of the main circuit (IEC62221Clause 6.4)

7.6.3 Temperature Ris@EC62271111 Clause 6.5)

7.6.4 Shorttime withstand current & peak withstand current (IEC622T1 Clause
6.6)

7.6.5 Verification of protection (IEC6227111 Clause 6.7)

7.6.6 Tightness test (IEC6227111 Clause 6.8)

7.6.7 EMC test (IEC62271111 Clause 6.9)

7.6.8 Switching Tests{IEC62271111 Clause 6.101)

a) Line charging current
b) Cable charging Current

7.6.9 Making Current Capability: (IEC6227111 Clause 6.102)

7.6.10 Rated symmetrical interrupting current tests (IEC622¥1 Clause 6.103)

7.6.11 Critical current tests (IEC6227111 Clause 6.104)

7.6.12 Pattial discharge (IEC6227111 Clause 6.106)

7.6.13 Surge Current Tests (IEC6227111 Clause 6.107)

7.6.14 Mechanical Duty Test: (IEC62271111 Clause 6.109)

7.6.15 Ice Loading Test: (IEC6227111 Clause 6.110)

7.6.16 Internal Arc (IEC62274200, Subkclause 6.107. and Annex A)

7.6.17 Mechanicalmpact (IEC62274200, Sukclause 6.7.)

7.6.18 Control electronic elements surge withstand capability (SWC) tests (IEC62271
111

7.6.19 Clause 6.111)

7.6.20 EMC Testing as per the table betow

Standard Description Test Level
Electrostatic +/- 8kV
IEC 610064-2 Discharge +/- 15kV

10V/m, 80 MHz- 1000 MHz
3V/m, 1000 MHz- 2700 MHz
10V/m, 1000 MHz 2700 MHz
+/- 4kV

+/- 4kV

+/- 4kV

IEC 610004-4 Fast Transient +/- 4kV

+/- 4kV

+/- 4kV

+/- 4kV

+/- 4kV line-to-earth, +/ 2kV line-to-
line, 1.25/50usec

IEC 610004-5 | Surge +/- 4kV, 1.25/50usec

+/- 4kV, 10/700usec

+/- 4kV, 10/700usec

Radiated
Electromagnetic Field

IEC 6100064-3
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+/- 4kV, 1.25/50usec
+/- 4kV, 1.25/50usec
+/- 4kV, 1.25/50usec

10V RMS
10V RMS
10V RMS

IEC 610004-6 giosrt‘l‘j:‘b‘;endces 10V RMS
10V RMS
10V RMS
10V RMS

Power Frequenc]
IEC 610004-8 Magnetic Field 100A/m continuous, 1000A/m for 1s

Voltage dips- 0% 1 cycle, 40% for 1(
Voltage Dips ang cycles, 70% for 2%ycles, 80% for 25(
Interruptions cycles

Voltage interruptions 0% for 250 cycleg
Conducted Commol 30V continuous, 300V 1 sec, 50/60Hz
IEC 610004-16 | mode disturbances- (
150kHz 30V continuous, 300V 1 sec, 50/60Hz
2.5kV Common mode, 1kV diff@
Damped Oscillatory 100kHz and 1MHz

Wave 2.5kV common mode @ 100kHz a
1MHz

IEC 6100064-11

IEC 6100064-18

7. 7ROUTINE TESTS

All switchgear shall be tested for the following ahd appropriate values shall §tated in the
tender documentation:

7.7.1 Calibration

7.7.2 Control, secondarwiring

7.7.3 Dielectric withstand test;-inin. dry powetfrequency
7.7.4 Partial discharge test

7.7.5 No load mechanical operation test

7.7.6 Gas leak test where applicable
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8 REMOTE TERMINAL UNIT (RTU)

8.1 GENERAL REQUIREMENTS

The RTU will allow for the remote control and monitoringloé ground mounteswitchgear.

8.2Scope
The unit shall comprise:

a) Distribution Control Unit with wireless communication to be installed in Medium

voltage distribution substations

b) Fault detectiorsystems with wireless communication (or not) to be installed on
Medium Voltage Overhead Electric networks, as specified in this document,
c) Application software to display the information from these Fault passage indicators or

Distribution control Unit.

8.3 Quality Assurance

The Bidder shall supply documentary proof that the manufacturer possesses ISO 9001
and 1ISO 14001 Quality insurance certification, from an independent internationally
recognized body, for the design, manufacture and testing of Fault Indieatbremote
monitoring and control equipment for medium voltage lines.

8.4SPECIFICATIONS OF REMOTE TERMINAL UNIT (RTU)
RTU shall be amicroprocessebased electronic device that interface power equipment to a
control system. Ishall includeall the functims required to monitor and control MV switchgear

in the MV/LV feeders

8.5General characteristics

Dielectric compatibility: IEC602555
Electrostatic discharge: IEC61004-2
RF fields: IEC61000-4-3
Fast transient: IEC 610004-4
Surge: IEC610004-5
Conducted RF disturbance: IEC610004-6

Power frequency magnetic field:IEC610004-8
Pulse magnetic field: IEC610004-9

Damped oscillatory wave: IEC610004-12
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Insulation: 10kV, surge: 20kV
level 4: 15kV in air; 8kV at contact
Level 4: 30V/m

Level 3 : +2kV (5kHz to 100kHz)
Level 3 (CM): 2kV

Level 3: 10V (150 kHz to 80MH2z)
Level 5: 100 A/m

Level 5: 1000 A/m

Level 3 (CM): £2.5 kV



Operating temperature:

Damp heat steady state:

Damp heat cycles:
Salt spray test:
Protection:

Robustness:

8.6 RTU arrangement

IEC610068
IEC6100682-78
IEC600682-30
IEC600682-11
IEC60529

IEC62262

-40°, to +70°C
93%, 56 days
95%, 144h
168h

IP3x (cabinet)

IKO7 (Cabinet)

TheRTU shall be built on a modular flexible architecture.

TheRTU shall include:

(&8 A main communication unit that supports comnoation with the SCADA,
communication with devices located in the substations and communication with interfaces

with the switchgears.

(b) One interface and treatment unit per Load break switch in the substation.
(c) A power supply which integrates a 12Vdc battdmgrger and provides 24Vdc/48Vdc for
the motorisation, 12Vdc for the electronic devices and 12Vdc for the transmission systems.
(d) The RTU shall be expandable by adding modules, the number of modules shall not be
limited and not based on a rack design.
(e) TheRTU consumption shall be limited to 10W per substation

8.7 Configuration and maintenance
(a) TheRTU shall be configurable locally or/and remotely.

(b) A configuration tool, based on PC, shall be provided for configuration dRié This
tool shall be connected Idbaor remotely to download and upload the configuration into

theRTUs.

(c) A web server shall be integrated into tREU communication unit and shall provide
facilities for maintenance, settings including cyber security settings, and historical logs
display.This Web server shall be accessible locally and remotely, by mean of a standard

laptop PC.

(d) Locally, the maintenance tool shall be connected toRA& by a WiFi or Ethernet

communication port.

(e) The firmware shall be updated either locally or fromdéetral system.
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8.8 Extension

Optionally theRTU shall be able to provide future extension such as additional 1/0O, monitoring
and control of LV feeders. Wireless links with these extensions shall be considered as
preferable.

8.9Functions

8.9.1 Monitoring and control of medium voltage switchgears.

Each medium voltage switchgeaong the feedershall be monitored and controlled by
an interface and treatment unit. It shall be possible to extend the number of monitored and
controlled switchgears by adding one interface modules per switchgear.

The interface with thewitchgearshall provide at leds

(a) Switch position (Dual input)

(b) Earth switch position (single or dual input)

(c) Interlocking status (optional input)

(d) Voltage presence ( direct input or calculated byRfi&J)
(e) 2 spare inputs

() Switch position control (Dual output)

In addition to these direct ietfaces with thewitchgearthe number of operations shall be
transmitted to th&CADA

The interface shall control the switch motorisation through a dual output whaih
providethe 24Vdd 48Vdc voltage to the interface relay located into the swiahg

The control operation shall be secured by a selecrdefcecute procedure. The 24Vdc/
48Vdc power supply to the motor shall be activated only during the execute phase.

8.9.2 Fault current detection
Each of the interface and treatment unit shall integrdiseilt detection.

Fault current shall be detected according to ANSI standard detection curves:

(a) ANSI 50/51 for phase overcurrent fault detection

(b) ANSI 50N/51N for phase to earth fault detection

(c) ANSI 67 for directional phase overcurrent fault detection

(d) ANSI 67N for directional phase to earth overcurrent fault detection

(e) ANSI 47 for negative sequence overvoltage used to detect broken conductors.
For each detection 2 groups of settings shall be provided.

Permanent, senapermanent and transient type of fault shall be discriminated and
transmitted t&SCADA. The fault detection shall be validated by the absence of voltage on
the MV network.
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Settings range:

(a) 2 settings shall be possible in each group of tin
(b) Overcurrent from 0,02In to 4 In (DT)

(c) Earth fault : from 0,02In to 1,6 In (DT)

(d) Sensing time : from 50ms to 300s

(e) Setting curves shall comply with DT and IDMT.

The inrush current shall be detected by evaluating the ratio of second harmonic. A delay
applied on the detection sensing time on power recovery is not acceptable.
The fault detector shall be reset by various configurable means:

(a) By a timer delay
(b) On voltage recovery
(c) Manually either from th&®TU front panel or from th&CADA

When a fault is detected and validated, it shall be indicated simultaneously by a LED on
the RTU front panel, showing clearly the corresponding feeder, by an event sent to the
SCADA and on an external lamp connected to a dedicated relay outputRf the

8.9.3 Measurement
TheRTU shall provide phase currexgnd voltage measurement.

Threephase current sensors and one residual current sensor shall be connectedltb the
interface and treatment unit.

Three phase Low Power Voltage TransformefLPVT) voltage sensar for voltage
measurement shall be connected toRA&) interface and treatment unit.

All measurement including the calculated active power, reactive power and energy, in the
four quadrants, per feeder shall be compliant with IEC 611557

Accuracy shallbe 0.5% for Current and voltage inputs and 1% for power and energy
calculated measurement.

The power shall be delivered as a signed value.

TheRTU shall be able to memorise the value of current and voltage before fault detection
or a switch opening.

A 3-wire PT100 sensor input shall be provided in order to measure temperatures such as
ambient air.
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8.9.4 Power quality
TheRTU shall monitor, according to IEC 610@30 class S, harmonics, voltage dip and
swell, voltage interruption and voltage unbalance.

8.9.5 Archives
Events and measuremsishall be archived in logs.

Events shall be stored in the archive logs with a time resolution of 1ms, and a
discrimination of 10ms.

The capacity of the logs shall be up to OO events and measurement

All the logs shall be availablgom a maintenance tool connected to REU or sent on
request to th&CADA. The container of the logs shall be configurable and the name of the
logs sent to th&CADA shall be configurable. It shall be formatted as a .csv file.

8.9.6 Automation

For eachfeeder a Sectionaliser automated function shall be provided. It shall open the
switch automatically during the absence of voltage during recloser cycles. The number of
faults and the cycle duration shall be configurable

In addition, a general purpose aut&tion language shall be integrated and shall be
compliant with IEC 61138 standard

8.9.7 Local MMI
a) Front panel MMI

On the front panel oRTU, LEDs and push buttons shall provide the following
statuses and controls:

(a) Status of all communication ports

(b) Switch pogion status

(c) Switch position control. The switch position control shall be validated by
pressing simultaneousliwo buttons in order to avoid unexpected manual
control orders.

(d) Earth switch position

(e) Fault current detection

() Battery and power supplies status

(g9) LocalRemote status

(h) LocalRemote control push button

(i) Automation status and control push button

() Fault detection reset control push button

The control and status related to each of the switchgear shall be presented in a clear
and ergonomic way, assuming tiar each switchgear a clear area is dedicated to
each switchgear on the front panel.

159|P age



b) Other local MMI

Locally, a Web Server interface shall be provided for connection of a laptop PC, a
tablet or a Smartphone in order to access to more details data salamaslog,
statuses and position, and measurement.

8.9.8 Communication
8.9.8.1Communication with SCADA
The RTU shall be able to communicate with t8€ADA ontwo channels. In case of
redundancy th&CADA will activate the backup communication channel. RieJ
shallbe able to initiate also a communication on the backup channel in case of detection
of inactivity on the main channel.

TheRTU shall accept communication wittvo SCADA systems simultaneously.

8.9.8.2Protocol
The RTU shall comply with IEC 87%-104, IEC 8705-101, and DNP3.0 standard
protocol. TheRTU shall support Secure Authentication according to IEC 62351

8.9.8.3Transmission
The communication systeshall be based on UHRBdio. TheRTU power supply shall
be sized to supply the communication modem.

8.9.8.4Transmitted data
TheRTU shall transmit to th& CADA all the status and measurement. Each data shall
be individually configurable to be sent or not to 8@ADA.

The measurement shall be spontaneously seRC#DA according to configuration
of:

(a) Threshold
(b) Dead band

8.9.8.5Wi-Fi
A Wi-Fi communication port shall be offered to access locally tdrifd. It shall be
secured by means of

(a) Activation/deactivation from th8§ CADA
(b) SSID visibility configurable

(c) Passphrase

(d) Automatic disconnection by timeout

160|P age



8.9.8.6Communication LAN for other devices
In order to ensure that future neetisll be covered, th®TU shall be able to provide
additional communication ports:

(a) Ethernet port
(b) RS232/RS485 port

8.9.9 Power supply
TheRTU shall include a power supply which égfrates a 12Vdc battery charger.

The battery charger shall be compensated in temperature and protected against deep
discharge and overvoltageshall be protected against surge currents by use of for instance
an isolation transformerA single 12Vdc battery is mandatory in order to ftirthe
maintenance constraints.

In case of absence of the battery, the power supply shall be able to supply at R&kt the
The power supply, from the battery voltagkall providethe following:

(a) 24Vvdc/ 48vVdc + 10% for the motorisation. This voltapalsbe connected only
in execute phase.

(b) 12Vvdc for the transmission devices.

(c) 12Vvdc for theRTU modules.

8.9.9.1Power supply input
Input voltage: 110Vac/ 230Vac + 10%

The power supply shall be insulated to 10kV and surge protected up to 20kV, in
compliance witHEC602555.

8.9.9.2Battery

(a) The battery capacity shall maintain a backup timatdéastlO hours for all the
voltage outputs and shall permitNi®. Open/Close cycles of the switchgear.

(b) The single 12Vdc battery shall be periodically checked, and a battery fault shall
be transmitted to thECADA.

(c) The maximum battery charging time shall be 24hours

8.9.9.3Monitoring
The power supply shall deliver the following statuses t&SGADA

(a) End of life deection
(b) Battery disconnected
(c) Absence of power input
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(d) Voltage output faults

(e) Battery fault

() Any other datashallbe available through a serial link communication.
8.9.10 Cyber security

8.9.10.1

Future proof design

8.9.10.1.1Remote firmware update
The RTU shall support remote firmware updates
8.9.10.1.2 Centralised RBAC management

The RTU shall be evolutive in order to be compatible with a full centralised
RBAC management in compliance with IEC 62351

a)

b)

Hardening
(i) Device hardening

Disabled or unused functiong shall not compromise security.
Unnecessary servicemd programs shall be remalelf removal is not
possiblethe unnecessary services and programs shall be disabled.

Interface minimization

i) Each interface shall support only the data types and pietoeeded to
meet thefunctional requirements.

i) Unused interfaces and ports shall be removed. If removal is not possible,
the unused interfaces and ports shall be disabled.

iii) A complete list of supported data types and supported communication
protocols pemterface shall be provided.

iv) All hardware interfaces that are used for programming or debugging
shall becompletely removed after production.

Account hardening

i) The RTU shall not contain active default, guest and anonymous
accounts.

if) All remote access to root accounts on the RTU shall be disabled.

iii) All Vendor-owned accounts where feasible shall be removed.

iv) The list of all accounts on the RTU shall be provided.

d) Compliance to security standards

The RTU shall follow the IEC 6235dtandards and at least:

) IEC 623515: 2013
ii) IEC 623518

e) Communication security

The RTU shall support network and transport layer encryption using IPsec.



f) Configuration

Access to the RTU by configuration tool shall be possible only through secured
connecton: HTTPS for Web server and SSH for console and configuration tool.

g) Access control

i. Role-based Access Contro]RBAC)

() The RTU shall support the implementation of Ro#sed Access
Control in compliance with IEC 6235

(b) 1t shallbe possible to configure the privileges of individual roles. It
shallbe possible to carry out changes by configuration files
through a secure way.

(c) It shallbe possible to define more roles for future applications.

(d) It shall be possible to assign each role individual security

credentials.
(e) It shall be possible to bind roles to individual user accounts on the
RTU.
The minimum following function and data shall be controlled through

RBAC:

) Configuration files

(i) Software upate

(i)  User management

(iv)  Executing program or shell command

(V) I/O on local maintenance access

(vi) A specific tool shall permit to configure the security policy, role and
password.

ii.  Management of Security passwords

(@ The RTU service application shall support individuaser
passwords.

(b) Passwords shall be stored together with a silig an allowed
cryptographic hash function.

(c) The RTU service application shall enforce a high complexity of
passwords.

(d)  The RTU shall lock the access after several password error.

iii. User Authentication

(@) The RTU shall authenticate the communication parties on the WAN
interface using a challengesponse protocol based on message
authentication codes The RTU shall terminate the connection if the
user authentication fails.

(b)  The RTU shall autheicate the communication parties on the Local
Maintenance interface.
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(© It shall be possible to configure the RTW ghat it blocks
authenticatiommequests, either temporarily or permanently, from an
account after a number of failed login attempts. The number of
failed login attempts anthe time the account is blocked shall be
configurable.

iv.  Central management of user account
The RTUshallallow to manage user authentication through a Radius server.

v. Security Log
(@8 The RTU shall provide a local audit trail for all security events that
occur.
(b) Log files shall be produced in Syslog format.
(c) Security events shall be logged locally in a dedicated sedagty
or/and on &YSLOG server.

vi.  Security testing
The RTU shall comply with ACHILLE Levell

8.9.10.1.3Documentation

I. Secured Versioning

a. All released versions (hardware, firmware, software) of a device or
product shall be uniquely identifiable.
b. Exchangeable hardware modules shall be versioned separately.

ii. Design Documentation

a. The Protocol Implementation Conformance Statement as in IEC 62351
and IEC 6087b-7 shall be provided on request.
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9 11kV RING MAIN UNITS (RMUSs)

There exists RMUs in the KPLaetwork. These RMUs are modern and have been manudeh
by M/s Lucy Electrig the models are VRN2a

A number of them have been automated under phase 1 using Motorola RTUs.

The bidder ishotified on theneed to retrofit th&RMUs so as to be able to pick all the indications,
alarms voltages andcurrens for all the phasedviodifications may be required to be able to pick
the EFI (earth fault indicator) alarms which are not connected currently but provisioned.

Since the requad coverage of the automated RMUs do not coincide with the installed ones, there
is need for supply and installation of 11No. Extra RMUs. The minimum specifications are as
below. The list of RMUs to be covered in this scope is as attached in appendix oedial
requirements for some sites as below.

The RMU rooms also require rehabilitatidrhis shall involve all necessary works for secure and
safe installation of the RMUs.
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SPECIFICATIONS FOR RING MAIN UNIT

ANNEX A: Guaranteed echnical Particulars (to be filled and signed by the Manufacturer and
submitted together with catalogues, brochures, drawings, technical data, sales
records and certified true copies of type test certificates and type test reports for
tender evaluation)

9.1SCOPE

9.1.1 This specification is for newly manufactured factagsembled Ring Main Unit
(RMU) for KPLC 11kV, 50Hz system.

9.1.2 The ring main unit shall be extensible type (both sides) and shall have cable
connections for feeders and Transformers. The RMU shalpdee two main
functional units, the feeder panel and the transformer jpahel number of
functional units per RMU type is specified in the table below. The feeder panel
shall be equipped with automatically operated vacuum/SF6 typéteatt
switch andhe transformer Panel shall be equipped with vacuum circuit breaker.
The RMU shall be fully automated and shall be prepared for remote control
operation.

The configurations of the RMU type shall be as follows;

# Type Configuration Quantity Location

(@ | Type || 3-Feeder panels arid 6 pieces Boulevard, Longonot, Old
RMU Transformer Pangl Govt Press, ICDC,

Rahimtulla, Hilton

(b) | Type |IlI|4-Feeder panels arid 1 piece KICC
RMU Transformer Pangl

coupled with metering
CB

(c) | Type Il | 2-Feeder panels arid 2 pieces MISC,E-HSE
RMU Transformer Pangl

(d) | Type N |2-Feeder panels arid 1 pieces IPS
RMU Transformer Pang)

coupled with IMVA
Transformer

(e) | Type V| 4-Feeder panels arid 1 piece Nation Centre

RMU Transformer Pansl

The medium of insulation shall either be;
(a) Solid material (epoxy resin) with encapsulated units assemble in dry air or
(b) SF6 gas Insulated.
The later (b) if offered shall be full gas insulated (SF6 GIS) while the former (a)
shall be SF6 Free.
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The specificabn also covers inspection and test of the Ring Main Unit as well as schedule
of Guaranteed Technical Particulars to be filled, signed by the manufacturer and submitted
for tender evaluation.

The specification stipulates the minimum requirements for Riag Unit acceptable for

use in the company and it shall be the responsibility of the Manufacturer to ensure adequacy
of the design, good workmanship and good engineering practice in the manufacture of the
Ring Main Unit for KPLC.

9.2REFERENCES

The following standards contain provisions which, through reference in this text constitute
provisions of this specification. Unless otherwise stated, the latest editions (including
amendments) apply.

IEC 62271100: High-voltage switchgear and control gearPart 100: High-voltage
alternatingcurrent circuitbreakers.

IEC 62271103: High-voltage switchgear and contrgear- Part 102: Switches for rated
voltages above 1kV and less than 52kV

IEC 62271200: High-voltage switchgear and contrgéar- Part 200: A.C. meteaenclosed
switchgear and contragear for rated voltages above 1 kV and up to and
including 52 kV.

IEC 600441: Instrument transformersPart 1: Current transformers.
IEC 60376 Specification for SF6 gas
IEC 60255: Electrical Relays.

IEC 60529: Degrees of protection provided by enclosures (IP Code).
BS 381C: Specification for colours for identification, coding and special purposes.

9.3TERMS AND DEFINITIONS
The definitions given in the reference standards shall apply.

9.4REQUIREMENTS
9.4.1 Service Conditions

The equipment shall be suitable for continuous operation outdoors in tropical areas at
altitudes of up to 2200m above sea level, humidity of up 5%,9average ambient
temperature of 30°C with a minimum of1°C and a maximum of +40°C, heavy saline
conditions along the coast and isokeraunic levels of up to 180 thunderstorm days per year.
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9.4.2 Design and Construction
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9.4.2.1The Ring Main Unit shall be freetanding metaénclosed designed and
constructed in accordance with IEC 62200 and the requirements of this
specification. Loadbreak Switches and circuit breakers shall comply with IEC
62271103 and IEC 6227100 respectively

9.4.2.2The Ring Main Unit shall be floor mounting type suitable for outdoor and
indoor use. The floor fixing shall allow for mounting on a sienplinth with
a flat surface.

9.4.2.3The unit shall incorporate combinations of SF6/Vacuum Load break switches
(three phase) that shall be capable of being operated independently. Each
switch shall have integral earthing facility and three operating positions
AONO, AOFFO and AEARTHO and capable

9.4.2.4The Earth Switch shall be able to carry the rated short circuit current. The

RMU switches shall be capable of making and breaking the rated load current.

9.4.2.5The Ring Main Unit shall be completetiAuxiliary switches for remote
control and supervisory status indication of the switches.

9.4.2.6For SF6 Free units, the Busbars shall be encapsulated in epoxy resin or an
equivalent insulation materiahot SF6 or Oil.

9.4.2.7The unit shall also have a te# circuit (three phase) controlled by means of
vacuum circuit breaker with tripll phase mechanism complete with integral
earthing facilities. The design of the te# chamber shall be such that it can
be electrically isolated from the ring main switches tlitate maintenance
and or testing of the transformer without opening the Ring Main. Theftee
shall have integral earthing facility for the cable.

9.4.2.8The ring circuits shall have Earth Fault indicators to indicate whether fault
current has passed throutie switch. The indicator shall have an electrically
reset flag and shall be prepared for remote monitoring. The RMU shall have
accessories for indicating voltage presence.

9.4.2.9The teeoff shall have overcurrent and earth fault protection with standard IEC
IDMT Time-Current characteristic curves as per IEC 60255. The protection
relay shall be connected to a current transformer of ratie2B0A00-50/5A,
to allow effective protection of transformers rated at 315kVA, 630kVA and
1000kVA and Loads of 2MVA, 3 MVAand 4MVA and powered from within
the RMU

9.4.2.10 Detailed information shall be submitted to facilitate technical evaluation
of the protection scheme.

9.4.2.11 The relay software and all the necessary tools for configuration and
settings shall be supplied to KPli&luding the connection cables (PC
relay).

of



94212 Theteeof f shal l have three operating po
AEARTHO.

9.4.2.13 Access to handles for operation and access for viewing of indication and
instruction labels shall be on one side only.

9.4.2.14 Test facilities or applied high voltage (15kV) shall be provided for the
ring cables (connected to earth switch) by means of a one piecebase
test probe or by a thrgghase integral device with connections external to the
switch equipment. The probe shall be aggblonly when the switch is in
AEartho position. I n addition there sh
each circuit.

9.4.2.15 Each equipment shall be provided with a main earth bar of not less than 25
x 3 mm H. D. H. Ccopper strip or equivalent cressection The earth bar
shall be bolted to the main frame and located so as to provide convenient
facilities for earthing cable sheaths and earthing devices. Earth connections to
cable glands shall be provided.

9.4.2.16 Each equipment shall be provided with lifting féels and shall be
marked to indicate its weight. The ring main unit shall be complete with all
necessary components and accessories.

9.4.2.17 Padlocking facilities shall be provided to prevent unauthorized access and
operation. The facilities shall be suitable padlocks with shanks of 8mm
diameter.

9.4.2.18 The switchgear enclosure shall be dry painted to Dark Admiralty Grey
Colour No. 632 as per BS 381C.

9.4.2.19 The RMUs offered shall be virtually maintenance free.

9.4.2.20 The Ring Main unit shall have provision for remote operatiarxilfary
switches for remote and supervisory status indication of the ring switches
shall be provided. It shall have terminals brought out to a terminal block that
will facilitate wiring of REMOTE CLOSE and REMOTE TRIP by KPLC.
Detailed information on thishall be submitted with the tender. KPLC shall
provide the Remote Terminal Unit and Communication Network.
Compatibility requirements/limitations of the RMU offered shall be stated in
the bid. The RMU shall be equipped with approprigt&l8/ DC auxiliary
power supply for operation of the switches and circuit breakers. The auxiliary
supply shall have a backup battery system adequate for operations of all the
switches in the event that the power supply is unavailable for at least 8 hours.
The auxiliary suply shall be prepared for connection to 240V ac supply that
will be made available in the switchgear room. The auxiliary supply unit shall
have protection for overvoltage.
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9.4.2.21 Provision for remote operation and measurements requires that the
terminals are braght out to the terminal block to facilitate wiring of
measurands, REMOTE CLOSE and REMOTE TRIP by KPMbere serial
communication is possible the required protocol is IEC 6&8T01.
Compatibility requirements/limitations shall be indicated in the bid

9.4.2.22 The equipment shall have internal Arc Fault safety ¢ 1sec

9.4.2.23 The RMU plinths exist since the proposed RMUs shall be a replacement
of the existing ones.

9.4.3 Operating Mechanism
9.4.3.1The operating mechanisms of the switches shall be sppatated devices

desgned so that energy stored in the initial part of each operation shall be
used to complete the making, circuit earthing or opening from circuit earth
operations as the case may be, independently of the operator. Slow making or
breaking shall not be pob$¢. For remote operation, each of the two switches
shall be equipped with a motorized switch actuator with option for manual
operation shall be provided. The motor shall be ra&d8v DC.

9.4.3.2It shall not be possible for the operating mechanism(s) toftie luch a
condition that any energy stored in the initial part of an incomplete operation
remains in the spring when the switch
positions.

9.4.3.3For the teeoff, the operation of the protective device shall cause the opening
of all three phases

9434Means shall be provided for manual tri

9.4.3.51t shall be possible to lock the operating mechanism(s) in any operating
position and independently to | ock off
use of padlock.

9436ltshallbenecessary before it is possible tc

to move a captive device which can be padlocked and which shall be labeled
AREMOVE to EARTHO

9.4.3.7Mechanical indication of the operating positions of the switch shall be
provided with indicatorén both directions so as to show whether the switch

contacts are in the AONO, AOFFO or AEA
be clearly indicated and the indicator
on a red backgr ound agrée@backgroundrandwh i t e | €
AEARTHO in black | etters on a yellow b

9.4.3.80perating handles shall be arranged to operate in a vertical plane and
downward movement shall complete the making and earthing operations.

170|P age



9.4.3.9Interlocksshall be provided to prevent anogeration that threatens safety. In
addition interlocks shall prevent the following operations:

a) Inadvertent operation of any Ring Main Switch and-@#eSwitch direct
from the AONO position to AEARTHO posi

b) Operation of any switchtd ONO posi tion from any posi
cover opened.

c) Test facility (probes or plugs) being inserted or withdrawn unless the relevant
switch is at the AEARTHO position.

d Operation of any switch from AEARTHO t
associated aess cover is closed or test plugs inserted.

9.4.3.10 Operating procedures and interlocks shall be clearly inscribed on the

operations side of the unit.
9.4.3.11 Physical position of the disconnector contacts shall be visible through a
window of weather resistant transpdrglass for safety of operations

9.4.4 Cable Termination

9.4.4.1The unit shall be complete with cable boxes and terminals suitable for three
core XLPE copper and aluminum cables of up to 300sq mm. The unit shall be
supplied with two complete sets of cable terminati@me for immediate
connection and the other for spare).

9.4.4.2The cable boxes shall be air insulated suitable for dry type cable terminations,
bottom entry. Compound filled cable boxes are not accepted.

9.4.4.3The cable boxes shall be equipped with glands to fdeildgable terminations.

9.4.5 Vacuum Circuit Breaker and Vacuum Ring Switch

9.4.5.1The bidder shall state period of experience of the manufacturer of vacuum
interrupters and vacuum switches used in the switchgear. Evidence of the
suitability of the vacuum bottle shdle provided in the form of type test
reports and certificates from the relevant International Independent testing
laboratory or an ISO/IEC 17025 accredited National Testing/Standards
Authority.

9.4.5.2The vacuum breakers shall have a service life of at leastytirea (25)
years.

9.4.5.3 Where replacement of the bottles shall be required before the expiry of the
warranty period, the supplier shall render a service to recover and replace the
bottles at no cost to KPLC (supplier to provide clear and sufficient details in
his offer).

9.4.5.4The units shall be sealed for life.

9.4.5.5More details on the technical requirements of the circuit breaker and the Ring
switch are in appendix 14.
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9.4.6 SF6 Gas
9.4.6.1The Gas Insulated Ring Main Unit shall be supplied filled with new SF6 gas
complying withIEC 60376. The gas in each chamber shall be independent of
the gas in the other chambers.

9.4.6.2The switchgear shall be factory sealed so as not to require any routine gas
replenishment in normal service. The design, construction and sealing of gas
compartmentshall be such that the period to replenishment of gas is not less
than twenty five (25) years. In addition the manufacturer shall confirm that the
maximum leakage rate is lower than 0.1% per year. Each RMU shall be sealed
for life and proof of the same\gn.
9.4.6.3The unit shall be complete with a device for checking the SF6 gas pressure on
each tank in service with indication of minimum permissible pressure level for
safe operation.
9.4.6.4The gas enclosure and switchgear housing shall be designed such that in the
event of an internal arc fault, the operator shall be safe. Internal arc resistance
rating required is 20kA for 1sec.
9.4.7 Ratings
The Ring Main Unit (RMU) shall be of the following ratings:

Nominal System Voltage 11kV
Highest System Voltage 15.5V
Equipment Class => 15kV
Frequency 50Hz
Impulsevoltage withstand level, peak (1.2/50us dry) 95kV

Power Frequency Withstand Voltage, rms (50Hz 60se wet ) 38kV
Ring main switch rated current (temperature rise within IEC) | 630A
Ring main, main and eartwitches rated short time current (3 sg 25kA

Circuit Breaker rated short time current (3 sec) 25kA
Teeoff circuit rated current 200A
Control Voltage 24148/
DC
Opening Time of the circuit breaker <80ms
Load breaking current 200A

9.4.8 Circuit Labels

The front shall include a clear mimic diagram which indicates the different functions. The
position indicators shall give a true reflection of the position of the main contacts and shall
be clearly visible to the operator. All labels and diagrams shalltable for outdoor
service anghallhave norfading properties.

Physical position of the disconnector contacts shall be visible through a window of weather
resistant transparent glass for safety operations.

172|Page



9.4.9 TESTS AND INSPECTION
9.4.9.1The Ring Main Unit ands components shall be inspected and tested in
accordance with the requirement of IB227% 200 and this specification. It
shall be the responsibility of the manufacturer to perform or to have
performed all the tests specified.

9.4.9.2Circuit breakers shall bespected and tested in accordance with the
requirement of IEC 6227100 and this specification.
9.4.9.3Switches shall be inspected and tested in accordance with the requirement of
IEC 62271103 and this specification.
9.4.9.4Current transformers shall be inspected testied in accordance with the
requirement of IEC 60044 and this specification.
9.4.9.5Relays shall be inspected and tested in accordance with the requirement of
IEC 60255 and this specification.
9.4.9.6The equipment shall be subject to acceptance tests at the ntanufa@ s 6 wor K ¢
before dispatch. Acceptance tests will be witnessed by two Engineers
appointed by Kenya Power and Lighting Company Limited (KPLC). The
acceptance tests shall include the following routine tests:
a) Visual inspections
b) Conformity with drawings andiagrams,
c) Measurement of closing and opening speeds,
d) Measurement of operating torque,
e) Checking of filling pressure,
f) Checking of gagightness,
g) Dielectric testing and main circuit resistance measurement.
h) Power frequency voltage
i) Resistance test for thogrcuit
J) Mechanical operation tests.

9.4.9.7Type TestsIn addition to the routine tests, the supplier shall include in its bid
type test certificates issued from an internationally recognized independent
testing laboratory. In case of the tests having lweeducted by a National
Testing Laboratory/Standards Authority, a copy of the accreditation certificate
for the laboratory/standards authority shall also be submitted in accordance
with IEC17025 requirements. The type results shall include:

a) Short time cumnt withstand test and peak current withstand test.
b) Lightening Impulse voltage witetand test

c) Temperature rise test.

d) Short Circuit current making and breaking tests.

e) Power frequency voltage withstand test (dry).

f) Capacitive current switching test
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g) Mechanical operation test.

h) Measurement of the resistance of the main circuit.

i) Degree of protection of main tank and outer enclosure

J) Switch, circuit breaker, earthing switch making capacity.

k) Switch, circuit breaker breaking capacity.

[) Internal arc withstash

m) Checking of partial discharge on complete unit
In addition, for switches, test reports on rated breaking and making capacity shall be
supplied. For earthing switches, test reports on making capacitytishenvithstand
current and peak shectrcuit current shall be supplied.

9.4.9.8In addition to FAT, KPLC will inspect the equipment on receipt and may
perform or have performed any of the relevant tests in order to verify
compliance with the specification. The manufacturer shall replace without
charge to RPLC, equipment which upon examination, test or use fail to meet
any or all of the requirements in the specification.

9.4.10 MARKING, LABELLING AND PACKING

9.4.10.1 The Ring Main Unit and associated components shall be packed in a
manner as to protect it from any damagé&amsportation and handling.

9.4.10.2 Each assembly and package of items associated with the switchgear shall
be suitably marked.

9.4.10.3 In addition to markings required elsewhere in the specification, each panel
and component shall be marked in accordance withetbeant IEC standard
and shall include the following marking:

a) Name of manufacturer and country

b) Type/Model reference number and Standard of Manufacture

c) Ratings: rated normal current and temperature rise, rated short time
current and duration, rated voleggated frequency, rated lightning
impulse withstand voltage, rated power frequency withstand voltage, rated
short circuit making current.

d) Serial number

e) The words OProperty of KPLCO
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9.4.11 DOCUMENTATION

9.4.11.1 Two hard copies and a soft copy of operational manualsieawings
detailing dimensions, panel layout, Wiring and schematic shall be submitted
to KPLC. Industry standard documentation on use of SF6 gas shall be
submitted to support the offéfhe operational documentation shall include
information related td/laintenance, Commissioning, Installation, Testing
Configuration and Programming of the relay and all other.

9.4.11.2 Software for configuration, setting and programming and for downloading
and analysis of relay data shall be provided including all the necessary cable
for connecting to a Laptop computer.

9.4.11.3 Specialized erecting tools and gauges peculiar to the equipment shall be
supplied together with the equipment.

9.4.11.4 All documentation shall be in English Language.

9.4.12 INSTRUMENT TRANSFORMERS AND MEASUREMENTS
The outputs ofthe measuring transformers for measuring and protection purposes shall be
determined according to the technical requirements, but shall not be less than 125% of the
overall computed (design) burden of the connected apparatus and conductors. However,
the tansformer shall not be loaded less than 60 % of rated burden. The transformers will
be connected to the transducers provided in the RTU equipment.

a) Power frequency test voltaga secondary windings, 1 min. 2.5 kV

b) Overvoltage inteturn test, 1 min. 3.5 kv

Current transformers for measurements shall be of class 0.5, 15VA and shall be prepared
for connection to transducers in the RTU.
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ANNEX A: Guaranteed Technical Particulars(to be filled and signed by the Manufacturer
and submitted oget her with copies of manufactureods
data and certified true copies of previous test reports & certificates for tender evaluation)

ltem Particulars Unit Guar. Fig. | Tolerance

Type & Model Number

Name of Manufacturer & Country of Origin (
equipment being offered

Nominal System Voltage
Equipment Voltage Class
Frequency

Ring Main Switch Rated Current (temperature |
within IEC requirements)

Ring Mainrated short time current (3 seconds)
Teeoff rated current
Service Conditions

a.l Cubicles
Manufacturer
Metal Clad type
- Rated Voltage kv
- Maximum service voltage kv
- Rated frequency Hz
- Rated continuous busar current A

- One minute power frequency withsta
voltage, dry and wet

- to earth kV rms
- Impulse withstand voltage 1.2/50 ms

- to earth kV peak
- Permissible 1 second shdirhe current kA rms
- Dynamic shortime current kA peak
Arch tested in accordance with IEC 60280 YesNo

amendment 2

a.2 Circuit Breakers (Type )
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Breaking Medium

/Vacuum

177|Page

Opening time, interval of time between t
instant of application dfipping impulse to the
instant when the main contacts have separ
in all poles

Make time, interval of time between ti
initiation of closing operation and the instg
when the current begins to flow in the mg
circuit
Total break time, interval of time between {
instant of application of tripping impulse to t
instant of inal arc extinction in all pole

- at 100% breaking capacity

Manufacturer
- Rated voltage kv
- Maximum service voltage kv
- Rated frequency Hz
- Ratedcontinuous current A
- One minute power frequency withsta
voltage, dry and wet
- to earth kV rms
- across open breaker pole kV rms
- Impulse withstand voltage 1.2/50 ms
- to earth kV peak
- across open breaker
- Breaking capacity at rated voltage
- symmetrical KA rms
- asymmetrical KA rms
- Making capacity KA peak
- Breaking capacity of capacitive current A
- Overvoltage factor for disconnection
unloaded transformers (without volta
limitation by lightning arresters)
- Rated inductive current switching capacity | A
- Permissible 1 second shdirne current kA rms
- Dynamic shortime current kA peak

m.sec.

m.sec.

m.sec.




- under phase opposition

Rate of rise of recoveryoltage (RRRV) at
100% short circuit current

- 3-phase

- 1-phase

RRRV out of phase duty

Minimum temperature rise at rated current

m.sec.

kV/msec

kV/msec

main contact °C
- Vacuum in break chamber torr
Tripping Coil
ContinuousRating for 0.5sec A
Pick up current A
Drop off Current A
Earthing Switches
- Rated shortime current 1 sec. KA rms
- Rated dynamic shedircuit current
- Making Capacity
a4
Current Transformers
Manufacturer
- Rated voltage kv
- Maximum service voltage kv
- Rated frequency Hz
- Oneminute power frequency test voltage o
- primary winding kV rms
- secondary winding kV rms
- Lightning impulse withstand voltage kV peak
- Rated primargurrents A
- Rated secondary current A
- Shorttime thermal rating
- 1 second KA rms
- Shorttime dynamic rating KA peak
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Burden and accuracy class of

- measuring core




a.b

a.6

- protection core

- Instrument security factoof the measuring
core

- Accuracy limit factor of the
- protection core

Load break Switches

Breaking Medium

Manufacturer

- Rated voltage

- Maximum service voltage

- Rated frequency

- Rated continuousurrent

- One minute power frequency withsta
voltage, dry and wet
- to earth
- across open switch

- Impulse withstand voltage 1.2/50 ms
- to earth
- across open breaker

- Making capacity

- Breaking capacitpf capacitive current

- Minimum temperature rise at rated current
main contact

Breaking capacity Load current

- Vacuum in break chamber
Manufacturers and their country of origin
- Cubicles

- Vacuum interrupters

- Current transformers

Load Break Switches

Protection Relays

To becopied and filled in for each type of relay g
applicable

- Accuracy of the adjustable tripping time
- Min. possible tripping time

- Drop out ratio
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KV
KV
HZ

°C

torr

Ssec.
ms
%




Max. admissible current during 0.5 sec.
Max. admissible current continuously

Limit value of the adjustable tripping curren %.In

(O.C.R)

Limit value of the instantaneous tripping
current (O.C.R.)

Accuracy of the adjustabtapping time

%.In

%.INn

%.In

SecC.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

ceeeceeeceeeceeeceeeceeeceeeceeeeceeeeceeececeece.

Manufacturer s Name,
Note: This schedule does not in any way substitute for detailed information required elsewhere
in the specification
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ANNEX B: Informative Data.

Description

Informative data /
reference

RMU Make

Type

Design standards complied with

Current breaker and switch arrangement

Operating Mechanism of the switches

Available Interlocks

Type of Cable box

Size, type and rating of cable terminals

©OND OB IWNE

Equipment service life

No of years to first SF6 replenishment

Internal Arc fault design safety

Current Transformer & Ratio provided

Relay Type provided (Attach relay manual with Techn
dataandnanuf act urer 6s exper.i

Auxiliary supply

a) Make of the main components or the complete u

b) Input Voltage (AC)

c) Output Voltage (DC)

d) Capacity (Ah)

e) Service Life (years)

f) Maximum current rating

15.

Earthing Switches

- Reference standard
- Type of isolating switch

- Min. creepage distance (live parts to earth)

- Min. isolating distance (clearance between open
contacts)

- Material of contact surface

- Total contact pressure

- Type of operating device

- weight of earthing switch

16.

Current Transformers

- Reference standard

- Type designation

- Overall dimensions

- Total weight of one current transformer

- Type of insulation
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17. | Load Break Switches

Reference standard

- Type ofisolating switch

- Min. creepage distance (live parts to earth)

- Min. isolating distance (clearance between o
contacts)

- Material of contact surface

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

eEééeééeéecécécécééeéeéeéeéecéecéecéececee
Manufactureros Name, Signature, Stamp and Dat
Note: This schedule does not in any way substitute for detailed information required elsewhere

in the specification
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10SPARE PARTS

The bidder shall as@HALL provide a list of recommended spares if different from the one given
in the Bills of quantities
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11TRAINING

This section describes general requirements that apply to all training courses. The Contractor shall
submit the training proposal along with thiel. The training content, schedule and location shall
be finalized during project execution.

Training of the system controller§SCADA and Telecommunications staff, Operation and
Mai ntenance personnel for the neamdsbfiwarée, newbut i o
RTUs, switchgear, as well as the new communication network to be implemented under the project
is crucial for the success of the project for safeguarding the investment and to obtain the benefits
of the new distribution automation systéorKPLC and the Kenyan economy.

111
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GENERAL

(a) Training will be conducted by Contractors personnel, who are experienced
instructors and speak understandable English.

(b) All necessary training materials shall be provided by the Contractor. Each trainee
shall receive individual copies of all technical manuals and all other documents
used for training.

(c) Class materials, including the documents sent before the training casrael|
as class handuts, shall become the property of owner. Employer/owner reserves
the right to copy such materials, but forhiause training and use only.

(d) Handson training shall utilize equipment similar to that being supplied under the
contract

(e) For all training courses, the travel and-gem expenses will be borne by the
Employer.

() The Contractor shall quote training psognder project management c&sshall
be included in the bid

(9) The schedule, location, and detailed contents of eaakeaull be finalized

during employer and Contractor discussions shortly after placement of the award.

The Employer shall review and approve the contents of the overview training
prior to the start of the training.

(h) The contractor shall provide a 4x4 doailshbin pickup for use by the project
manager from the Employeroés side and
maintenance anservice to the vehicle as well as fixed monthly fuelliNged for
a dedicated drivewill be finalized during employesind Contractor discussions
shortly after placement of the award



11.2

Training Course Requirements

Employer's training course requirements are described below in terms of the
contents of each course to be provided. Training shall be provided on actual
database for the application software course and the associate training courses.

11.2.1 Database, Display Buding & Report generation Course

The database and display building course shall be the first course to be given in the
overall training sequence. It shall be a haadscourse using the hardware and
software to be supplied by the contractor. The coura# bb designed to train
owner personnel in how to develop the databases, displays, reports, and logs for the
offered system. Course objectives shall include:

How to set up a database & display development system

How to identify database fields, entriescords, tables, and contents
How to structure RTU /FRTU table definitions

How to build tables, arrays, and report formats and displays.

How to perform database maintenance

How to generate the database from source information

How to maintain symboibbraries, display colour groups, and display
string lists.

@ *po0 oy

On course completion, all participants shall be able to prepare the necessary input
data to define the system operating environment, build the system database and
displays, and prepare the database administrator to maintain and modify the
database and isructures.

11.2.2 Computer System Hardware & Software Course
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The computer system hardware & Software course shall be offered, at the system
level only. The training course shall be designed to give owner hardware &
software personnel sufficient knowledge of thverall design and operation of the
system so that they can correct obvious problems, configure the hardware, perform
preventive maintenance, run diagnostic programs.

The following subjects shall be covered:

(a) System Hardware Overview: Configuration of the system hardware.

(b) Operating System: Including the user aspects of the operating system,
such as program loading and integrating procedures; scheduling,
management service, and utility functions; and systeraresipn
techniques and procedures

(c) System Initialization and Fail over: Including design, theory of operation,
and practice



(d) Equipment Maintenance: Basic theory of operation, maintenance
techniques and diagnostic procedures for each element of the computer
system, e.g., processors, auxiliary memories, LANSs, routers and printers.
Configuration of all the hardware equipment.

(e) Diagnostics: Including the execution of diagnostic procedures and the
interpretation of diagnostic outputs,

(H System Expansion: Technicgiand procedures to expand and add
equipment such as loggers, monitors, and communication channels.

(g) System Maintenance: Theory of operation and maintenance of the
hardware configuration, fail over of redundant hardware etc.

(h) Operational Training: Practit&aining on preventive and corrective
maintenance of all equipment, including use of testing tools.

11.2.3 Application Software Course

The Contractor shall provide training on Application software courses covering all

applications other than those alreadyar@d above. The training shall include:

(a) Overview: Block diagrams of the application software and data flows.
Programming standards and program interface conventions.

(b) Application Functions: Overview of Functional capabilities, design, and
algorithms. Aseciated maintenance and expansion techniques.

(c) System Programming: An introduction to software architecture, Effect of
tuning parameters (OS software, Network software, database software and
Application Software etc.) on the performance of the system. Adimation
of Database (both reéiime and RDBMS),

(d) Software Documentation: Orientation in the organization and use of system
software and Application software documentation.

(e) Handson Training: shall be provided with allocated computer time for trainee
pefformance of unstructured exercises and with the course instructor &vailab
for assistance as necessary.

11.2.4 RTU/FRTU Course
The Contractor shall provide an RTU/FRTU course that covers the following
subjects as a minimum:

(a) Theory of operation of all RTU/FRTU functions

(b) Operational procedures for various modes of operation, including diagnostic
tests and interpretation of the associated test results

(c) Implementing and maintaining multiple communication ports

(d) Converting an RTUFRTU from one protocol to a different protocol

(e) Demonstration of complete RTU/FRTU test set use, including test set
connection and set up for all possible modes of operation, all operational
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procedures, the exercise of each command or feature assodiftedat
mode of operation, the interpretation of results, and how to use the test set to
diagnose and isolate RTU problems

() Disconnection and replacement of all RTU/FRTU equipment, including all
modules within the RTU/FRTU

11.2.5 Operator Training Course

Thist rai ning course shal/l provide trainirt
Billing & Customer Care Systems so that operators can manage the system
effectively. The training shall include:

(a) System Overview: Configuration of the system, a functional ovendaa an
overview of system capabilities and performance.

(b) General Operating Procedures: Hierarchical structure of displays, display
capabilities and features, user proceduresplognd user access restrictions,
and error messages.

(c) System Applications: Tdory of operation, capabilities, and operating
procedures for each application function.

(d) Handling of Equipment: Minor maintenance operations, such as removal of
stuck paper in printers etc., which do not require spares/specialised skills.

(e) Operator Documentation: Orientation in the organization and application of
all user documentation for Operator and verification of the information
contained therein. The course shall focus on handsaining on the system.
The trainees shall perform imgttordefined procedures with the help of the
dispatcher documentation. In addition there shall be training for Instructor to
use DTS.

11.2.6 Communication System Training

The training shall focus on critical aspects associated with installation, testing &
commissioning of fibre optic system amddio.

This shall include the stat#f-the art techniques employed in laying, splicing &

testing of fibre optic cable & e r mi n a | equi pment etc. The
be trained in such a way that the basic maintenance of terminal equipment & cable

etc. can be carried out effectively.

11.2.7 Auxiliary Power Supply Training
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The training shall cover various aspects coveringtallation, testing &
commissioning of DC power supply, & UPS system. Proper emphasis of the
training shall be for effective operation & maintenance of Auxiliary Power Supply
System on routine/ emergency basis by th



11.2.8 Development systentraining

11.3

ADMS training needed for efficient use of the development system shall be
scheduled to an early stage of project execution. It bbdield at the Contractor's
premises and be continued in Kenya after field acceptance of the development
system.This includes, but may not be limited to database, display, and report
generation training courses.

TRAINING PLAN

Training for personnel for the distribution automation system shall be divided into two (2)
types of training with different tasks, that is:

11.3.10perators6 training

This is to acquaint the operators to the system and its functions. Only when the
operators utilize the functions provided by the new distribution automation system
then all possible benefits will be realized.

a) Itis recommended thatetbidder proposes an option where six (6) KPLC staff
are trained to be able to interrogate #ADA system, configure new switches
into theSCADA system, and be able to migrate the switches from one point to
the other in respect to the existing one ongtaind. The bidder will propose
the cost and the syllabus and the time required to implement all the switches
(RMUs and LBSs) in to thECADA. The training is proposed to take 3 weeks.

11.3.2 Maintenance training
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This is to safeguard the investment by keepindully operational and by
adopting/extending the distribution automation system to the ever growing
network. This includes the PC bass@ADA system, Load Break Switches, RTUS,
configuration of the databases and setting up of the communication paraifieters
training is proposed to takeo (2) weeks and tgix (6) engineers.

A thorough international and local training for the operations and maintenance
engineers is to be conducted where the staff are supposed to successfully set up a
new site from scratch to testing commissioning infSEBADA system. International
training shalbe two week while local training shall be as long as deemed necessary.
The bidder will propose the cost, the syllabus and the time required to implement
all the switches (RMUs and LBSSs) into tREADA.

Engineers nominated by the employer she

of fice, manufacturerdéds premises and at
of the his proposed organization and administration for implementation of the

training proga m, indicating the responsibility

¢
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proposed site organization and home office organization indicating the staff
responsible for the various components of the training.

11.3.3 Data engineering
The tenderer shall propose as aniapta training programme for the
implementation of the training to the KPLC staff. The plan shall describe the
sequencing, time, duration and resources involved in implementation of each of the
Tenderer6s proposed tr ai sucmtptoacethastaff t i es .
are trained, they will be the ones to carry out the entire data engineeKegya
for the entire project with supervision by the tenderer.

The responsibility of the data engineering and its quality shall be on the bidders.
The plan has been provided somewhere in this docuriidind. shall befinalized
during employer and Contractor discussions shortly after placement of the award

11.3.4 Training expectations
The operator so6 tdodhe folleveng asaimmimim be abl e t

(a) Draw an LBS/RMU/RTU on the ADMS system and give all the required
parameters and details

(b) Change the physical and geographical position of the LBS/RMU/RTU.

(c) Modify a LBS/RMU/RTU

(d) Set up a repeater/remote site

(e) Troubleshoot a repeater/remote site

() UpgradeSCADA/ADMS software

(g) Conduct Daily /weekly backup

(h) Test the batteries on the repeater/remote site

(i) Measure the radio signal strength

The operatorsd t:irainees shall be abl e t

(i) Hoist a switch and install

(i) Connect and terminate a switch/RMU

(i) Troubleshoot/test a switch/RMU

(iv) Detect SF6 leak, diagnose amdill SF6

(v) Operate (local, manual, remote) the switch
(vi) Maintain the LBS switch

The training programme shall be as belde bidder is advised to give a detailed training
programme for discussion purposes. The prograsimé form part of the tender.
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11.3.5 TRAINING PROGRAM PROPOSAL i ADVANCED DISTRIBUTION
MANAGEMENT SYSTEM PROJECT KENYA POWER

Engineers/Control

# | Areas to be covered Target Group Proposed
Duration (Days)
1 | ADMS KPlIs GMs, Managers 1
2 | ADMSoperations and the best way | Control/O&M Engineers | 1
utilize the information retrieved by th
system
3 | Integration to other systems (Geograp Telecoms/Control/O&M | 2
Information System (GIS),SCADA, | Engineers
dispatch, Advanced Meterin
Infrastructure (AMI), Outagge
Management System (OMS) in a c(
effective manner
4 | Creating fieldreproducible DA scheme Telecoms/Control/O&M | 2
Engineers
5 | Providing handsn system Telecoms/Control/O&M | 2
configuration and integration servic| Engineers
that include independent thigghrty site
acceptance testing (SAT)
6 | Reliability analysis and creatin Distribution 4
reliability models. Planning/O&M Engineer
7 | Creation of new Switch onto th Telecoms/@ntrol 1
database, configuration files for | Engineers
particular switch for and uploading in ti
RTU
8 | Creation of configuration files for radig Telecoms Engineers 0.5
9 | Uploading/editing of Single Lin¢ Control/Telecoms 1
Diagrams in the database. Engineers
10 | Server Back up and total emerger| Telecom/O&M/ Control 0.5
recovery Engineers/IT
12 | Modelling of radio repeaters in the pow Telecom Engineers 1
system network
13 | RTU Trouble-shooting Telecom Engineers 1
14 | RTU configurations for the RMU Telecom/ E Plant/O&M 0.5
Engineers
15| RMU & GX SFs recovery and leakag E Plant /O&M Engineers| 1
detection techniques
16 | Radio maintenance Telecom Engineers 1
17 | System data analysis and interpretatiq Control/O&M/ Telecom| 1
Engineers
18 | Report writing and presentations Distribution 1
Planning/O&M
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19 | Developing load management progr{ Distribution 1
designs Planning/O&M Engineer

114 MAINTENANCE KIT

The tenderer is expected to provide 6No. Tool kits to conduct a thorough preventive maintenance
to the switchgear, the centrsystem and the radio system, a list of all the tools in the kit and
manufacturer shall be givéday the bidderin addition to that the following shall be providddNo.
Hotspots andSF6 gas detector and filler (FOC gas handling equipmé&np. Ladders
(specifications provided earth loop impedance tester (earth tester), live line testédNo.
Laptops preanstalled with the development and maintenance software.

Details of the proposed tools and equipment shall be presented as below:

# | Equipment Model no. Country of origin

1
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12MAINTENANCE CONTRACT

The contractor shall provide, as an annex and @dALL, to his offer a maintenance contract
covering Level 2 & 3 support to all the provided equipment and software programsofituesct
may come to effect after expiry of the warranty period.
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13QUALITY ASSURANCE

13.1 Requirements for Quality Management System

13.1.1 The supplier shall have a fully documented, implemented and maintained quality
system, which complies with the requiremerit$SO 90012000. This
management system shall carry valid certification from an appropriate QMS
certification body.

13.1.2 Where products and / or substantial-sisisemblies are acquired from 3rd party
organisations such organisations shall also have a fullyndeated, implemented
and maintained quality system, which complies with the requirements of
1ISO90012000

13.1.3 Quality Management System Certification
Proof of certification relating to an o
shall be submitted forevaliabn and acceptance ACerti fi
issued by a QMS certification body, shall only be recognised and accepted, when
such body has been accredited by a full member through being a current signatory
to a Multilateral Agreement or Mutual Recogoit Agreement (MLA or MRA),
of the International Accreditation Forum (IAF) or, has been accredited by a full
member, of a regional member of the IAF.

13.14The supplier shall furnish full particu
managementegime, ircluding that of its sulcontractors.

13.2 Quality Planning

The supplier shall prepare and implement a Quality Assurance Plan (QAP), and Quality
Control Plans (QCP), relative to the products tendered.

13.2.1 All Quality Plans Shall:
a) Have its scope defined, in@pecific exclusions, and conditions of validity.

b) Be based on the supplierds documented (

c) Show the interface with the supplieros
documents are applied, peculiar to the product(guestion.

d) Cover each distinct stage of work to be performed / undertaken.

e) Indicate directly, or by reference to appropriate documented procedures or other
documents, how the required activities are to be carried out.

f) Be internally reviewed, and formally poved. Quality Plans therefore, shall be
formally controlled documents.

g) Provideforthe ust omer 6s viz. The Purchasero6s f
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h) Upon revision, be subjected to review and approval by all parties previously
responsible, prior to implementation.

i) May be in any format deemed most suitable i.e. text, diagrammatic, matrix etc.

13.2.2 The Quality Assurance Plan (QAP) shall identify/indicate/define/reflect the
following in respect of the supplier, as applicable:
a) The organizational structure, depicting the curmreahagement hierarchy. The

structure shall extend from the policy maker, down to the supervisory level,
within each of the different production facilities/operations. The strustuak
clearly show lines of responsibility and shall reflect both the narhé®
appointed persons, and their respective designations/position.

b) The management representative, having overall responsibility for quality.

c) Other key personnel having responsibility for Engineering/Design, Production,
Sales/Orders etc.

d) Personnel haviopresponsibility for performing Q.C., inspection and testing
activities, and their relationship within the management structure.

e) Personnel responsible for the initiation and approval of corrective and
preventative actions, in the event of ronforming poduct.

) Communication channels between supplier

g) Person specifically responsible for the handling of customer complaints, field
failures, warranty returns or nanonformance reports, relating to goods already
delivered, ie. information receipt, work coordination, customer liaison, etc.

h) Work to be performed byr@ party organizations and/or sabntractors (the
exact nature, extent, and by which organization).

i) Specific quality monitoring/verification activities, to be undertaken oA sub
contractors.

) Different physical | ocations, where sup
nature/extent thereof including work to be performed byrtiractors.

k) The various prodttion processes involved/to be undertaken, and their
relationship to each other e.g. by way of process flow charts.

[) Production processes requiring special controls.

m) Relevant Quality Control Plans (QCP) applicable, by reference number.
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n) Quality records to beetained, specific to the product, including the language,
format and retention periods that will apply.
0) Quality records to be supplied to the Purchaser, by when and what means.
p) Documents to be submitted for the Purch
g) Measures for the preservation of product quality after manufacture, during

delivery, and offloading.

13.2.3 The Quality Control Plan (QCP) addresses those planned arrangements specific to
the production process (es), which will ensure that the resulting prindlyct
meets all specified technical and quality requirements. It therefore identifies the
associated verification resources, including how, by whom, and when they will be
applied by the supplier. The exact scope and contents of the Quality Control Plan
(QCP) will be determined by nature and extent of work/processes involved.

The Quality Control Plan (QCP) shall identify/indicate/define/reflect the following as
applicable:
a) The applicable item, component, or product.

b) Various production operations activities, relating to the different phases

production, with due regard to the supp

i. Engineering/Design & Development Validation.
ii. Procurement/Goods Receipt.
iii. Work to be sukcontracted to 3rd party organizations.
iv. Bought out materials & components under specification (finished/semi
finished)
v. Customer supplied material.
vi. In-process product quality verification (Inspection & Testing).
vii. Special processes.
viii. Final product quality verification (Inspection & Testing).
ix. Packing/Protection/Delivery.
x. Erection/Installation.
xi. Commissioning.
c) Sequence of production operations/activities.

d) Appropriate inprocess Q.C. activities to be applied i.e. Inspection and Test
points.

e) Relevant acceptance criteria for each Q.C. activity, vetbrence to the
applicable procedure, drawing, specification, parameter etc.

f) Relevant Quality Records to be generated, resulting from each Q.C. activity.

g) Customer interventions nominated i.e. hold and witness points.
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h) Separate Quality)a@toidpreparedfBrleacms ( QCP O s
unique/different product type. However, variations by size/rating may be

accommodated by one generic plan where practicable.

13.24Qual ity Contr ol Pl ans (QCP&s) shall be
inspection authority/agencyif acceptability, and shall allow for the insertion of
specific requirements, including hold and witness points as required.

13.2.5 Subsequent changes to the approved plans shall require the agreement of the
purchaser or its inspection authority/agency priohteodommencement of work
involving an activity affected by such changes.

13.3 Control of Records

13.3.1 Index of quality assurance/quality control and inspection and test records

The supplier shall prepare and submit an index of QA/QC and inspection and test
records, when so requested. The retention period and location shall be indicated
against each record type. The purchaser shall have the right to select which
documents shall be submitted to The Purchaser during the acceptance validity
period. The Purchaswiill review the index and may request amendments. Once
this index has been accepted, it shall be adhered to by the contractor.

A copy of the approved data package shall be sent with every shipment of items or
equipment to the required delivery destinationhanded over to the Purchaser on
site, on completion of the activity concerned.

13.3.2 Discarding of quality records

No quality records shall be destroyed or discarded by the supplier, without prior
written consent.

1333Contractoré6és Proprietary Documentati on

Whenever the Purchaser and the supplier mutually agree that the supplier retains

quality records & documentation that the supplier considers proprietary

information, the supplier shall ensure that:

(i) Such records and documentation are kept suitghlgtected against
deterioration and/or damage for an agreed period;

(i) The Purchaser is granted due access to such records and documentation, on
request; and

(iif) Such records and documentation are properly indexed and readily retrievable at
all times.
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13.3.4 Access b Premises, Facilities, Documentation & Information

13341 The Purchaser shall be afforded acce
subcontractorsd premises and facilities
or inspections to verify compliance with agreedquirements. The level of the
Purchaser monitoring may vary during the acceptance period, depending on
the supplierds demonstrated performanc
instilled.

13.3.4.2 All quality system documentation, records, reportsstall be made
available for review when requested by the Purchaser.

13.3.4.3 The supplier shall provide suitable facilities to the Purchaser and shall
supply any assistance necessary for the performance of any audit, surveillance
and/or inspection activities to be conducted.

13.35Suppl i er 6s I nspection & Testing
13.3.5.1 The supplier shall continually ensure that all work associated with product

has been fully inspected, tested in accordance with the specified technical
requirements, and formally accepted prior to dispatch. The supplier shall
compile, or acquire valid inspection records/test certificates, in respect of each
batch of product to be consigned. Inspection records/test certification shall be
held on file at the premises of the supplier. Copies of test certificates are to be
sent withevery consignment of product, as required by the relevant technical

specification(s).
13.3.5.2 The supplier shall assess all inspection/tests results obtained, to determine
absolute compliance with the Purchaser

total. A certificate of conformance shall be drafted and issuedstaid
accompany every batch ofqauct upon consignment.
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13.3.6 Audit, Surveillance & product release inspection

13.3.6.1 The Purchaser reserves the right to audit quality management systems, and
verify all goods for conformance during any stage of production, immediately
prior to, or after delivery. fle Purchaser or its inspection authority/agency
will conduct routine random product, process and or quality management
systems audits/inspeactoindmsacdtortdlse wou [kKp
Purchaser storage facilities and construction sites, fquutmose of verifying
the continued compliance of product with the requirements of the applicable
specifications. These audits/surveillances/inspections may be performed
without any prior notification to the supplier or its stintractors.

13.3.6.2 No item of equiment requiring an the Purchaser inspection and release,
may be despatched to the required delivery destination, unless it has been
released by the Purchaser or the Purch
Purchaser or the Pur chelsasanots undesst hor i ty
otherwise agreed to by the Purchaser in writing. The supplier shall ensure that
one copy of the product release note is shipped with the equipment to site.

13.3.6.3 If components or materials, the manufacture of which was monitored ,
inspectehnd rejected by the Purchaser or t
inspection authority, are to be replaced by components not previously
monitored, inspected and released by the Purchaser or its appointed inspection
authority/agency, such substitution shall be shibject to a renspection by
the Purchaser or its appointed inspection authority/agency

13.3.6.4 Inspection, or the waiving of required inspections by the Purchaser or its
representative, shall in no way relieve the supplier from its obligation to
supplymaterial that fully complies with all specified requirements, neither
shall it be construed as -tohfeemifjur chaser
material.
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13.3.7 Non-conforming materials, parts, workmanship or documentation
13.3.7.1 S u p p INoreCondosmanceReports (NRR 6 s )

6Non-conformance reports shall be prepared by the supplier, in terms of
nortconforming materials, parts, workmanship, systems or documentation
and shall form part of the suppliero

13.3.7.1.1All non-conformities that affect productrm, fit, function,
interchangeability or maintenance as specified in the relevant reference
standard, technical specifications, the Purchaser approved drawings,
procedures and quality plans, shall be reported to the Purchaser.
13.3.7.1.2Suppliers are not required teport to the Purchaser those non
conformities that can be made to conform by REWORK by the
supplier/subcontractor, providing the REWORK is part of the normal
practice during manufacture and where the relevant REWORK
procedures have been accepted byPimehaser or its appointed
inspection authority/agency.
13.3.7.1.3If the process of REWORK/REPAIR involves new special processes
i.e. welding, heat treatment, nolestructive examination procedures
that have not yet been approved by
inspection authority/agency, or will have an effect on form, fit or
function of other acceptable materials, components, equipment,
structures or systems, then such+gonformances shall be reported to
t he Purchaser or the Purchasero6s ap
authority/agency.

13.3.8 Purchasernonc onf or mance & inspection reject r

Non-conformance reports raised by the Purchaser and issued against the supplier, shall be
investigated by the supplier as a matter of urgency, in orddgtesmine the root cause,
corrective action required and implementation timeframe.

13.3.8.1 A formal response shall be prepared in respect of the defined criteria, and
submitted to the Purchaser for review, evaluation and acceptance, within a
maximum of fourteenl(d) calendar days from the date of issue of the NCR.
The Purchaser may at its discretion request a response sooner, and in any case
before proceeding with any pending/further intervention as may be required
from the Purchaser.
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13.3.8.2 Su p p INoreCondosmanceRe port s ( NCRO s)
6 Nonconformance reports shall be prepared by the supplier, in terms-of non
conforming materials, parts, workmanship, systems or documentation and
shall form part of the supplierds pern
13.3.8.3 All non-conformities that affegdroduct form, fit, function,
interchangeability or maintenance as specified in the relevant reference
standard, technical specifications, the Purchaser approved drawings,
procedures and quality plans, shall be reported to the Purchaser.
13.3.8.4 Suppliers are natequired to report to the Purchaser those non
conformities that can be made to conform by REWORK by the supplier/sub
contractor, providing the REWORK is part of the normal practice during
manufacture and where the relevant REWORK procedures have been
acceped by the Purchaser or its appointed inspection authority/agency.
13.3.8.5 If the process of REWORK/REPAIR involves new special processes i.e.
welding, heat treatment, nafestructive examination procedures that have not
yet been approved by the Purchaserorthe R haser 6s i nspectio
authority/agency, or will have an effect on form, fit or function of other
acceptable materials, components, equipment, structures or systems, then such

nonconf ormances shall be reported to th
appointednspection authority/agency.
13.3.9 Purchasernonc onf or mance & inspection reject r

13.3.9.1 Non-conformance reports raised by the Purchaser and issued against the
supplier, shall be investigated by the supplier as a matter of urgency, in order
to determinghe root cause, corrective action required and implementation
timeframe.

13.3.9.2 A formal response shall be prepared in respect of the defined criteria, and
submitted to the Purchaser for review, evaluation and acceptance, within a
maximum of fourteen (14) calenddays from the date of issue of the NCR.

13.3.9.3 The Purchaser may at its discretion request a response sooner, and in any
case before proceeding with any pending/further intervention as may be
required from the Purchaser.
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13.3.9.4 Shall the Purchaser or its inspgeatauthority/agency identify any nen
conforming products during the conduct of its audits / surveillances /
inspections, the supplier shall be deemed to be in breach of the agreement, and
shall be held liable for any repair, rework and/or associatedcexpkent costs.
The contractor may in such instances also be held liable for the full costs
associated with the conduct of follewp audits / surveillances / inspections.
13.3.9.5 The nature, magnitude and or frequency of-nonformance and
inspection rejection repts raised by the Purchaser or its appointed inspection
aut hority/ agency, shall form the basis
gualification status.

13.3.10Cease delivery order

The Purchaser shall be authorized to stop any pending deliveries, and issue a
general cease delivery order, at any time for any portion of the work or service that
is not being executed in accordance with the specified/agreed requirements. When
such an order is issued, the supplier shall immediately stop all deliveries to all
destirations, and shall not resume until written authorization is again given by the
Purchaser.
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13.3.11 Application for concession/production permit

a) Non-conforming materials, parts, workmanship when rejected by the supplier,

t he Purchaser, o ronautheity/Bgency hay meertadns i n s p
cases, be considered suitable for wuse
repair/rework. Norconforming materials, parts or workmanship, shall be the

subject of a formal concession/production permit application. Such

application shall be prepared in the prescribed format, and submitted
electronically to the Purchaser, or th
for consideration and processing.

b) The electronic application form to be usslallbe requested from the
Purchaser each time it is required.

c) A reportable norconformance that cannot be REWORKED, and which the
supplier believes could be acceptable
concession application.

d) A reportable norconformance that can only be REPAIRED,Isba the
subject of a concession application.

e) If granted, concessions and production permits shall apply to specified
material, components or products, and be for a limited period/quantity only as
determined by the Purchaser. Concessions and produetionit when
granted, shall never mean general acceptance.

f) Material deviations due to neavailability, mechanical properties, chemical
composition or similar problems, shall be the subject of a production permit
before any production commences.

13.3.12Preservaion of product quality and delivery

Preservation of product quality shall be in accordance with the requirements of the
ISO 9001:2000.

Specific requirements of this standard are as follows:

a) The supplier shall specify at the time of delivery any special
requirements for safe handling, storage, protection from environmental
degradation, shelf life and utilization.

b) Confirmation of receipt of quality related items by the Purchaser
personnel, by signing the delivery note, shall not be interpreted as
acceptane of the items.

c) Items shall be accepted or rejected only after receipt inspection that
involves inspection of the items and review of the quality assurance
data package to verify their conformance to requirements.
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13.3.13Quality documentation submissions tahe Purchaser
13.3.13.1 Invitation stage.

The following documents shall be submitted to the Purchaser in response to a
formal invitation:

. An uncontrolled copy of the supplier
proof of quality system certification is submitted)

i. Acontrolled copy of the supplierds Q

ii. A controlled copy of the supplieraos

iv.  Controlled copiesofsubont ractor 6s Quality Contr

v. Copies of all formal agreements currently being held in resggrbduct
l'iability viz. AManufacturing Licenc
Ventureo, etc. where applicable

vi An uncontrolled copy of the supplier
schedule

vii Copies of both fchetsamgploir®od@MEnNd es d
applicable)
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NOTE: Evaluation and acceptaneendafracher 8
guality assurance capabilities, will be based on submissions in respect of the above
information, and an ofocation verification/assessment.

The Purchasr 6 s record of past supplier/ produc
account where deemed relevant/necessary.

13.3.14 Post qualification/contract award

The following documents shall be maintained for the duration of the
gualification/contract validity perigdand shall be submitted to the Purchaser or its
inspection authority/agency upon request:

i) Approved Quality Assurance & Quality C
(i) An index of all relevant supplier QA/QC inspection and test records

(iii) Details of qualifications/certification of inspection and test staff and staff
performing special processes

(iv) Authorized concessions/production permits

A

(MWANn index of the supplier ds -coiraciors,as e 01
including quantity, date, a descriptiaf items/equipment purchased, and
associated amendments

(vi)All supplier raised nomonformance reports in respect of ranforming
materials, parts, workmanship, systems or documentation

(vii)  All corrective actions taken as a result of remmformances raised lilge
supplier itself, or by the Purchaser.
13.3.150n purchase order completion.

The following documents shall be submitted to the Purchaser on completion of each
purchase order, and shall be in the form of a data package accompanying the goods to the
required devery destination. The data package contents shall be indexed, and contain the
following:
(a) All inspection and test reports identified in the relevant technical specifications, and
Quiality Control Plans where indicated
(b) A certificate of conformance verifying that all specified technical and QA/QC
requirements have been satisfactorily complied with
(c) All material certificates as required
(d) the Purchaser approved concessions and

(e) the Purchaser inspection release reports.
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14APPENDICES

APPENDIX 1: 11KV AND 33KV LOAD BREAK SWITCH LOCAL CONTROLS AND

INDICATIONS

Function Feature Comment

Close Control & | A dedicated Red Button with associated status indicg
Indication | shall be provided

Trip / Open Control & | A dedicated Green Button with associated stj
Indication | indication shall be provided

Local / Remote Control & | A dedicated switch or Key Pad Button with associg
Indication | Status LED shall be provided or shall be configurable

Earth Fault in / out | Control & | A dedicated switch or Key Pad Button with associg
Indication | Status LED shall be provided or shall be configurable

Sensitive Earth Control & | A dedicated switch or Key Pad Button with associg

Fault in / out Indication | Status LED shall be provided or shiadl configurable

Auto Sectionalise | Control & | A dedicated switch or Key Pad Button with associe

On / Off Indication | Status LED shall be provided or shall be configurable

Setting Group Control & | Menu field and / or programmable sglt or Key Pacd

Selection Indication | Button with associated Status LED

Detection Group A | Control & | Menu field and / or programmable switch or Key F
Indication | Button with associated Status LED

Detection Group B | Control & | Menu field and / or programmable switch or Key F
Indication | Button with associated Status LED

Detection Group C | Control & | Menu field and / or programmable switch or Key F
Indication | Button with associated Status LED

Detection Group D | Control & | Menu field and / or programmable switch or Key H
Indication | Button with associated Status LED

Detection Group E | Control & | Menu field and / or programmable switch or Key H
Indication | Button with associated Status LED

Detection Group F | Control & | Menu field and / or programmable switch or Key H
Indication | Button with associated Status LED

Detection Group G | Control & | Menu field and / or programmable switch or Key H
Indication | Button with associated Status LED

Detection Group H | Control & | Menu field and / or programmable switch or Key F
Indication | Button with associated Status LED

Detection Group | | Control & | Menu field and / or programmable switch or Key F
Indication | Button with associated Status LED

Detection Group J | Control & | Menu field and / or programmable switch or Key H
Indication | Button with associated Status LED

Phase A Live Indication | Menu field and / or Dedicated or Programmable LED

Phase B Live Indication | Menu field and / or Dedicated or Programmable LED
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Phase C Live

Indication

Menu field and / or Dedicated or Programmable LED

Load Current On Indication | Menu field and / or Dedicated or Programmable LED
A Phase OC Fault | Indication | Menu field and / or Dedicated or Programmable LED
B Phase OC Fault | Indication | Menufield and / or Dedicated or Programmable LED
C Phase OC Fault | Indication | Menu field and / or Dedicated or Programmable LED
Earth Fault Indication | Menu field and / or Dedicated or Programmable LED
Sensitive Earth Fau| Indication | Menu field and / oDedicated or Programmable LED
Negative Phas( Indication | Menu field and / or Dedicated or Programmable LED
Sequence Fault

Under Voltage Faul{ Indication | Menu field and / or Dedicated or Programmable LED
Over Voltage Fault | Indication | Menu field and / oDedicated or Programmable LED
Operator Trip Indication | Menu field and / or Dedicated or Programmable LED
Maintenance Indication | Menu field and / or Dedicated or Programmable LED
Required

Auxiliary  Supply | Indication | Menu field and / or Dedicated Brogrammable LED
Fail

Battery disconnecte| Indication | Menu field and / or Dedicated or Programmable LED
Battery Volts Low | Indication | Menu field and / or Dedicated or Programmable LED
Battery Low Indication | Menu field and / oDedicated or Programmable LED
Capacity (Low

Power Mode)

Battery End of Life | Indication | Menu field and / or Dedicated or Programmable LED
(Battery Test Fail)

Switchgear Locked | Indication | Menu field and / or Dedicated or Programmable LED
Contact Life Low Indication | Menu field and or Dedicated or Programmable LED
Close circuit Indication | Menu field and / or Dedicated or Programmable LED
Isolated

Trip Circuit Isolated| Indication | Menu field and / or Dedicated or Programmable LED
Dummy Circuit Indication | Menu fieldand / or Dedicated or Programmable LED
Breaker Closed

A Phase Current Analogue | Menu field

B Phase Current Analogue | Menu field

C Phase Current | Analogue | Menu field

A Phase Voltage | Analogue | Menu field

B Phase Voltage | Analogue | Menu field

C Phase Voltage | Analogue | Menu field

kWatts Analogue | Menu field

kvVars Analogue | Menu field

Power Factor Analogue | Menu field

Maximum Demand | Analogue | Menu field
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APPENDIX 2 11KV AND 33KV LOAD BREAK SWITCH REMOTE CONTROLS AND

INDICATIONS
Function Feature
Close Control & Indication
Trip / Open Control & Indication

Earth Fault in / out

Control & Indication

Sensitive Earth Fault in / out

Control & Indication

Auto Sectionalise On / Off

Control & Indication

Setting Group Selection

Control & Indication

Detection Group A

Control & Indication

Detection Group B

Control & Indication

Detection Group C

Control & Indication

Detection Group D

Control & Indication

Detection Group E

Control & Indication

Detection Group F

Control & Indication

Detection Group G

Control & Indication

Detection Group H

Control & Indication

Detection Group |

Control & Indication

Detection Group J

Control & Indication

Local / Remote Indication
Phase A Live Indication
Phase B Live Indication
Phase C Live Indication
Load Current On Indication
A Phase OC Fault Indication
B Phase OC Fault Indication
C Phase OC Fault Indication
Earth Fault Indication
Sensitive Earth Fault Indication
Negative Phase Sequence Fault Indication
Under Frequency Fault Indication
Over Frequency Fault Indication
Under Voltage Fault Indication
Over Voltage Fault Indication
High Current Lockout Indication
Lockout Indication
Operator Trip Indication
Maintenance Required Indication
Auxiliary Supply Fai Indication
Battery disconnected Indication
Battery Volts Low Indication

Battery Low Capacity (Low Power Mode) | Indication

Battery End of Life (Battery Test Fail) Indication

Switchgear Locked Indication
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Contact Life Low Indication
Close circuit Isolated Indication
Trip Circuit Isolated Indication
Dummy Circuit Breaker Closed Indication
A Phase Current Analogue
B Phase Current Analogue
C Phase Current Analogue
A Phase Voltage Analogue
B Phase Voltage Analogue
C Phase Voltage Analogue
kWatts Analogue
kVars Analogue
Power Factor Analogue
Maximum Demand Analogue
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APPENDIX 3 11KV AND 33KV RECLOSER LOCAL CONTROLS AND INDICATIONS

# | Function Feature Comment
Close Control & | A dedicated Red Button with associat
1 Indication status indication shall h@ovided
Trio / Open Control & | A dedicated Green Button with associa
2 PIop Indication status indication shall be provided
Control & A dedicated switch or Key Pad Buttc
Local / Remote o with associated Status LED shall
Indication , .
3 provided or shall beonfigurable
Control & A dedicated switch or Key Pad Buttc
Earth Fault in / out L with associated Status LED shall
Indication : .
4 provided or shall be configurable
Sensitive Earth Fault if Control & A_dedlcateql switch or Key Pad Buts
o with associated Status LED shall
/ out Indication : .
5 provided or shall be configurable
Control & A dedicated switch or Key Pad Buttc
Auto Reclose On / Off L with associated Status LED shall
Indication : .
6 provided or shall be configurable
Setting Groug Control & Menu field and / or p_rogrammgble swit
; I or Key Pad Button with associated Sta
Selection Indication
7 LED
Control & Menu field and / or programmable swit
Protection Group A o or Key Pad Button with associated Stal
Indication
8 LED
Control & Menu field and / or programmable swit
Protection GroufB o or Key Pad Button with associated Stal
Indication
9 LED
Control & Menu field and / or programmable swit
Protection Group C o or Key Pad Button with associated Stal
Indication
10 LED
Control & Menu field and / or programmable swit
ProtectionGroup D o or Key Pad Button with associated Stal
Indication
11 LED
Control & Menu field and / or programmable swit
Protection Group E o or Key Pad Button with associated Stal
Indication
12 LED
Control & Menu field and / or programmable swit
Protection Group F o or Key Pad Button with associated Stal
Indication
13 LED
Control & Menu field and / or programmable swit
Protection Group G o or Key Pad Button with associated Stal
14 Indication LED
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Menu field and / or programmable swit

Protection Group H Cof‘”o.' & or Key Pad Button with associated Stal
Indication
15 LED
Control & Menu field and / or programmable swit
Protection Group | L or Key Pad Button with associated Stal
Indication
16 LED
Control & Menu field and / or programmable swit
Protection Group J L or Key Pad Button with associated Stal
Indication
17 LED
Phase A Live Indication Menu fieldand / or Dedicated or
18 Programmable LED
Phase B Live Indication Menu field and / or Dedicated or
19 Programmable LED
Phase C Live Indication Menu field and / or Dedicated or
20 Programmable LED
Load Current On Indication Menu field and / or Dedicateat
21 Programmable LED
A Phase OC Eault Indication Menu field and / or Dedicated or
22 Programmable LED
B Phase OC Fault Indication Menu field and / or Dedicated or
23 Programmable LED
C Phase OC Fault Indication Menu field and / or Dedicated or
24 Programmable LED
Earth Eault Indication Menu field and / or Dedicated or
25 Programmable LED
Sensitive Earth Fault | Indication Menu field and / or Dedicated {
26 Programmable LED
Negative Phas Indication Menu field and / or Dedicatedor
27 | Sequence Fault Programmable LED
L Menu field and / or Dedicated or
08 Under Frequency Fau| Indication Programmable LED
L Menu field and / or Dedicated or
29 Over Frequency Fault| Indication Programmable LED
L Menu field and / oDedicated or
30 Under Voltage Fault | Indication Programmable LED
L Menu field and / or Dedicated or
a1 Over Voltage Fault Indication Programmable LED
32 High Current Lockout | Indication Menu field and / or Dedicated or
33 Programmable LED
Lockout Indication Menu field and / oDedicated or
34 Programmable LED
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Menu field and / or Dedicated or

35 Operator Trip Indication Programmable LED
: : I Menu field and / or Dedicated or
Maintenance Require( Indication
36 Programmable LED
- , L Menu field and / oDedicated or
37 Auxiliary Supply Fali | Indication Programmable LED
Battery disconnected | Indication Menu field and / or Dedicated or
38 Programmable LED
L Menu field and / or Dedicated or
39 Battery Volts Low Indication Programmable LED
Battery Low Capacity Indication Menufield and / or Dedicated or
40 (Low Power Mode) Programmable LED
Battery End of Life Indication Menu field and / or Dedicated
41 | (Battery Test Falil) Programmable LED
. L Menu field and / or Dedicated
42 Switchgear Locked | Indication Programmable LED
Contact Life Low Indication Menu field and / or Dedicated
43 Programmable LED
Close circuit Isolated | Indication Menu field and / or Dedicated
44 Programmable LED
S L Menu field and / or Dedicated
45 Trip Circuit Isolated | Indication Programmable LED
Dummy Circuit Indication Menu field and / or Dedicated
46 | Breaker Closed Programmable LED
47 | A Phase Current Analogue Menu field
48 | B Phase Current Analogue Menu field
49 | C Phase Current Analogue Menu field
50 | A Phase Voltage Analogue Menu field
51 | B Phase/oltage Analogue Menu field
52 | C Phase Voltage Analogue Menu field
53 | kWatts Analogue Menu field
54 | kVars Analogue Menu field
55 | Power Factor Analogue Menu field
56 | Maximum Demand | Analogue Menu field
APPENDIX 4 11KV AND 33KV RECLOSER REMOTE CONTROLS AND
INDICATIONS
# FEunction Feature
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40

Close
Trip / Open
Earth Fault in / out

Sensitive Earth Fault in / out
Auto Reclose On / Off

Auto Sectionalise On / Off
Setting Group Selection

Protection Group A
Protection Group B
Protection Group C
ProtectionGroup D
Protection Group E
Protection Group F
Protection Group G
Protection Group H
Protection Group |
Protection Group J
Local / Remote
Phase A Live
Phase B Live
Phase C Live

Load Current On

A Phase OC Fault
B Phase OC Fault
C Phase OC Fault
Earth Fault

Sensitive Earth Fault

Negative Phase Sequence Fault
Under Frequency Fault

Over Frequency Fault

Under Voltage Fault
OverVoltage Fault

High Current Lockout

Lockout
Operator Trip

Maintenance Required

Auxiliary Supply Fail

Battery disconnected

Battery Volts Low

Battery Low Capacity (Low Powe

Mode)
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Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Control & Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication
Indication

Indication



41 Battery End of Life (Battery Test Fail) Indication

42 Switchgear Locked Indication
43 Contact Life Low Indication
44 Close circuit Isolated Indication
45 Trip Circuit Isolated Indication
46 DummyCircuit Breaker Closed Indication
47 A Phase Current Analogue
48 B Phase Current Analogue
49 C Phase Current Analogue
50 A Phase Voltage Analogue
51 B Phase Voltage Analogue
52 C Phase Voltage Analogue
53 kWatts Analogue
54 kVars Analogue
55 Power Factor Analogue
56 Maximum Demand Analogue

APPENDIX 5: LIST OF 11KV AND 33KV LOAD BREAK SWITCH ES AND 11kV RING
MAIN UNITS

RING MAIN UNITS
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Nairobi North
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Primary Proposed | Proposed
Sub Fdr | Feeder Proposed new Automati | Proposed
No. | Stations #. Name Existing RMUs new RMUs install on only integration
Baba Dogo
1 66/11kV
1 Baba Dogo Dawa (2) 1
2 Brewery Central Glass(2) | 1
Eastleigh
2 66/11kV 1 Moi Airbase MAB (2) 1
Parklands | 1 Kirinyaga Garden Plaza(Z)A | Asili (2) 1 1
3 66/11kV
2 Capitol Arrow (2) 1
3 Stima Plaza| Stima Plaza(2) 1
4 Westlands Sankara (2) 1
5 Welbeck Westgate(2) 1
6 Riverside Villa Rosa(2) 1
University
7 Way Boulevard(3)* 1
Lower
8 Kabete Swaminarayan(2) 1
Longonot (3)*
9 Norfolk UON- Eng.(2) National 3
Theatre(2)
UON- Main(2)
Jeevanjee | 1 Gwasi Gwasi(3) 1
4 66/11kV
Leone Casino(2) 1 1
Mwalimu (2) Supreme 2
2 City Hall City Hall(4) Court(2)
Afya (2)
Old Gov't 1
3 Press(3)* 3
Developme | Development Hse (3| New Gov't
nt Hse Kenya Poly(2) Press(2)
2 2
Coop Hse (2A Kenbanco (2)
Bakery (2YA Post Office(2) 4
NHC (2) Canon(2)
4 KPCU KU Plaza (2) CBK (2)
5 Cathedral | Times Towers(2A | Vigilance Hse(2) | 1 1
Temple Rd(3) Rahimtula (3)*
Kencom (3) Relnsurance(2)
6 Temple Rd | Jubilee(2) ICDC (3)* 5 4 0
I.L. Hse (2) Auto Silo(2)
Hilton(3)*
City Square(3,2) Info Hse(2) 6
7 City Square| Kenya Cinema(2)A | Elec. Hse (2) 3
BP Shell(2) Bima (2)
OP(2)A Treasury(2)




Jogoo House (2)
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Intercon(2)
KICC(4,1)
IPS(2)
Capitol Union Corner Hse(2) Lonrho (2)
5 11kV 1 Towers Stanley Hotel(2) Rehema(2) 3
Contrust Hse(2)
2 Kimathi Kimathi Hse(2) Pioneer(2) 2
Odeon(2)
3 Rupsons Marble Arc (2) Imenti(2) 4
Tom Mboya(3) Mithoo(2)
Bidco(2) Lyric Hse(2)
Summit(2)
Nakumatt
University Lilian Consolidated(2§A Towers(2) 4 1
6 Way 11kV | 1 Towers Nginyo(2),
Four Ways(2)
Orange
Telcom(2)
Cardinal 1
Cathedral Otunga(2)
7 66/11kV 1 GPO Bruce Hse(2) 680 Hotel(2) 4
Fedha Towers(2)
PC HQ (2A Harambee
KNA (2) Sacco(2) 2
2 National Continental Hse 1
PC HQ Assembly(2XA (2) 2
Nyati (2)
KTDC (2)
3 KTDC Hazina(2}A View Park (2) 5 1
AM Bank (2)
Posta Sacco(2)
Finance(2)
HFCK(2)
Virani(2) Macmillan(2) 5 2
City Mkt(2) SokoReality(2)
4 Market Nation Centre (4)
Muthurwa
8 66/11kV 1 Gikomba Nacico (2)A 0 1
Muthurwa | Interfina(2)
2 Mkt Muthurwa Mkt(2) Ronald Ngala (2)| 1 2
Ruaraka
132/66/11k Central
9 V 1 Glass MISC (2/2) 1
Donholm Commercial
10 | 11kV 2 Street Numerical (2) 1
Nairobi West
Primary Fee Proposed | Proposed
Sub der | Feeder new Automati | Proposed
No. | Stations No. | Name Existing RMUs Proposed RMUs | install on only integration




Nairobi
West
2 66/11Kv 1 Ngong Rd KCB Hse (2) 1
Nyayo
2 LowerHill NIC(2) Stadium(2) 1
Ngong Rd
3 66/11Kv 1 Kilimani Yaya (2) 1
2 DD Equity/DOD(2) 1
Ragati Upperhill Rd(3),
13 | 66/11Kv 1 Upperhill BHC(2) City Bank(2) 2
2 Milimani NSSF(2) Integrity (2) 1
3 Mara World Bank(2) 1
4 Britam NHIF(2) 1
Cathedral Serena(2),
66/11Kv Hill 1 Alico (2) 2
Nairobi South
Primary Proposed | Proposed
Sub Fdr | Feeder new Automati | Proposed
No. | Stations # Name Existing RMUs Proposed RMUs | install on only integration
Nairobi
South
1 66/11Kv 1 Kampala2 BAT(2) 1
Nairobi Nairobi
2 South 1 South 1 SeraCoating(2) |1
Nairobi
2 South 2 House of Maji(2) | 1
Rubber &
3 Dara 1 Plastics(2) 1
4 Villa franca Tetra(2) 1
5 EAO BOC(2) 1
Mombasa
6 Rd Panari(2) 1
Commercial
8 Dara 11Kv | 1 Railway B Street(2) 1
Nairobi
West
66/11Kv 2 Dara 2 Dara(2)* 0
TOTAL 83 18 15
LOAD BREAK SWITCHES
Nairobi North
Primary Sub- | Feeder Proposed
No. Stations No. Feeder Name Existing LBSs Proposed LBSs TOTAL
Baba Dogo
1 66/11kV 1 Dandora Y3076, Y398, Y3192 3
Indigo Y3189 1
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3 Baba Dogo Y336, Y3179, Y3181, Y337, Y304 5
4 Kenafric Y3178 1
5 Kariobangi Y3094 1
6 Brewery Y307, Y3176 2
Y3082, Y3112, Y2025, Y2026,
7 Kasarani Y2075, Y3078, Y2128 7
8 Lucky Summer Y3193 1
2 Kitisuru 66/11kV 1 Unep Y443, Y5070, Y201 Y2064, Y4150 2
Y290, Y245, Y286, Y2100, | Y284, Y285, Y7266, Y2106,
2 Runda Y2006 Y2107, Y7263 6
Y4146, Y430, Y433, Y412,
3 Spring Valley Y2014, Y200 Y2037, Y2088 2
4 Kihara Y435 Y4080, Y4076, Y417, Y444 4
Lower Kabete
3 66/11kV 1 Farasi Lane Y459, Y460
2 King'eero Y472
4 Gigiri 66/11kV 1 Thigiri Y2080
2 ICRAF Y207, Y208 Y292 1
3 Whispers Y296, Y2038 2
4 Village Market Y294, Y7265 2
Ridgeways
5 66/11kV 1 Rock City Y7274, Y2058, Y301, Y7186 4
2 Windsor Y2048, Y2049 2
3 Garden Estate Y7273 1
4 Mimosa Y7264 1
5 Evergreen Y2022
6 Eastleigh 66/11kV 1 Mathare North Y333, Y2077, Y3188 3
2 Light Industries Y316, Y3095 2
3 Kamunde rd
4 Kiamaiko
5 Juja Rd Y319, Y2044, Y2043, Y323, Y318 5
6 Pioneer Y350, Y3092, Y3084, Y3088,
Y3089, Y3020 6
Kariobangi
7 South Y368
7 Parklands 66/11kV 1 Kirinyaga Y315, Y4134
Y603, Y4126, Y322, Y3074,
2 Eastleigh Y325, Y3098 6
3 Kabete Y400 Y4162, Y4074, Y4075 3
Y206, Y210, Y208, Y209,
4 Muthaiga Y3184 Y414 1
5 Westlands Y495, Y409 Y2090, Y496, Y402, Y401 4
6 Welbeck Y4096, Y4007 Y2036, Y455, Y456, Y5124 4
7 Riverside Y4102 Y426 1
8 University Way 0
9 Lower Kabete Y4097 Y5117, Y439 2
10 Gwasi Y391, Y3097 Y6178, Y602,Y3170 3
11 Pangani Y4133, Y300, Y3211, Y341 4
8 Komarock 66/11kV 1 Saika Y3005 1
2 Mowlem Y3086 1
9 Ruai 66/11kV 1 Njiru Y3002* Y399, Y3141 3
10 Westlands 66/11kV 1 Waiyaki Way Y405* Y410, Y419, Y406, Y447 5
2 Sarit Y4149,Y404 Y4155, Y4160 2
3 Raphta Y4156, Y7228, Y432, Y416 4
4 Peponi Y413, Y4161 Y482 1
5 Highridge Y438, Y4106 2
Y415, Y446, Y4173, Y492,
6 Kyuna Y4117 Y2068, Y4168, Y4167 7
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16 Muthurwa 66/11kV 1 Gikomba Y3096 1
2 OTC Y3213 1
17 Kimathi 66/11kV Airforce Y2129, Y2042
Y611, Y3143, Y4139, Y3180,
2 1st Avenue Y320 5
3 Bahati Y644, Y362 Y687, Y361, Y6195 3
Y2039, Y2037, Y355, Y667,
4 Buruburu Y623, Y705, Y359
5 Harambee Y2038
Ruaraka Sports
18 132/66/11kV 1 Complex Y3111 1
Y2069, Y305, Y3053, Y3156,
2 Breweries 1 Y3158 5
3 Breweries 2 Y2082, Y389 2
4 Ridgeways Y2053 Y317,Y2091, Y311, Y312, Y2067 5
Y8081, Y3000, Y7258, Y8053,
5 Githurai Y826, Y8049, Y3010 7
6 Kiambu Y3119, Y3122, Y2051, Y326 4
7 Sietco Y7251, Y2057 2
8 Kahawa Y2033, Y3007, Y4072, Y2052, 4
9 Roysambu Y3050 1
Y4130, Y3082, Y3083, Y2029,
10 Sukari Y2030, Y8074 6
Commercial
Donholm 11kV 2 Street Y604 Y7182, Y7170, Y7036 3
3 Loresho Y420, Y462, Y4077 3
Kabete 66/11kV Kanyariri Y491, Y4128, Y4125 3
TOTAL 188
Nairobi West
Primary Sub- | Feeder Proposed
No. Stations No. Feeder Name Existing LBSs Proposed LBSs TOTAL
Kileleshwa Y4163, Y505, Y5154, Y5120,
1 66/11Kv 1 State house Y5048, Y5049, Y5047 Y5155 5
Y500, Y506, Y5045, Y522,
Y5022, Y535, Y5022, Y509,
2 Hurlingham Y5062 9
Y4094, Y4095, Y418, Y4101,
3 Riverside Y442 5
4 Kenya High Y403, Y431 2
Y5030, Y551, Y5081, Y5114,
5 Lavington Y5000, Y518, Y514, Y110 8
Y5074, Y5197, Y5228, Y5113,
6 Kawangware Y537, Y5098, Y5063, Y5064 8
Elgeyo
7 Marakwet Y5196, Y521, Y507 3
Y536, Y5009, Y461, Y557, Y515,
8 Kangemi Y5095, Y407 7
Nairobi West Y542, Y559, Y558, Y159,
2 66/11Kv 1 Lang'ata Y121, Y543, Y181, Y145, Y168 4
2 South C Y574, Y7034, Y5085, Y5089 2
3 Dam Y186, Y169, Y195 Y5172, Y5149, Y5151, Y1120 4
4 Hurlingham Y560 Y5184, Y555, Y529, Y561, Y5183 5
5 Ngong Rd Y5185, Y5072, Y530 3
6 Lower Hill Y540 Y5077, Y5232 2
Government Y534, Y5007, Y5079,
3 Ngong Rd 66/11Kv 1 Hill Y5008 Y528, Y5006, Y5150 3
Nairobi
2 Hospital Y526, Y516, Y5053 Y2098, Y517, Y5159 3
3 Kibera Y563 Y5054 1
4 Kilimani Y5165, Y533 2


















































































































































































































































































